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BGP is not only a
TCP session

Learning about the https://goo.gl/imh3ex4

protocol that holds
networks together

Werner Fischer
Principal Consultant | avodaqg AG
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Agenda 2

‘19

* History and RFCs

® Direction for further research
®* BGP Notifications

* Authentication and Security
® 2 versus 4 Bytes

®* Communities

BGP-LS

BGP Additional Path
BGP EVPN

BGP Graceful Restart
Funny things with BGP
Wrap-up
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About me

®* From Germany

® More than a decade Dual-CCIE (R/S, Security)

* Sniffer Certified Master

* Wireshark Certified Network Analyst

® Dual VMware Certified Professional (VCP-DCV, VCP-NX)

® IPv6 Forum Certified Engineer (Gold)

® Round about 20 years in the networking area like Wireshark/Ethereal
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History of BGP
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(.\ BGP (Border Gateway Protocol)

®* BGP is a standardized EGP designed to exchange routing and
reachability information between autonomous systems (ASs)

* "“Is less chatty than its link-state siblings”

* “Does not require routing state to be periodically refreshed, unlike
OSPF or IS-IS”

* Many stable vendor implementations

* BGP is a multi-protocol routing engine, capable of announcing
different prefixes (e.g. IPv4 and IPv6 and others)
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BGP, Security and Crypto lonis
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(\ Former versions of BGP — hintin e
&

RFC 1771 Ak

tm as BGP- 14 Bﬁ«E as sp&czlfleﬂ in RFC 1163, iﬂ r&fﬁrrad at:,- as
paemfied in RFC1267 is referred to as BGP-3, and
BGP Glfl&hi in this document is referred to as BGP-4.

BGP Setup =
—Werzion of BGP

7 Version 2 % Version 4
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BGP-4 — Basic RFCs

RFC 1771 - A Border Gateway Protocol 4 (BGP-4)
RFC 1863 - A BGP/IDRP Route Server alternative to a full mesh
routing
RFC 1997 - BGP Communities Attribute
RFEC 2385 - Protection of BGP Sessions via the TCP MD5
Signature Option

®* RFC 2545 - Use of BGP-4 Multiprotocol Extensions for IPv6 Inter-
Domain Routing

RFC 4271 - A Border Gateway Protocol 4 (BGP-4
RFC 4760 - Multiprotocol Extensions for BGP-4
RFC 5492 - Capabilities Advertisement with BGP-4
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BGP-4 — Advanced RFCs

* First - too much for 90 minutes! I personally need more than 90000
minutes to read and follow them all ;-)

®* RFC 4360 - Route Target extended community

* RFC4364 - BGP/MPLS IP Virtual Private Networks (VPNs)

®* RFC 4384 - BGP Communities for Data Collection

®* RFC 4724 - Graceful Restart Mechanism for BGP

®* RFC4761 - Virtual Private LAN Service (VPLS) Using BGP for Auto-
Discovery and Signaling

®* RFC 5512 - The BGP Encapsulation Subsequent Address Family

Identifier (SAFI) and the BGP Tunnel Encapsulation Attribute /®\
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BGP-4 — Advanced RFCs

®* RFC 5549 - Advertising IPv4 Network Layer Reachability Information

* with an IPv6 Next Hop

®* RFC 5575 - Dissemination of Flow Specification Rules

®* RFC 5668 - 4-Octet AS Specific BGP Extended Community

®* RFC 5701 - IPv6 Address Specific BGP Extended Community
Attribute

® RFC 5925 - The TCP Authentication Option

RFC 6514 - BGP Encodings and Procedures for Multicast in

MPLS/BGP IP VPNs A
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BGP-4 — Advanced RFCs

®* RFC 6515 - IPv4 and IPv6 Infrastructure Addresses in BGP Updates
for Multicast VPN

®* RFC 6793 - BGP Support for Four-Octet Autonomous System (AS)
Number Space

* RFC 6811 - BGP Prefix Origin Validation

®* RFC 6996 - Autonomous System (AS) Reservation for Private Use

®* RFC 7153 - TANA Registries for BGP Extended Communities

®* RFC 7300 - Reservation of Last Autonomous System (AS) Numbers

®* RFC 7311 - The Accumulated IGP Metric Attribute for BGP

* RFC 7313 - Enhanced Route Refresh Capability for BGP-4 /®\

\
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BGP-4 — Advanced RFCs

RFC 7432 - BGP MPLS-Based Ethernet VPN

RFC 7454 - BGP Operations and Security

RFC 7543 - Covering Prefixes Outbound Route Filter for BGP-4
RFC 7606 - Revised Error Handling for BGP UPDATE Messages
RFC 7674 - Clarification of the Flowspec Redirect Extended
Community

RFC 7752 - North-Bound Distribution of Link-State and Traffic
Engineering (TE) Information Using BGP

RFC 7900 - Extranet Multicast in BGP/IP MPLS VPNs

RFC 7911 - Advertisement of Multiple Paths in BGP
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BGP-4 — Advanced RFCs

®* RFC 7938 - Use of BGP for Routing in Large-Scale Data Centers
* RFC 7999 - BLACKHOLE Community
®* RFC 8092 - BGP Large Communities Attribute
* RFC 8097 - BGP Prefix Origin Validation State Extended Community
®* RFC 8214 - Virtual Private Wire Service Support in Ethernet VPN
®* RFC 8277 - Using BGP to Bind MPLS Labels to Address Prefixes
* RFC 8317 - Ethernet-Tree (E-Tree) Support in Ethernet VPN (EVPN)
and Provider Backbone Bridging EVPN (PBB-EVPN)
RFC 8326 - Graceful BGP Session Shutdown
RFC 8365 - A Network Virtualization Overlay Solution Using Ethernet

VPN (EVPN) S\
* RFC 8388 - Usage and Applicability of BGP MPLS-Based Ethernet
VPN v
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bugs.wireshark.org o

Searching for bugs — or for sample capture files ©

Summary: | contains all of the strings v|lbgp || search |
Product: Component: Status: Resolution:
Web sites Build process A LINCONFIRMED = A
Capture file support (libwiretap) CONFIRMED FILED
Common utiliies {libwsutil) IN PROGRESS MNOTABLIG
Dissection engine {libwireshark) INCOMPLETE NOTOURBLIG
Docurmentation RESOLYED LATER
Extras W VERIFIED REMIMND

_ R _ TR - -
WIRESH * RK WIRESH * RK WIRESH * RK WIRESH * RK
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(.\ Wireshark Preferences

For BGP there are not so much options — really — you think so?

M Wireshark . Preferences

BER *| Border Gateway Protocol

EIEEPCDntrDI Reassemble BGP messages spanning mulkiple TCP segments
BGP Length of the &5 number

Bitcoin Auto-dekeck

BitTarrent BGP TCP port 179

BINP 4 ackek

This AS number length topic will be also presented — stay tuned!

101 10
o111

Tl
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Field Name copy for DFE

* Copy the Field Name for DFE (Display Filter Expression)

s st mep e

» Internet Protocol Version 4, Src: 192,168, 50,40 (192,168, 80,48)) {W ¥ All Visihie Eems Ctrl+Alt+Shifesd
' Transmission Control Protocol, Src Port: 179, Dst Port: 35440, Show Packet Bytes... Ctri+Shife+0 All Visible Selectad Tree Hetns :
¥ Border Gateway Protocol - UPDATE Message Expart Packet Bytes. . Chil+Shift +X e Crs Alt+Shife s 1
Marker: FEFFFFFEEEFFEFFFFErfesrereeeeres it B R
Length: &4 Wiki Pratacal Page Field Name 'M"‘%m&r
Types UPIKIE Hessage. (2) Filter Field Reference vae TR Sy
Hithdrawn Routes Length: @
Tatal Path gttribute Length: 41 Pratacol Preferences . As Filter Ctrl+Shift+C
¥ Path sttributes
% Path sttribute - ORIGIN: IGP Decode As.. Capy Bytes as Hex + ASCI Dump
¥ Path Attribute - A5 PATH: empty Go to Linked Packet ~.@3 Hex Dump
¥ Flags: ax44, T"ﬂhﬂfti‘“‘-‘; Hell-known, Complete Show Linked Packet in New Window a5 Pontable Test
B:- +..s = Opfional: Not set
Ao o... = Transitive: Set -5 & Hex Stream
8. ... = Partial: Not set a5 Raw Binary
coa@ ... = Extended-Length: llot set .85 Escaped String
. 9088 = Unused: @x@ .

Type Code: AS PATH (2)
Length: @
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( \ RFC 6996 - Autonomous System .o
-

Reservation for Private Use afe

IANA has reserved, for Private Use, a contiguous block of 1023
Autonomous System numbers from the "16-bit Autonomous System Numbers"

registry, namely 64512 - 65534 inclusive.
IANA has also reserved, for Private Use, a contiguous block of

94,967,295 Autonomous System numbers from the "32-bit Autonomous
System Numbers" registry, namely 4200000000 - 4294967294 inclusive.

/@

4

* https://www.iana.org/assignments/as-numbers/as-numbers.xhtml
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https://www.iana.org/assignments/as-numbers/as-numbers.xhtml

( N\ BGP Errors via Notification - DFE e

&»

| M Wweshark | Dnaplay Fiter Egaesnan 7 w il Werimaik Doapley Ffte Exprues '

Ineuum Reshan | """""‘ o Relaton

PGP Boder Gateway Potacol | s press v
— | e
v e “"d Ditvveay it u_.p sttt ntrae - Mkhor sstai-Code theasagh Maiii s

-MES!HQE HE-EIE'EE‘ Elmr Maximum Mumber of Frefl:-ies Reached
OPEM Message Errar Admimmistratively Shutdown

Feer De-configured

LIPDATE Message Errar
Hald Timer Expirec

Admimistratively Reset
Cannection Rejected

Finite State Machine Errar Other Configuration Change
{Cease Cannectian Callision Eesalutian
EAF‘AEILI'I"T’ Message Errar ' Cut of Resaurces

=) ) [T | | CE] | o ||
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BGP NOTIFICATIONS

Different Types of NOTIFICATIONS

~ Border Gateway Protocal - NOTIFICATION Message “ Border Gateway Protocol - HOTIFICATION Message
Marker: FFffffffffffffifffffffffefffeffe Marker: ffffffffffffffffffffrfrrffffifee
Length: 21 Length: 21
Type: NOTIFICATION Message [3) Type: HNOTIFICATION Message (3]
#ajor error Code: Hold Timer Expired (4) Major error Code: Cease (&)
Minor error Code (Hold Timer Expired): @ ¥inor error Code (Cease): Unknawn (@)

¥ |[Border Gateway Protocol - NOTIFICATION Message ¥ Border Gateway Protocol - NOTIFICATION Message
Harker: THfffffffffffrfrfrfrtrfrfirfeee Harker - ffffff{fffffffffffffffffffffffff
Length: 21 Length: 21
Type: HOTIFICATION Message (3] Type: HOTIFICATION “essage (3)
Major error Code: Cease [6) #ajor errar Code: Cease (6)
“inor errar Code (Cease): Administratively Reset (4) “inor error Code (Cease): Other Configuration Change (6)

- DFE bgp.notify.major_error

bgp.notify.minor_error
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10110

BGP NOTIFICATION with Data 51 Te

L 4

NOTIFICATION

Frame L100: 105 bytes on wire (840 bits), 105 bytes captured (840 bits) 000 0@ 01 44 ff 01 02 DB DO 27 a3 40 3F OF 00 45 0O o Faugy B
Ethernet 11, Src: PcsCompu_a3:d0:38 (08:00:27:a3:40:38), Dst: DellEmc FFrol:02 [00:00:44:FF:00:02) 0010 08 S5b 78 14 40 00 40 06 op 47 O 19 02 07 90 19 [ @@ 6
Internet Protocal Version 4, Src: 10.25.2,7 [18.25.2.7), Dst: 10.35.2.9 [18.25.2.9) e g; i": i’“ :i ;‘u 3‘; 10': ;: ;: ;“' :: ‘:; :: :‘; :i’ 18 4
. ] 7 - 5 o [ ERL L] C A B
i Trﬂ:missiun Control zatucnl, 5re Iltll't1:r 179, Dst Port: 44084, Seq: 635, Ack: 108, Len: 39 D18 75 31 TE BF £F FF FF §F F F5 £F F5 FF 56 BF BF  Glooviss wasiunns
Border Gatesay Protocol - BOTIFICATION Hessage uuﬁa £ 7 on 27 aa (IR Moo 65 65 72 20 84 65 2d & ,,.-.,
Marker: TIfPffffffifierffffrfrfeffirrifee { 6e 66 B9 6F 75 72 65
Length: 39

Type: NOTIFICATION Message (3)
Major errar Code: Cease (6)

Minor error Code (Cesse]: Peer De-configured (3) , " " 4 " &
Data: SOSSESTIIOMAE52dE36F6aEE605TTET2E064 This variable-length field 18 used to diagnose the reason for

the MOTIFICATION. The contents of the Data field depend upon
the Error Code and Error Subcode. See Section & for more
details.

Data:

Mote that the length of the Data field can be determined from
the message Length field by the formula:

Message Length = 21 + Data Length

The minimum length of the NOTIFICATION message is 21 octets
) RFC 4271 {including message header).

Unless specified explieitly, the Data fileld of the NOTIFICATION
message that is sent to indicate an error is empty.
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10110

) BGP NOTIFICATION with add-on ;1

Q

NOTIFICATION

“ Border Gatewsay Protocol - NOTIFICATION Message

Harker: fEfffffffffffrffffffffffffrifife

Length: 27

Type: NOTIFICATION Message (3)

Major error Code: OPEN Message Error (2)

“inor error Code (Open Message): Unsupported Capability (7)

¥ (apability: Multipreotocol extensions capability

Type: Multiprotocol extensions capability (1)
Length: 4
AFI: IPva (2)
Reserved: @4
SAFI: Unicast (1)

010101

henetv6-bgp-tunnel-packetcapture.cap itiis

011100
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[RF

BGP use the TCP option

Ml Wireshak | Displuy Filker Expressaon

Fisid Name

Relstion

x

[ % LA Teansmistion Cantral Protocol

teproptiar_kind . Kind

Sesrchi :rn:npum}.nd

tzp.nption_ind == 18

| b5 prasene

| k=
¥
£
m
=
Liry

Walue (Lsigreed nbager, § byte)

[13

Predefined Vales
PADS Sigristure Dption
SCPS Capabilitees

Selectnoe Negatnie Ackrowledgerments
Record Boundaries

Raroe (oFFialdenoth)

i e i Phar Bbar

Cancel

TCP MD5 Authentication

ol11 I

C 2385] ol

4 Transmizsion Control Protocol, Src Port: 179, Dst Port: 25328, Seq: 1, Ack: 46, Len: 45

Source Port: 172

Destinatlion Port: 25828

[Stream index: @]

[TCP Segment Len: 45]

Sequence number: L (relative sequence number)

[Hext sequence number: 48 {relative sequence number})]
Acknowledpment number: 48 (relative sck number)
1818 ..., = Header Length: 48 bytes (18)

Flags: @wBl8 (P5H, ALK)
Window size walue: 16339
[Calculated window size: 16339]
[Window size scaling factor: -2 (no window scaling used)]
Checksum: 8x45e6 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
Options: (28 bytes), TCP MDS signature, End of Option List (EOL)
4 TCP Option - TCP MDS signature
kind: MD5 Signature Dptlon (1)
Length; 18
mos digest: S4TadS6bds3Td9475a44782500%cob21
TCP Option - End of Option List (EOL)
[SEQ/ACE analysis)

@ [Timestemps]

[Time since Tirst frome in this TCP stream: @.915547008 seconds]
[Time zince previsus frame Lln this TCP stresm: 8.893958088 seconds]
TCF payload (45 bytes)

4 Border Gateway Protocol - DPEN Message
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(N Mixing MD5 and TCP-AO 2

&»

Draft was found for that

12.4. Backwards Compatibility

Dn any particular TCP connection, use of the TCP Enhanced
Authentication Option precludes use of the TCP MDS 3ignature Option.
However, use of the TCP Enhanced ALuthentication Option on one
connection does not preclude the use of the TCPF MDS Signature Option
on another connection by the same systen.

#sf18us e Computer History Museum, Mountain View, CA e June 25-28



TCP-AO oot

[RFC 5925] %l

BGP use the TCP optlon

M Wireshark - Display Filter Expression x
Figld Mame Relation
* TCP - Transmussian Cantral Protacal fu jresent
B i vl vk - Jakob Heitz, Principal Engineer at Cisco, developing BGP
5 Angweared Sprd 2017 - Author bas 130 answers and 138.5k answer views
Yalua (Unsgned inkeger, 1 byte)

RFC 5925 (TCP-AQ) obsoletes RFC 2385 (MD5), but TCP-AO does not actually

Predefined Values exist in any significant implementations, because of lack of interest.
Quick-5art Response

za

User Timeowt Option
| TCP Authentication Optian
| Multipath TCP w
| Rerge (olfsal:length)
Search: |t|:p option_kind |
bep.option_kind == 29 |
Clirk N fo st this Tee

e
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.\ Routing Infrastructure Securing e

i ? 1
The Internet is Insecure!!

Did you know BGF has always been insecure?

[ ]

In 1897 One Autonomous System (A3 announced routes for most of the Internet.

In 2008 Pakistan Telecom accidentally took down YouTube for much of the Internet.

In-2010 A state-contralled China telecommunications comparny took 15% of the world's Internet traffic.
In 2018 A broadband provider in India took out Google for most of the planet.,

[ ]

But there are solutions available! Secure your network today!

= The"Resource Public Key Infrastructure™ (RPKI) allows operators to walidate incaming routes
= Another security technology, "BGPSEC™, fixes EGF on a hop-by-hop basis,
s And. . they work wonderfully together
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i

®* The Autonomous System number is encoded as a two-octet entity in
the base BGP specification
Exhaustion of the two-octet AS numbers

* ,BGP carries the AS numbers in the "My Autonomous System" field
of the OPEN message, in the AS_PATH attribute of the UPDATE
message, and in the AGGREGATOR attribute of the UPDATE
message. BGP also carries the AS numbers in the BGP Communities
attribute.”

®* Be aware of AS number 23456 (also called AS_TRANS)!

#sf18us e Computer History Museum, Mountain View, CA e June 25-28



(\ Four-Octet Autonomous System
&

M Wieshark . Display Filter Expression

Field Name

Number Space / DFE

Ralakion

w RGP . Barder Gateway Pratacal

bgp.cap type - Tepe

Search: Ibgp.cap.type

is present

Yalue (Unsigned integer, 1 byte)

|65

Predefined Walues

BGP-Estended Message

Graceful Restart capability

Support for J-octet AS number capability
Suppart for Dynamic capability

Ranoe (offsetilength)

bagp.captype == 65

il O ro gt this fer

|0K|camet||ﬂeh

DFE is (your|one|my)
way to learn or extend
(our|one|many|my)
protocol knowledge
with Wireshark

RFC reading is another

way ;-)

HINT:
CTRL-Cthe Predefined
Values for your notes
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Four-Octet Autonomous System  c.c

ol’

¥ Border Gateway Pretocol - OPEN Message
Marker: ffrfffffffffrrfffffifrifififffee
Length: 15
Type: OPEN Message (1)

[ by as: ereos )

Hold Time: 2
BGP Identifier: ipt-transit-sl-ddos-loop.nse. iptransit.com.au (59.153.11.4)
Optional Parameters Length: 76
* Optional Farameters
» Optional Parameter: Capability
» Optional Parameter: Capabilitwy
; tional Parameter: Capabilit
~ Opticnal Parameter: Capability
Farameter Type: Capability (2)
Farameter Length: &
* Capability: Support for 4-octet &5 number capability
Type: Suppert for d-octet AS number capability (65)
Length: 4
£5 Humber : &1098
_bﬂﬁ:mﬁarmaﬂz Capability
+ Optional Parameter: Capability
b Optional Parameter: Capability
v Optional Parameter: Capability
» Optional Parasmeter: Capability
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'\ Four-Octet Autonomous System .o
&

ol lil
1Q91 JO
Q1!

* AS4_PATH and AS4_AGGREGATOR

M Wieshark . Display Filter Expression ? x
Fiekd Name Relation
v BGP  Barder Gateway Protocol : is present "

bgp.update path_attmbute type code  Type oo | | ==
[!=

Wighue {Unsigned inbeger, | byvte)
7 |
Fredefined vaues

| EXTEMDED_COMBMUNITIES -
| A54 PATH

| A% AGGREGATOR

| SAFI_SPECIFIC_ATTRIBUTE v

| Rarge (offsatlangth)

bop.update. path_attribute.type. code s 17 |
ek U e et o e
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L 4

__TRECE
WSS 881§ Wireshark Bug Database — Bug 10742

BGP: Incarrect decoding A5 numbers when mixed AS size

Wireshark Home | New | Browss: | Search | _ [.”] | Reports | Help | Mew

N\ bugs.wireshark.org TJ

Bug List: (45 of 85) First Last Prev Mext Show last search results

Bug 10742 - BGP: Incorrect decoding AS numbers when mixed AS size
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D

Two/Four-Octet Interaction
between BGP speakers

AS_TRANS — AS 23456

This AS number is also
placed in the "My
Autonomous System"
field of the OPEN
message originated by a
NEW BGP speaker, if
the speaker does not
have a (globally unique)
2-octet AS number.

10110

ik

~ Rorder Gateway Protocal - OPEN Message
Yarker : fFffffffEfffffffffrefrrffrffees
Length: 53
Type: OPEN “essage (1)
‘.fEr'siun: 4
My AS: 23456 (AS_TRONS)
a ime:
BGP Identifier: 192.165.12.2 (192.168.12.2)

Optional Parameters Length: 24
AT S RN R R

bgp-capability-4-octet-as-number.pcap

Paranster Type: Capability (2)
Parameter Length: &

¥ Capability: Support for 4-octet AS number capability
Type: Support for 4-actet AS number capability (65)

Length: 4
| A5 Humber: 22222222 I

e 45 c@ 0d 5d 52 df 40 68 Al O 8c al c@ af Dc a2
OE1E c@ aB @c @1 aB dd @3 b3 Sb <3 99 ea 27 d8 2d cl
gie 50 15 40 60 73 50 o8 a0 fF Ff £f £F FF 1 ff £f
20 Ff £ ff £f £f ff +F ff o2 35 @1 o3 Sh a0 00 ba
HEs0 cD o8B B¢ 92 15 02 06 01 o4 00 OL O0 91 92 82 80
0050 00 02 92 02 99 82 o6 41 o
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) Communities and extended ones % .

waes SEFTYPL_CONETMITIE:

L} AR [TlEn & L I |
Frotc_tree_mdd supert_foreec{aubreesd, piado, kel bgy_leogth ioymlld, o oo bt 4 eadd, tieng
wi "5 LTI
plurelitgdtism, i Fis o
1 LELE N
[ = - !
- Dissector reading
e Ti_ooemmmir i = grota_tres_sdd scss{wunireed, hE B mm_._lrrrlnrl crEmTTA AN,
e v, B .ﬁ FP L
" Euatiil 168 _LEes = wul:_nltn_um_:l\.t-‘f - N
e FEDLG_ LTEm_mppend LewiiLL_otmminit Lr:. ach communicy =/ b \
ik T " i : .|
ase e 4: < end) { \
A check for reserved values|
i ey l.!.1:|.1::‘r2 conmunity = tvb get
itlen s ot {({community & OxFFF] ¥
4 | LE (oo A Y by FFE ]
S e, (community & rrl ]
r:nl.'.'_i'l.u:_'l.d_“.:rftuﬂ. prntnutrge_ndﬁ_:tr,cm{ oo -:u_un:-n.
oes_ 1t el _bedtd b
Pty VD rmain, “hesermi)}s
(] \
iy roto_item append textf
Ul_Eoemmully = pLald Ridd Utﬂ item ﬂpp!l:n:l tex.‘l SLEELBALE Clmmniidy, vy,
= aommanlLY_Life = peslo iies ‘m!.._'
FEULE Lice bl Hes{commsaity bies, L.:_'ﬂl.:, __,.-i.lfl'! & commnily md,
Tuh, 4 - | & sagt, ENC_BTS DMLIANG
FEoLe Lfae_mhl Iies{comeslly biee, kL by mul.q.- Ptk WEiElbake covennilf valab,
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.\ Communities and extended ones  %'§.

IANA
assignments

&= 0 WG

B m

==

10110

Border Gateway Frotocol (BGP) Excended Communities=

Created

20D5-08-15

La=e Updated

2015-04-02

Avallable Formatse

[INE]

XAL [TAG]

HTHL [IMG]
Plain textc

REegistries included below

= BGP Transitive Extends=d Community Types
* BGP Non-Transitive Excended Cosmmunicy Typ=a

& o ®

& @ * W

= ®

L

EVPN Extended Communicy Juh-Types

Teanaiclve Teo-Occer A3-Jpecific Excended Community Sub-Typea
Hon-Trangitive Two-Octet AS=Specific Extendsd Communicy Sub-=Typea
Tranaitive TFour=Ootet AS-Specific Extended Community Sub=-Typas
Mon-Transicive Four-Octet RS-Specific Extended Comsunity Sub-Types
Trapaitive IPvd-Addresa-Specific Excended Community Sub-Types
Hon-Transitive IPwd-Addreas-Specifio Extendsd Communicy Sub-Types
Transitcive Opague Extended Comunity Sub-Types

Non-Tran=itive Opague Extended Community Sub-Types=

FEneric Tran=itive Expecime=ntal Uss Extended Community Sub-Types
FeEneric Teiansitive Expecimental Os= Extended Commuinity Pact 2 Sub-Types
Feneric Tran=sicive Experimental Uas Extended Communicy Part 3 Sub-Types
Teafrfie Action Fields

Teanslcive IPvE-Addresa-gpecific Excended Compunity Types
Kon=Tranaicive IPvE=Addresa-=Spacirfic Excended Communicy Typea
Addicional PASI Tunnal Actribuce Flags

EVFN Layer £ Attributes Control Flage

E-Tree Flags

Layerc? Info Extended Community Control Flags Bit Vector
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.\ Communities and extended ones forf:

Q

* Extended Communities
hd (.a.r'.!:*.ie_ci gﬁend_ed cg-'rml.mi.ti._es: [1 _cc:fmﬁn:iiyj _
% Route Target: 222:222 [Transitive 2-Octet AS-Specific]
¥ Type: Transitive 2-Octet AS-Specific (@xead)
- PERSR S = IAHA Authority: Allocated on Standard Action, Early 2llocation or Experimental Basis
8., .... = Transitive across AS5: Transitive
Subtype (AS2): Route Target (@x02)
2-Octet AS: 222
4-Octet All: 222

__ I
WS B L4 Wireshark Bug Database — Bug 12631

BERP L2VPR EVPH Update with route 1ype 2 incommectly displayed as malformed

Wireshark Homa | New | Brawse | Search | _ (7] Reports | Help | New Account | Lag In | Forgat Passward

. Bug List: 27 of BS) First Last Prev Mext  Show It search resulis
Bug 12631 - BGP L2VPN EVPN Update with route type 2 incorrectly displayed as malformed

Btatns BESM YEM EIWER
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Large BGP Communities

ol11

[RFC 8092] AL

“ Border Gateway Frotocal - UPDATE Message
Marker: fFffffffffffeffffrfffrferfeeeeesf
Length: 7%

Type: UFDATE Message [2)
Withdrawn Routes Length: @
Total Path Attribute Length: 47
v Path attributes
* Path Attribute
» Path Attribute AS_PATH: 6GEE36
» Fath Attribute MNEXT_HOFP: 19z2.@8.2.2
¥ Path Attribute - LARGE_COMMUNITY: 65535:1:1 4294967295%:42949672495:4294967295
* Flags: @xc@, Optional, Transitive, Complete
Type Code: LARGE COMMUNITY (32)
Length: 24
¥ Large communities: 65535:1:1
Global Administrator: 65535
Lacal Data Part 1: 1
Lacal Data Fart 2: 1
* Large communities: 4294967795:4294967295:4294967295
Global Administrator: 4294967295
Local Data Fart 1: 4294967295
Local Data Part Z: 4294967295

ORIGIMN: IGF

b
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BGP Load Balance .

https://github.com/Juniper
/contrail-
controller/blob/master/src/
bgp/extended-
community/load_balance.h
#L24

10110

BGP LoadBalance Opaque Extended Community with SubType BxAA (TBA)

1 2 3
612345678901 23456T78908113456T7894601

B e e s i e e e e s i R e S

| Type BxB3 | Sub-Type BxAA |s d c p PREARIRRRR R AR R
ISR IEEY YT S P CNSTSS Y SIS CHST IS S LAY W SN ISR S SO S By S (ST SO SR g
| Reserved |BE R RRRARA E| Reserved | Reserved |

B s Tt T e e s e e S O et s e TR SRR S A

Type: @x83 Opague
SubType: OxAA LoadBalance sttribute information (TBA)
5: Use 13_source_address ECHP Load-balancing

d: Use 13 destination_address ECMP Load-balancing

£: Use 14_protocol ECMP Load-balancing

p: Use 14 source_port ECMP Load-balancing

P: Use 14 destination port ECMP Load-balancing

B: Use source_bias (instead of ECMP load-balancing)
R: Reserved
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OXFFFFO29A

* BGP blackhole filtering is a routing technique used to drop unwanted

traffic
®* Which value is this — 0x29A - 666 !!!

* Reading the RFCs again and use your favorite search engine

- 65535:666 = OxFFFF029A is from the well--known BGP community
space
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(\ BGP protocol with Link-State
&

Distribution
* Link-State (IGP — OSPFv2/v3 or ISIS) Distribution Using BGP

® Use case are SDNs, where the network can be programmatically
controlled by a centralized controller

* BGP-LS becomes important when LSP paths cross multiple routing
domains or when IGP routing information is required by external
entities such as ALTO or PCE servers for optimized path
computation

* https://wiki.onosproject.org/display/ONOS/BGP+protocol+with+Lin

k-State+Distribution
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A

BGP Link-State extensions for
Segment Routing

BGP Link-State (BGP-LS) is an Address Family Identifier (AFI) and
Sub-address Family Identifier (SAFI) defined to carry interior
gateway Protocol (IGP) link-state database through BGP

In order to address the need for applications that require
topological visibility across IGP areas, or even across Autonomous
Systems (AS), the BGP-LS address-family/sub-address-family have
been defined to allow BGP to carry Link-State information. The BGP
Network Layer Reachability Information (NLRI) encoding format for
BGP-LS and a new BGP Path Attribute called the BGP-LS attribute
are defined in [RFC 7752]
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BGP Link-State in packet-bgp.c  ‘of:

L 4

=050 /% FF: BGF-L3 i= just a collector of IGFEF link state information. Some

Z 0L fields are encoded M"gs-igs™ from the IGP, hence in order to dissect
ZOEZ them properly we mwust be aware of their origin, e.g. I3-I5 or QOIPF.
2053 S0, *hefore® dissecting LINE STATE attributes we must get the

2054 'Protocol-ID' field that is present in the MNP [TN]REACH NLEI

2055 attribute. The fricky thing is that . there iz na - strict. order

2058 for path attributes on the wire, hence we hawve to keep track

2057 of 1) the 'Protocol-ID' from the MP [UN]EEACH NLRET and 2]

2058 the offset/len of the LINE STATE attribute. We store them in

2059 per-packet proto data and once we got both we are ready for the
20ed LINE 3TATE attribute dissection.

z061 Ly

#sf18us e Computer History Museum, Mountain View, CA e June 25-28



10110

BGP Link-State e

qP |

¥ Border Gateway Protocol - OPEN Message
Harker: fIfffffffffffffffffffffffriffiffs
Length: &1
Type: OPEN Hessage (1)
Versian: 4
My AS: 651aa
Hold Time: 180
BGP Identifier: 163.152.95.53 (163,162.95.53)
Optional Parameters Length: 32
~ Optional Parameters
¥ Optional Parameter: Capability
FParameter Type: Capability (2)
Parameter Length: &
% Capability: Multiprotocol extensions capability
Type: Multiprotocel extensions capability (1)
Length: 4
AFI: BGP-LS [16383)
Reserved: 00
SAFI: BGP-LS (71)
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BGP Link-State NLRI

v Path attributes ¥ Link-5tate NLRI IPv4 Topology Prefix

v Path Attribute - MP_REACH_MNLRI Protacol ID: OSPF (3)

b Flags: @x9@, Optional, Extended-Length, Hon-transitive, Complet Identifier: Unknosn (2)
Type Code: MP_BEACH HLRI (14) ¥ Local llode Descriptors TLY
Length: 3852 Type: 256
Address family identifier (AFI): BGP-LS [146383) Length: 32
Subsequent address family identifier (S&AFI): BGP-LS (71) ¥ Autonomous System TLY

~ [lext hop network address (4 bytes) Type: 512

Next Hop: 1@.0.0.208 Length: 4

45 ID: 65060 (0<0000fe2d)

flumber of Subnetwork points of attachment (SHPA): @
* BGP-LS Identifier TLY

~ [etwork layer reachability information (3843 bytes)

Type:
¥ BGP-LS (LRI L;:;'th?li
HNLRI Type: IPv4 Tapology Prefix LRI (3) BGP-LS I0: 167772368 (0@x0a0000d0)
HLRI Length: 59 v Ares 1D TLV
“ Link-5tate LRI IPv4 Topology Prefix Type: 514
Protocol ID: OSPF (3) Length: 4
Identifier: Unknown (2] Area ID: 758001410 (Ox2d2e2fOz)
| ° Local llode Descriptors TLV ¥ IGP Router-ID
* Prefix Descriptars TLV Type: 515
Length: 4

IGP ID: Qagooodo
* Prefix Descriptors TLV
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BGP-LS Path Attributes

* The BGP-LS attribute is an optional, non-transitive BGP attribute

that is used to carry link, node, and prefix parameters and
attributes

®* These Path attributes are categorized into two categories:
® Node Attributes with TLVs

® Link Attributes with TLVs
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BGP Link-State in 10110

bugs.wireshark.orc i i

* https://bugs.wireshark.ora/bugzilla/show bug.cqi?id=13841

* https://bugs.wireshark.org/bugzilla/show bug.cqi?id=12060
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BGP Additional Path

BGP Additional Path | line 1017 | packet-bgp.c

=P

$ # # % # #

Detect IPv4 prefixes conform to BGP Additional Path but NOT conform to standard BGP

L real EBGP speaker would rely on the BGP Additional Path in the BGP Open messages.

But it is not suitahle for a packet analyse bhecause the BGP sessions are not supposed Lo
reztart very often, and Open nmessages from both sides of the session would be needed

to determine the result of the capabhility negociation.

Code insgpired from the decode prefixd function
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BGP Additional Path forf:

i |

Q

Optional Parameter

» Optional Parameter: Capability
Farameter Type: Capability (2)
Parameter Length: 1@

% Capability: Support for Additional Paths
Type: Support for Additional Paths (69)
Length: 3
AFI: IPv4 (1)

SAFI: Unicast (1)
Send/Receive: Receive (1)
AFI: Layer-2 WPH [25)
SAFT: EVPH (7@)
Send/Receive: Receive (1)
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BGP Errors 201§

BGP session flaps with add path enabled

final.pcap

https://jira.opendaylight.org/secure/attachment/13230/final.pca
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https://jira.opendaylight.org/secure/attachment/13230/final.pcap

BGP and EVPN

BGP EVPN (Ethernet Virtual Private Network) relies on basic BGP and
MP-BGP extensions

The extensions can carry reachability information (NLRI) for multiple
protocols (escpecially EVPN)

EVPN is a technology that is used to extend Ethernet circuits across
Data Center, Data Center Interconnect (DCI) and Service Provider
networks

Treat MAC addresses and distribute them via BGP

It is expected to succeed other L2VPN transport methods such as
BGP-based L2VPN [RFC 6624]

EVPN is technically just another address family in Multi Protocol (MP)
BGP [RFC 7432] - MAC Mobility extended community is defined there
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EVPN and RFC 7432

* EVPN address family carries both Layer 2 and Layer 3 reachability
information. This provides integrated bridging and routing in overlay
networks

®* RFC 7432 defines different route types:

0 Reserved

1 Ethernet Auto-discovery

2 MAC/IP Advertisement

3 Inclusive Multicast Ethernet Tag
4 Ethernet Segment

* Enables traffic load balancing for multihomed CEs with ECMP MAC
routes

#sf18us e Computer History Museum, Mountain View, CA e June 25-28



10110

BGP and EVPN e
AL

spine

ASESONL

bridaing

— EBGP Pecring

Source: https://cumulusnetworks.com/
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BGP, EVPN, VXLAN and T

Multihoming !‘iﬂ‘?

ES Ethernet segment

ESI Ethernet segmentidentifier
MHD Multihomed device

MHN Multihomed network

VNI VXLAN Network Identifier
EVPN instance

Host-A
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0ol11

Tl

M Wireshark - Display Filter Expression

? =
° .
s _ bgp.evpn.nlri.rt
¥ BGP - Border Gateway Protocaol 15 present "
bgp evpnnli.rt  Route Type ==
. W
| ¥abue (Unsigned integer, 1 byte)
14 010101
| _ 011010
Predefined Yalues. 011100
Ethernet AD Route ~
MAC Advertisement Route
Inclusive Multicast Route
Ethernet Segment Route v ° : _
Range (offsetilangthy ® CISCO bgp. pcap
Search: |_Iag?;_¢_:':rpn.rkt,rt ' EVPN ROUte Types BG P
JEar ey | Capture.pcap
Ok G e inser this ffiher
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011010
011100

Graceful Restart Mechanism for
BGP

Graceful Restart Capability — RFC e L
4724 Shgopsg e

Hald Time: 9

Long-Lived Graceful Restart (LLGR) o0 Téenficr: 59.152.11.8 (59,150,114

. Optional Parameters Length: 76
Capability — draft g
* Optional Parameter: Capability
ameter; Capability

Let the partner know if the session e R

Optional Parameter: Capability

|S from a I’eSta rt * optional Parameter: Capability

* Optional Parameter: Capability

how long to wait before dropping Feimal Pt ity

© Optional Paremeter:
¥ ianal Parsmet Capabilit
stale routes P earmeter Typer Capabdiy (2)
Par amet Length: &
Per AFI/SAFI ! v (n;ubil::_'.r:qzrn:-:fﬂ Restart capability

Type: Graceful Restart capsbility (82)
Length: &

¥ Restart Timers: @x00TE
. Bove wida bk AR = Restart: lo
vemultihop131b.pcap o T 0 M A6

S4FI: Unicast |1)
¥ Flag: exd

10110

ol lil
1Q91 JO
Q1!
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FAk

BGP bad decading for Graceful Restart Capability with anly helper support & for Enhanced Route Refresh Capability

v~ QOptional Parameter: Capability
Parameter Type: Capability (2)

Parameter Length: &

“ Capability: Graceful Restart capability
Type: Graceful Restart capability (64)
Length: &

v Restart Timers: 0x0078

Parameter Type: Capability (2)
Parameter Length: 4

» [Expet Info (Chat/Request): Graceful Restart Capability 4

% PRestart Timers: Ox§@873, Restart Beos sune sans suns = Restart: Ho
b R A A R = Restart: Yes cens 0000 OLL1 1000 = Time: 120
. 9908 @111 1698 = Time: 128 AFI: IPvG (2)

SAFI: Unicast (1)
v Flag: axo0
Bl wle s = Preserve forwxarding state: llo
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(\ BGP FlowSpec NLRI in

- bugs.wireshark.orc

I
WILESS1 . 8819 Wireshark Bug Database — Bug 12568

Wireshark is marking BGP FlowSpec MLRI as malformed if NLRI length is larger than 229 bytes

Wireshark Home | Neyw | Browse | Search | || NG [7] Reports | Help | New Account | Log In | Forgot Password

Bug 12568 - Wireshark is marking BGP FlowSpec NLRI as malformed if NLRI length is larger than 239 bytes

- @
WSS 88 L9 Wireshark Bug Database — Bug 8691

Adding support of BGP flow spec RFC 8575

Wireshark Home | New | Browse | Search | ||| G (7] | Reports | Help | New Account | Log In | Forgot Password

[ Bug 8691 - Adding support of BGP flow spec RFC 5575
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10110

Maybe next steps? o

BGP over HTTP/2 with QUIC

llari Stenroth 1:. @istenrot « 16, Apr, o

. When we'll get #BGPF over HTTF/2Y In the end should run every protocol over
HTTF/Z! Juszt imagine all cool #lol applications for BGP over HTTF/2, #sarcasm

L3 11 2 7 1
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Useful implementation
Playing battleships over BGP

A

@M= OM~D0M
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.\ Please provide Session Feedback ﬁi’li

il T Mooie @ o842 foi .- il T binbds ¥ Da:42 LR il T Mode » 08:41 fpas -
p ° W BOP 8 nal only & TOP session Lemsrmin = N
< Detalls - - -
14: BGP is not only a TCP Borter Gateway Protocal (5GP is & stindardized

session: Learning about the
protocol that holds networks
together

o On a scole of 1 to 10, how much did you enjoy this
session?

Dignatag 26 luni 16:30-18

e Please give any feedback you have for the
presentecfconference

Grand Hall Classroom

Defliculty: Intermediate

Borger Gateway Frotocol (BGF) s 2 $14

axtenot gateway peatocol desgr exchange

routing and reach ability \nformat

autonomous sty CAS) an the internet-th

. Feedback
what Wikipe il um. Byt BGP is marm right n¢ ’ AbDschcren
not anly locused on internet but » 1o

etwork and data centers. in this sessions, ¥
cestigate sampbe trace fles and thoroughly raview
he ditsector of BGP together. Meade bring your own £ Wairnier Fischer

Wireshark and & powertul test adit

session. The presenter will share his expie

2u memnem Zeltplan hrautligen? setst hinsutigen > Zumenem Jedtpian hinzudugen? Jeisd b uf g
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Thank you! forf:

e In secret service
since 1999

» Will conquer the
world in 2018
* Yes, really!

 What? You don't
believe me?
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