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Troubleshooting issues on encrypted links

… or why you always need more screens
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About me?

• Working for 

• Reading trace files for the fun of it

• Sharkfest addict since Stanford
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Why Encrypted links ?

• Encrypted links are often prone to immense 
discussions when troubleshooting is involved

• Site 1, WAN/LAN, Provider, NOC, Site 2 
LAN/WAN etc.
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Situation

• Customer complains that SO is having 
connectivity issues affecting:
− Mail

− Telephone

− Internet

• Step 1 in Troubleshooting: Verify the problem!
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2 Sites, 1 WAN link

SO Plaintext
SO breakout 

encrypted 
WAN

HQ breakout 
encrypted 

WAN
HQ Plaintext
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Issues with encryption

LAN SO

WAN SO WAN HQ

LAN HQ
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Issues with encryption

• Procedure:
• Start with plaintext -> isolate problem

• If plain1 != plain2
• Match plain1 to enc1

• Match enc1 to enc2

• Match enc2 to plain2
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Challenges…
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Search for issues

• Starting with client side packet loss analysis

• Default starting point tcp.analysis.flags to see 
what is happening

• Dig into the details of specific TCP 
conversations if needed
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Packet loss analysis

SO

HQ



#sf19us  •  UC Berkeley  •  June 8-13 @packetfoo

Match plain to encrypted

Using time stamp and frame size:
SO

SO
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Match encrypted

SO

HQRemember: Both packet did not arrive at HQ plain capture point

Use data.data to match content and frame size
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Seeing a pattern?
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Conclusion

• Retransmissions occur due to packet loss in 
WAN link

• Responsibility: Most likely WAN link provider

• Every packet loss triggers at least two 
retransmissions due to encryption device

• Impact on performance: moderate, not the 
main issue
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Moving on …

So the sniffers were kept running with 
ring buffers active to capture the upcoming 

at least 24-48 hours of traffic



#sf19us  •  UC Berkeley  •  June 8-13 @packetfoo

Search the issue!

• Next day customer reported 
a complete outage -> 
Switches restarted to fix

• Let’s take a look at I/O 
Graph

• Huge network impact at 
~01:30 in the night
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Compare the plain text

SO

HQ
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Remember:

Mapping Plaintext to encrypted capture
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Match plain to encrypted

Using time stamp and frame size:

SO

SO
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Match encrypted

Easy using data.data and frame size

!!  Attention !!
! Timestamp !
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Match encrypted

SO

HQ
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Match encrypted to plain

• One-way data loss occurring on HQ encryption 
device

HQ

HQ
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Go for the root cause!

• We saw an increase of 30 byte 
on the encryption links

• This makes 90+4 to 1534+4 
our valid LAN based frame size

• Analyze the sub-64byte frames

• Start RE-ing the payloads of 
the small frames (click along!!)

?!?
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Dissect the sub-64 frames

• There is a variety of frames too small to be 
legitimate, encrypted traffic from the LAN sides

# tshark -r SO-crypted_anon.pcapng -Y "frame.len<90" 
-Tfields -e frame.len | sort | uniq -c | sort

20 80
77 72
80 78

1317 76
1754 66
1769 60
2345 84
9921 86
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Dissect the sub-64 frames

e.g. tshark -r SO-crypted_anon.pcapng -Y "frame.len==86" -Tfields -e data | more

80000000bc667a65e76ad40319aa664c4721d728fc59a5f5c98245c09e79df93b95f467ccac4cf5e470eb478b86ad63df4e648a48750f99
800000009851381b45ab33e242b869883b3f489c544973a06c724a96c4a7c934ba36717ceeca62af2c25db644d0fbeb4c696b64cabe8712
800000006e2f06b44b950017efc5c3d16be01ab888b49093f0b068f3403e9a6eec690d318eda9d0db680907a883669ebbaf233656ee8759
80000000cc2197ebceac597c660eb363e1a5922d01ae4ad37782f8a897079b36dd1bb49108c36b17a432314fae8938bd7adfc8955b99284
8000000030a3d1db1ccc83c737a56b98ab5db8bfd1aa976713261259719e60de556ee8a761ea69d80322abee66bbd8f880e402e03eac969
8000000062dc7bb69d4e714fa9a5a551a5f190c9528bd51bd81cbef9182b9785e4036e7591304a92865f79a0facbfa61508f7ff5662ad04
800000003f79ecf04dc50f2958859f52a6e38fd153a032f98e780b88f7f44cf99eb857a9b93cb289db08199550da03e1f7d6eedf69bd546
80000000d72c2de582e239a6b738f067290c2351172f6cee58ec2426d6271e20ca9d8e7d80775e4046e8086beb2e28f09cea3f14a2cd9ab
8000000052ca03daba7b7d7d7f9c41d5c6be80d31f96300a62ed1ec0cff63338ec5d55890a41b12339f7cdc3ae63d7e166f83a76f21deda
80000000457161f7eaec7cc3bf1103a896c5bb49cfacaadbdf8da4b8f502511dd11878678112dbbec469e466224e2b44ad43975abc7d979
8000000061cbb283e5601c949fc84c3e257b8260a430c45e01962e535ba175994ae3f930475ce4d6f8c5daa9a4b737bb6b12d8b5d235fcd
80000000c35cef0182b4ec87728fd6b2ebc4a4f77f75a6e93893ce5106a710a92188134436760ca7ac17432bef6df8215389ba407050c03
8000000055dcd6c42b7cb9d88ded78769b2c53e3d63f344023024df401728c9fec73b85178ddba7565b73b3d3d56174828dd9a876f46f41
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Dissect the sub-64 frames

tshark -r SO-crypted_anon.pcapng -Y "frame.len==84" -Tfields -e data | more

300000000000004051730000000decaf080045000034c6764000400636930a5acf240a2b5a11041007d1e2a91e7baaf10004801080003b0000000101080a04c98e0306572ce3
300000000000000decaf000000405173080045000034395b00007a06c9ae0a2b5a110a5acf2427d80415b470ecdc6edcc89a801000fc6d4100000101080a06572cee04c98e05
300000000000004051730000000decaf080045000034c6794000400636900a5acf240a2b5a11041527d86edcc89ab470ed2180108000edef00000101080a04c98e0d06572cee
300000000000004051730000000decaf080045000034c6894000400636800a5acf240a2b5a11040f07d1022ccb3a955fe21780108000965c00000101080a04c993f3065732d4
300000000000004051730000000decaf080045000034c69b40004006366e0a5acf240a2b5a11040f07d1022ccc54955fe35f8010800093e500000101080a04c993fd065732df
300000000000004051730000000decaf080045000034c6ad40004006365c0a5acf240a2b5a11040f07d1022ccd6e955fe4a780108000916f00000101080a04c99407065732e9
300000000000004051730000000decaf080045000034c6dc40004006362d0a5acf240a2b5a11040f07d1022ccfa2955fe737801080008c7700000101080a04c99425065732ff
300000000000004051730000000decaf080045000034c6e14000400636280a5acf240a2b5a11041007d1e2a91f32aaf100e98010800021e200000101080a04c999c5065738a3
300000000000000decaf000000405173080045000034f1fa00007a06110f0a2b5a110a5acf2427d80415b470ef606edccdac801000fd4e2300000101080a065738ae04c999cc
300000000000004051730000000decaf080045000034c6e64000400636230a5acf240a2b5a11041527d86edccdacb470efa580108000cecd00000101080a04c999d9065738ae
300000000000004051730000000decaf080045000034c6eb40004006361e0a5acf240a2b5a11041007d1e2a91fe9aaf101ce8010800008b900000101080a04c9a59106574464
300000000000000decaf000000405173080045000034641800007a069ef10a2b5a110a5acf2427d80415b470f1e46edcd2be801001002f0100000101080a0657446f04c9a594
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Dissect the sub-64 frames

tshark -r SO-crypted_anon.pcapng -Y "frame.len==60" -Tfields -e data | more

400000000153002600000000000000000000000000000000000000000000000000000000000000000f1000000207
400000000153002600000000000000000000000000000000000000000000000000000000000000000f1000000207
400000000153002600000000000000000000000000000000000000000000000000000000000000000f1000000207
400000000153002600000000000000000000000000000000000000000000000000000000000000000f1000000207
400000000153002600000000000000000000000000000000000000000000000000000000000000000f1000000207
400000000153002600000000000000000000000000000000000000000000000000000000000000000f1000000207
300000000000004051730000000decaf080602000000000a5acf2400000000000100000000000000000000000000
300000000000000decaf000000405173080602000000020a5acf2300000a2b5a1100000000000000000000000000
40000000015300260000000000000000000000000000000000000000000000000000000000000000001000000208
40000000015300260000000000000000000000000000000000000000000000000000000000000000001000000208
40000000015300260000000000000000000000000000000000000000000000000000000000000000001000000208
40000000015300260000000000000000000000000000000000000000000000000000000000000000001000000208
40000000015300260000000000000000000000000000000000000000000000000000000000000000001000000208
40000000015300260000000000000000000000000000000000000000000000000000000000000000001000000208
300000000000004051730000000decaf080602000000000a5acf2400000000000100000000000000000000000000
300000000000000decaf000000405173080602000000020a5acf2300000a2b5a1100000000000000000000000000

400000000153002600000000000000000000000000000000000000000000000000000000000000000f1000000207
400000000153002600000000000000000000000000000000000000000000000000000000000000000f1000000207
400000000153002600000000000000000000000000000000000000000000000000000000000000000f1000000207
400000000153002600000000000000000000000000000000000000000000000000000000000000000f1000000207
400000000153002600000000000000000000000000000000000000000000000000000000000000000f1000000207
400000000153002600000000000000000000000000000000000000000000000000000000000000000f1000000207
300000000000004051730000000decaf080602000000000a5acf2400000000000100000000000000000000000000
300000000000000decaf000000405173080602000000020a5acf2300000a2b5a1100000000000000000000000000
40000000015300260000000000000000000000000000000000000000000000000000000000000000001000000208
40000000015300260000000000000000000000000000000000000000000000000000000000000000001000000208
40000000015300260000000000000000000000000000000000000000000000000000000000000000001000000208
40000000015300260000000000000000000000000000000000000000000000000000000000000000001000000208
40000000015300260000000000000000000000000000000000000000000000000000000000000000001000000208
40000000015300260000000000000000000000000000000000000000000000000000000000000000001000000208
300000000000004051730000000decaf080602000000000a5acf2400000000000100000000000000000000000000
300000000000000decaf000000405173080602000000020a5acf2300000a2b5a1100000000000000000000000000
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Dissect the sub-64 frames

tshark -r SO-crypted_anon.pcapng -Y "frame.len==66" -Tfields -e data | more

000000000151002c00100000000020213010b55b680f831aaa0686764757c60d370c4010de52a09195337734e3b4bd4f609c4603
000000000151002c0010000002062022301011f38966605dbeb23190eaead73d0291401045b33e84c7c68e1d6820aedf2212f966
000000000151002c001000000000202130108218a96c24cab1745703103a77bdb06f4010c2fac9d592659f7bd9f7ff80aad7934b
000000000151002c00100000020620223010407e17d09fcfc73f5622342097a227f44010b4d8e608ed9a53582e24ec64263a2665
000000000151002c0010000000002021301069b5187f73b316cb6947117c0ba0e79b4010f553e3d4407da524e68d5c3fae51c255
000000000151002c0f100000020720223010d13e4356b6b1cd335a79e6047bdd00164010c274db5c3749db685803fdc5a20f3e40
000000000151002c001000000000202130104411418419eaca974a0389741daa8b7f401041b3122fe1ac66271a1e725a5c203e0d
000000000151002c0f10000002072022301059039c1e6873aae4118321bcc23c52ce4010538467bc62d1e8095539a26871137e79
000000000151002c00100000000020213010f24523eb64e6898ed1bb3d743e2e6cc740107d16b49b1dfee0b3e1abc98d20232bfb
000000000151002c0f100000020720223010166126865aae20ad8e73949307ae06b0401060969b646c6df9820fc43a59fd40d5fa
000000000151002c001000000000202130100d4aea524b12875962afc833881530104010a0d0adb58d2030f041e5b6e53a4eaa02
000000000151002c0f1000000207202230107a4b52cc1d9858845fbe0ab6da2cc0bc401049b7d349eedd7097501bd0ff6a19d18a
000000000151002c0010000000002021301006ef9f62d5b3453b65d8da3c2b60048d4010366f9b97d662da9eabbe0e499e259601
000000000151002c001000000208202230105bdc874ef09eb40c17c3d05cc440f16d401012051bc82c8fa58d86cce88891b95300
000000000151002c00100000000020213010db0ba2bf75b8f5862f29f3055b5aee0c4010df90a1af8a11d2651792071e7225fe2f
000000000151002c001000000208202230100c4ab291811c166ce3d15bb3d02eb7b04010e972a793e89e418fc0af2473392f5776
000000000151002c001000000000202130109453ec416553b85e8f568b93cb5361c640103aaf36c17134b43df48e3853103b6f3b

000000000151002c00100000000020213010b55b680f831aaa0686764757c60d370c4010de52a09195337734e3b4bd4f609c4603
000000000151002c0010000002062022301011f38966605dbeb23190eaead73d0291401045b33e84c7c68e1d6820aedf2212f966
000000000151002c001000000000202130108218a96c24cab1745703103a77bdb06f4010c2fac9d592659f7bd9f7ff80aad7934b
000000000151002c00100000020620223010407e17d09fcfc73f5622342097a227f44010b4d8e608ed9a53582e24ec64263a2665
000000000151002c0010000000002021301069b5187f73b316cb6947117c0ba0e79b4010f553e3d4407da524e68d5c3fae51c255
000000000151002c0f100000020720223010d13e4356b6b1cd335a79e6047bdd00164010c274db5c3749db685803fdc5a20f3e40
000000000151002c001000000000202130104411418419eaca974a0389741daa8b7f401041b3122fe1ac66271a1e725a5c203e0d
000000000151002c0f10000002072022301059039c1e6873aae4118321bcc23c52ce4010538467bc62d1e8095539a26871137e79
000000000151002c00100000000020213010f24523eb64e6898ed1bb3d743e2e6cc740107d16b49b1dfee0b3e1abc98d20232bfb
000000000151002c0f100000020720223010166126865aae20ad8e73949307ae06b0401060969b646c6df9820fc43a59fd40d5fa
000000000151002c001000000000202130100d4aea524b12875962afc833881530104010a0d0adb58d2030f041e5b6e53a4eaa02
000000000151002c0f1000000207202230107a4b52cc1d9858845fbe0ab6da2cc0bc401049b7d349eedd7097501bd0ff6a19d18a
000000000151002c0010000000002021301006ef9f62d5b3453b65d8da3c2b60048d4010366f9b97d662da9eabbe0e499e259601
000000000151002c001000000208202230105bdc874ef09eb40c17c3d05cc440f16d401012051bc82c8fa58d86cce88891b95300
000000000151002c00100000000020213010db0ba2bf75b8f5862f29f3055b5aee0c4010df90a1af8a11d2651792071e7225fe2f
000000000151002c001000000208202230100c4ab291811c166ce3d15bb3d02eb7b04010e972a793e89e418fc0af2473392f5776
000000000151002c001000000000202130109453ec416553b85e8f568b93cb5361c640103aaf36c17134b43df48e3853103b6f3b
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Dissect the sub-64 frames

tshark -r SO-crypted_anon.pcapng -Y "frame.len==66" -Tfields -e data | cut -c 25-28 | 
grep –v "0000" > increments.txt

0207
0207
0207
0207
0208
0208
0208
0208
0209
0209
0209
0209

020a
020a
020a
020a 
020b
020b
020b
020b
020c
020c
020c
020c

020d
020d
020d
020d
020e
020e
020e
020e 
020f
020f
020f
020f

0210
0210
0210
0210
0210
0211
0212
0211
0212
0212
0213
0212

0213
0213
0214
0213
0214
0214
0215
0214
0215
0215
0216
0215

0216
0216
0217
0216
0217
0217
0218
0217
0218
0218
0219
0218
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Dissect the sub-64 frames

• Step 1: 
tshark -r SO-crypted_anon.pcapng -Y "frame.len==66" -Tfields -e 
data -e eth.src -e frame.time

• Locate increment, MAC address and timestamp

• Step 2:
tshark -r SO-crypted_anon.pcapng -Y "frame.len==66" -Tfields
-e data -e eth.src -e frame.time | cut -c 25-28,105-122,136-144 
| grep –v "0000"
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Conclusion

• At around 01:27:30 the HQ device 
resends the expired number and
jumps up two increments after that

• The devices obviously cannot
recover from that state later on
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Results:

• Packet drops on WAN link exist, but not causing 
big trouble

• Retransmissions always affect at least 2 
packets, due to encryption devices

• Crypto synchronization for some reason broken 
between the devices -> Case to handle for the 
vendor
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Q&A
Mail: landi@packet-foo.com

Web: blog.packet-foo.com

Twitter:  @packetfoo


