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Troubleshooting issues on encrypted links

... or why you always need more screens

Christian Landstrom
Airbus CyberSecurity

PACKET-FOO

#sf19us e UC Berkeley e June 8-13



About me?

. Working for AIRBUS

« Reading trace files for the fun of it

« Sharkfest addict since Stanford
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()  Why Encrypted links ?

« Encrypted links are often prone to immense
discussions when troubleshooting is involved

« Site 1, WAN/LAN, Provider, NOC, Site 2
LAN/WAN etc.
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Situation

» Customer complains that SO is having
connectivity issues affecting:
— Malil
— Telephone
— Internet

« Step 1 in Troubleshooting: Verify the problem!
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SO breakout | HQ breakout
SO Plaintext encrypted encrypted HQ Plaintext
WAN WAN
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Issues with encrypti
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1 1 9.900000 Packet size limig
2 2 o.000001 192.165.30.20
3 7 3 @.000001 192.168.168.1 en=58[Packet size limited
H 12300283 —grrPHich 3 e.p02111 192.168.188.1 : - 1085 + 1173 Lenv1422[Packet. size Lini
5 192.168.30.203 woe 128 1848 = 1176 L 5 8.816118 192.165.30.203 .21, 1848 + 1176 Len=58[Packet size 1imited
4 0.018833 132.165.38.203 vop 1502 1048 + 1176 6 ©.918491 192.168.30.203 1502 1848 < 1176 Len-1432[Packet size limiy
7 o.eiss6 102.168.30.203 we s 1048 - 176 L, 7 o.618507 192.163.30.203 556 1045 -+ 1176 Len-59a[Packet size 1initd
8 9.621962 192.165.188.1 wop 128 1865 + 1173 B 9919785 128 1065 « 1173 Len-58[Packet size limite
9 9.022277 192.168.188.1 o 1502 1865 - 1173 1432[Packet size 1imited during ¢ 9 8.822139 1582 1865 + 1173 Len=1432[Packet size limi]
18 0.823688 192.165.183.1 uoP 97 1865 + 1173 Len=27[Packet size limited during capt 10 @.822141 192.168.188.1 97 1065 - 1173 Len=27[Packet size linited

we 128 1048 = 1176 Len-SB[Packst size Linited during cap 0.036137 192.165.36..283 128 1048 + 1176 LenwSs[Packet size linited

1502 1845 = 1176 Len-1432[Packet size lin
1562 1845 + 1176 Lens1432[Packet size limi

638581 192.168.30.283 38.21.253 WP 1562 1848 + 1176 Len=1432[Packet size linited during c ©.938510 192.169.30.103
i 0.839003 132.163.30.203

13 9.039915 192.168.39.203 30.21.253 WP 1502 1848 = 1176 L.
14 8.048987 192.168.38.203 wor 254 1848 = 1176 L ©.939905 192.169.30.103 254 1048 = 1176 Len-184[Packet size limitd
15 0.041855 192.168.188.1 woe 128 1065 + 1173 L ©.839586 192.163.188.1 128 1865 + 1173 Len=58[Packet size linited

1168 1065 = 1173 Len-1098[Packet size lini
4160 - 8015 [PSH, ACK] Seq=3749591005
128 1845 + 1176 LensS8[Packet size linite
1502 1846 = 1176 Len-1432[Packet size limit

©.841577 192.168.188.1
©.848200 172.18.86.66

0.856135 132,163.30.203
©.958508 192.168.30.203

842228 192.168.188.1
855756 172,18.86.68 192
058235 132,168.3.203 12

woe 1168 1865 = 1173 Lens10898[Packet size linited during c
Tee 95 4160 - 8015 [PSH, ACK) Seqs749581085 Ack=7726385!
we 128 1845 + 1176 Len=38] £

£

[
a
e
1
o
o
o
@
Il
a
11 9.039268 192.168.39.203
a
e
1
o
8
o
@
I
a

19 9.058556 192.168.30.203 172, woe 1562 1848 = 1176 1
20 8.059884 192.165.38 172, wop 1163 1848 + 1176 Len=1893[Packet si. 28 6.850381 192.163.30.283 1163 1845 + 1176 Len=1093[Packet size linit

Frame 31458: 99 bytes on wire (792 bits), 82 bytes captured (856 bits) on interface @
EEnernet 11, Src: £2:6C:7D:dC:BBI6d, DSt: F1:aDICR:ICHIE5:4D
Internet Protocel Version 4, Src: 172,23.39.252, Dst: 18.58.231.269
Routing Encapsulation (1)
f 172.18.86.63, Dst: 192.168.201.34
Transeission Control Protocgrc Port: 4168, DSt Port: 8015, Seq: 3749591906, Ack: 772639493, Len: 17

Frame 21: 128 bytes on wire (1824 bits), 78 bytes captured (560 bits) on interface 3
Ethernet II, Src: f2:abic0:cai65:4D, DST: F2:60:20:d¢:a8:60

Internet Protocal Version 4, Src: 10.58.231.209, Dst: 172.23.39.252

Generic Routing Encapsulation (1P)

Internet Protocal Wersien 4, Src: 192.168.188.1, Dst: 172.30.21.253

User Datagram Protocal, Src Port: 1065, Dst Port: 1173

M 50-crypted_anon.pcapng M HO-crypted_anon.pcapng

File Edit View Go Capture Analyze Tools  Help

Am I @ BRe=

Sthtistics  Telephony  Wircless  Tools  Help

@ Q&

File Edit View Go Capture Analyze Statistics
Am e RE Res=

Telephony ~ Wireless

qQQqan

pply a display filter . <Cirl-f> W |Apply = display filter ... <Ctrl-/>
rel Time Source Destination Protocol  Size  Info No relTme  Source Destination Protocol  Sizz Info

690060 ©0:00:00:40:51:73  00:00:00:0d:ec:af Ox8913 129 Ethernet IT
182489 B@:08:00:40:51:73 8x8913 122 Ethernet IT
.117683  8@:0@:00:0d:ec:af 8x8913 158 Ethernet IT
119357 8@:88:00:8d:ec:af 8x8913 1438 Ethernet II
120939  8@:88:00:08d:ec:af 8x8913 158 Ethernet IT
121282 8@:88:00:08d:ec:af 8x8913 1223 Ethernet II

3 .006000 00:00:00:40:51:73 :00:00:0d:ec:af  Ox8913 129 Ethernet IT
°

[

[

[

[

©.137625 00:00:00:0d:ec:af ox8913 158 Ethernet 1T
[

[

[

[

[

[

°

@

@.202999 90:08:00:8d:ec;af :@0:00:48:51:73  ©xBIL3 158 Ethernet IT
2.006512 80:0@:00:8d:ec af :@0:00:48:51:73  ©xBIL3 1491 Ethernet IT
2.806514 80:88:00:8d:ec:af :@0:00:48:51:73  @x8913 158 Ethernet IT
2.008250 80:08:00:8d:ec:af :@0:00:48:51:73  @x8913 1325 Ethernet II
2.211112 80:88:00:8d:ec:af 173 ex8913 129 Ethernet IT
©.022993 80:02:00:08d:ec:af 173 ex39l3 158 Ethernet IT
]
]
]
@
@
@
@

.139298 100 8x8913 1446 Ethernet II
.148961 158 Ethernet II
.142628 215 Ethernet II
.156839 112 Ethernet II
.157559  O% 158 Ethernet II
.159272  e@e: %8913 859 Ethernet II
.16@956 Ethernet

225826 B@:00:00:0d: 73 Bx3913 987 Ethernet IT
P 3313 158 Ethernet IT

& 1866 Ethernet IT
158 Ethernet IT
841 Ethernet IT
2x8913 158 Ethernet IT
2x8913 Ethernet

226392
227852
843115
245932
.846392
.@48658

i@dieciaf  @0:00:00:49:51: ieciaf  @0:00:@0:48:51:73
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() Issues with encryption

* Procedure:
 Start with plaintext -> isolate problem

« If plainl !'= plain2
Match plainl to encl
Match encl to enc2
Match enc2 to plain2
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 Starting with client side packet loss analysis

« Default starting point tcp.analysis.flags to see
what is happening

 Dig into the details of specific TCP
conversations if needed
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Packet loss analysis

4d R @ ReZf i 5ElaQa B
[ M [ fip.addr eq 172.28.63.209 and ip.addr eq 10.158.228.227) and (tcp.port eq 56650 and tcp.port eq 49166) [X] - | Expression
Mo. rel, Time Source Destination Protocal Size  Info

92427 568.224.. 18.158.228.227 172.28.63.289 TP 6@ 49166 + 56650 [ACK] S20=2489311937 Ack=1111956881 Win=12

28 5Bb8.2 ] 58 1414 56658 -+ 49166

1

58.228.227 172.28.63.289 56658
_____ 158 56658 + 49166 2
172.28.63.289 18.158.228.227 56658 49166 [ACK] Seq : HQ
SO Source Destination Protocol Size  Info
172.28.63.289 18.158.228.227 TCP 1414 56658 -+ 49166 [ACK]MJ—\CL@ZdSBBllQB? Win=685536 Len=1368@
18.158.228.227 172.28.63.289 TCP 68 49166 -+ 56658 [ACK] 5eq=2489311937 Ack=1111992377 Win=129824 Len=8
18.158.228.227 172.28.63.289 TCP 68 49166 -+ 56658 [ACK] 5eq=2489311937 Ack=1111994133 Win=129824 Len=8
18.158.228.227 172.28.63.209 TCP 68 49166 - S5HHE58 [ACK] 5eq=2489311937 Ack=1111996853 Win=129824 Len=9
18.158.228.227 172.28.63.289 TCP B8 49166 -+ 56658 [ACK] Seq=2489311937 Ack=1111998689
172.28.63.289 16.158.228.227 TCP 1414 [TCP Previous segment not captured] 56658 + 49166
172.28.63.289 18.,158.228.227 TCP 1414 56658 -+ 49166 [ACK] Seq=1112823313 Ack=2489311937
172.28.63.289 18.,158.228.227 TCP 1414 56658 -+ 49166 [ACK] 5eq=1112824673 Ack=2489311937 Win=65536 Len=1368
18,158.228.227 172.28.63.289 TCP 68 49166 —+ SAAE58 [ACK] 5eq=2489311937 Ack=1112801329 Win=138560 Len=9
172.28.63.289 18.,158.228.227 TCP 1414 56658 - 49166 [ACK] Seq=1112825833 Ack=2489311937 Win=85536 Len=136@
172.28.63.289 18.158.228.227 TCP 459 56658 -+ 49166 [P5H, ACK] 5eq=1112827393 Ack=2489311937 Win=65536 Len=39&

#sf19us e UC Berkeley e June 8-13 '€ @packetfoo




Mo, rel. Time Source Destination Protocol Size  Info

92425 14:45:31,155988 172.28.65.289 18.158.228.227 TCP 1414 Soe58 + 49166 [ACK] Seq=1112817477 Ack=
92426 14:46:31,156987 172.28.63.289 18.158.228.227 TCP 1414 See58 + 49166 [ACK] 5eq=1112818837 Ack=
92427 14:45:31,157388 18.158.228.227 172.28.63.289 TCP o8 49166 » 56658 [ACK] 5eq=2489311937 Acks=

92428 14:46:31,158212 72.28.63. .228.227 [ 141456650 - Seq=11120828197
:31,159872 18.158.228.227 . Seq=2489311937
9243@| 14:46:31,15928¢ 72.28.63. .228.227 TCP |  458|5665@ + 49166 [PSH, ACK] Seq=111282155;
92431 14:46:31,159546 172.28.63.289 18.158.228.227  TCP 1414 56658 - 49166 [ACK] Seq=1112821953 Ack=
&
* Using time st df ize:
sing time stamp and frame size:
SO
Ma. rel. Time Source Destination Protocol Size  Info
93862 14:45:31,155971 88:00:80:8d:ec:af  ©8:00:00:48:51:73 8x3913 1444 Ethernet II
93863 14:45:31,157200 68:00:00:48:51:73  ©88:00:00:08d:ec:af 8x3913 98 Ethernet II
93864 14:45:31,157383 68:00:00:8d:ec:af  08:00:00:48:51:73 8x3913 1444 Ethernet II

65:31,158315 160 :80:8d:ec: B:86:88:48:51:73 6x3913 1444 Fthernet

:31,158845 1@8:868:48:51: 1E8:88:8d:ec: 98 Ethernet

6:31,159 160 :80:8d:ec: B:06:808:468:51: 4868 Ethernet
93868 14:46:31,159963 88:08:88:8d:ec:af 88:88:08:48:51:73 8x3913 1444 Ethernet II
93869 14:456:31,1608974 88:08:88:8d:ec:af 88:88:08:48:51:73 8x3913 1444 Ethernet II
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Match encrypted

M. rel. Time Source Destination Protocol Size  Info
03855 S638.218388 00:00:008:8d:ec:af 80:08:88:48:51:73 8x3913 1444 Ethernet II
03856 568.2195831 60:00:08:8d:ec:af 80:08:88:48:51:73 8x3913 1444 Ethernet II
03857 S568.228718 60:00:008:8d:ec:af 80:08:88:48:51:73 8x3913 1444 Ethernet II
03858 568.2 d il el
03859 S563.
03868 S563. Pi(?
03861 S568.222374 Bx3913 Ethernet
93062 568.223366 Bx8913 Ethernet Destination Protocol  Size  Info
.224505 Bx80913 Ethernet B8:08:88:48:51:73 8x8913 1444 Ethernet II
8808 : 8 aft Bx8913 1414 Ethernet II
___________ taaﬂd f(r ernet II
3726248 88 :08: 44 Bx8913 444 Ethernet II
_____ _IIG608 G006 BR:0d: e 88:80:88:48:51:73 Bx3913 458 Ethernet II
.327358 BxB013 Ethernet II 88.:88.:88.:8d:ecaf 8x8913 98 Ethernet II
L328359 EX.8913 E'ther"rle‘t II 88.:88.:88.:8d:ecaf 8x8913 1444 Ethernet II
j=x: e 88:80:88:48:51:73 Bx3913 1444 Ethernet II
E;c) 67251 359.577484 @@:88:88:48:51:73 @a:ee:88:8d ec:af BxE913 1373 Ethernet II
67252 359.577671 @8:08:88:8d ec:af 88:88:80:48:51:73 8x3913 1444 Ethernet II
67253 359.579899 88:88:88:8d eciaf 88:88:80:48:51:73 8x3913 1444 Ethernet II
67254 359.579387 88:88.:88:48:51:73 88:88:88:8d: eciaft Bx3913 98 Ethernet II
7255 359.579387 @0.:808:88:8d:ec:af  80.:00.:88: 48:51:73 @8x8913 488 Ethernet
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67256
67257

.579678
579671

Bx8913
Bx8913

173

Ethernet
Ethernet

II




[. |tq:|.ana|ysis.retransn1ission ﬁ '] Expreg

Nao. rel. Time Source Destination Protocol Size  Info

88612 14:46:27,859117 172.28.63.289 18.158.228.227 TCP 458 [TCP Retransmission] 56647 —+ 49166 [ACK] 5eq=3672588516 Ack=635851128
88614 14:46:27,868773 172.28.63.289 18.158.228.227 TCP 382 [TCP Retransmission] 56647 = 49166 [ACK] Seq=3672588912 Ack=535851129
88615 14:46:27,861892 172.28.63.289 18.158.228.227 TCP 1414 [TCP Retransmission] 56647 -+ 49166 [ACK] Seq=3672515876 Ack=635851128
88617 14:46:27,862471 172.28.63.289 18.158.228.227 TCP 458 [TCP Retransmission] 56647 -+ 49166 [PSH, ACK] Seq=3672516436 Ack=63585
88618 14:46:27,862774 172.28.63.289 18.158.228.227 TCP 1414 [TCP Retransmission] 56647 =+ 49166 [ACK] Seq=3672524825 Ack=635851128
88619 14:46:27,863748 172.28.65.289 18.158.228.227 TCP 699 [TCP Retransmission] 56647 - 49166 [ACK] Seq=3672525388 Ack=535851129
88621 14:46:27,864467 172.28.63.289 18.158.228.227 TCP 778 [TCP Retransmission] 56647 = 49166 [ACK] Seq=3672526824 Ack=535851129
98499 14:46:29,842157 172.28.65.289 18.158.228.227 TCP 1414 [TCP Fast Retransmission] 56647 -+ 49166 [ACK] Seq=3673838471 Ack=63585
98516 14:46:29,855117 172.28.63.289 18.158.228.227 TCP 411 [TCP Retransmission] 56647 =+ 49166 [ACK] Seq=3673839831 Ack=635852716

(s3]
Wl W ) L g ) g ) ) ) ) )
[
=
12

98517 14:46:29,855787 172.28. 18.158.228.227 TCP 1414 [TCP Retransmission] 56647 =+ 49166 [PSH, ACK] Seq=3673848188 Ack=63585
94518 14:46:25,856828 172.28.63.289 18.158.228.227 TCP 1414 [TCP Retransmission] 56647 -+ 49166 [ACK] Seq=3673841548 Ack=635852716
98519 14:46:29,857828 172.28.65.289 18.158.228.227 TCP 1857 [TCP Retransmission] 56647 -+ 49166 [ACK] Seq=3673542988 Ack=635852716
98529 14:46:29,863437 172.28.65.289 18.158.228.227 TCP 1414 [TCP Retransmission] 56647 —+ 49166 [PSH, ACK] Seq=3673857511 Ack=63585
98538 14:46:29,864781 172.28.63.289 18.158.228.227 TCP 1414 [TCP Retransmission] 56647 =+ 49166 [ACK] Seq=3673858871 Ack=635852716
98531 14:46:29,865791 172.28.63.289 18.158.228.227 TCP 1414 [TCP Retransmission] 56647 =+ 49166 [ACK] Seq=3673862951 Ack=635852716
98533 14:46:29,866796 172.28.63.289 18.158.228.227 TCP 1414 [TCP Retransmission] 56647 -+ 49166 [PSH, ACK] Seq=3673564311 Ack=63585
98536 14:46:29,869121 172.28.65.289 18.158.228.227 TCP 1414 [TCP Retransmission] 56647 -+ 49166 [ACK] Seq=3673872471 Ack=635852716
98548 14:46:29,874437 172.28.65.289 18.158.228.227 TCP 1414 [TCP Retransmission] 56647 -+ 49166 [ACK] Seq=3673877911 Ack=635852716
98542 14:46:29,875773 172.28.63.289 18.158.228.227 TCP 1414 [TCP Retransmission] 56647 -+ 49166 [ACK] Seq=3673879271 Ack=635852716
98771 14:46:38,186859 172.38.37.52 192.168.128.145 TCP 238 [TCP Retransmission] 52485 + 8888 [PSH, ACK] Seq=468427746 Ack=1656987
91132 14:46:38,283788 192.168.128.145 172.28.63.289 TCP 123 [TCP Spurious Retransmission] 8888 -+ 56498 [PSH, ACK] Seq=63297626 Ack
92582 14:46:31,215123 172.28.65.289 18.158.228.227 TCP 1414 [TCP Fast Retransmission] 56658 -+ 49166 [ACK] Seq=1112888525 Ack=24893
92517 14:46:31,231444 172.28.65.289 18.158.228.227 TCP 1414 [TCP Retransmission] 5658 —+ 49166 [ACK] Seq=1112827789 Ack=2489311937
92518 14:46:31,232776 172.28.63.289 18.158.228.227 TCP 1414 [TCP Retransmission] 56658 -+ 49166 [ACK] Seq=1112829149 Ack=2489311937
92524 14:46:31,236893 172.28.63.289 18.158.228.227 TCP 1414 [TCP Retransmission] 56658 -+ 49166 [ACK] Seq=1112833625 Ack=2489311937
92526 14:46:31,237435 172.28.63.289 18.158.228.227 TCP 1414 [TCP Retransmission] 56658 -+ 49166 [ACK] Seq=1112834955 Ack=2489311937

#sf19us e UC Berkeley o June 8-13 € @packetfoo



Conclusion

Retransmissions occur due to packet loss in

WAN link

Responsibility: Most likely WAN link provider

Every packet loss triggers at
retransmissions due to encry

east two
htion device

Impact on performance: moc
main issue
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erate, not the



So the sniffers were kept running with
ring buffers active to capture the upcoming
at least 24-48 hours of traffic
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Search the issue!

° Next day CUStomer reported _ Wireshark 10 Graphs: PlainSO-temp-
a complete outage ->
Switches restarted to fix |

» Let'stake alook at I/O ==
Graph

* Huge network impactat ¢
~(01:30 in the night IR P

oF

200000 |-

300000 |

Bits/100

200000

I 1 1 !
01:27:30 01:30:00 01:32:30 01:3!
16.07.17 16.07.17 16.07.17 16.0°
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Mo. rel, Time
91.135415
7 91.137595
92.877688
93.147447
94,687145
94, 697784
94, 857261
96.583958
96.528726
96.667698
98.320081
5

Source
172.18.86.68
192.168.281.34
192.168.281.34
172.18.86.68
172.18.86.68
192.168.2081.34
172.18.86.68
172.18.86.68
192.168.281.34
172.18.86.68
172.18.86.68
192.168.201

Destination
192.168.281.34
172.18.86.68
172.18.86.68
192.168.281.34
192.168.281.34
172.18.86.68
192.168.281.34
192.168.281.34
172.18.86.68
192.168.281.34
192.168.281.34

Protocol
TCRP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

Size
99
82
99
82
99
99
82
99
99
82
99

[TCP Spurious Retransmi
[TCP Dup ACK 20344%#1] 8815 -+ 416@ [ACK] Seq=77263
[TCP Retransmission] 8815 -+ 416@ [PSH, ACK] Seq
Seq=3749591872 Ack=772639459 Win=654
ACK] 5eq=3749591872 Ack=772639459 Wi
ACK] 5eq=772639459 Ack=3749591889 Wj
Seq=37495915889 Ack=772639476 Win=654
ACK] 5eq=3749591889 Ack=772639476 Wi
ACK] Seq=772639476 Ack=3749591986 Wi
Seq=3749591986 Ack=772639493 Win=654

4168 - 8815 [ACK]
4168 - 8815 [PSH,
8815 - 416@ [PSH,
4168 - 8815 [ACK]
4168 - 8815 [PSH,
8815 - 416@ [PSH,
4168 + 8815 [ACK]
N

3815

82.876364
93.139448
94 .679289
94 .695218
94 .349299
96.4956189
96.519843
96.6596388
98.311925

192.168.281.34

172.18.86.68
172.18.86.68
192.168.281.34
172.18.86.68
172.18.86.68
192.168.281.34
172.18.86.68
172.18.86.68
i 1

1
1
1
1
1
1
1

ssion] 4168 + 8815 [PSH, ACK] i

749591986 Ack=772639493 Wi

549
72639

c

172.15.586.68

192.168.2081.34
192.168.281.34
172.18.86.68

192.168.281.34
192.168.281.34
172.18.86.68

192.168.281.34
192.168.201.34
i .34

HQ

Protocol
iCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
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Size

a9
a2
a4
a2
99
99
32
99
99
a2
99

Info

[Tcp
[TCP
[TCP
4168
4168
8815
4168
4168
8815
4168
4168

Retransmi

Retransm

o4 e

ssion] 416@ + 8815 [PSH, ACK] Seq=3749591
Previocus segment not captured] 8815 -+ 4168 [4ACK] 5
ission] 8015 + 416@ [PSH, ACK] Seq=7726394
8015 [ACK] 5eq=3749591872 Ack=772639453 Win=6543
8815 [PSH, ACK] 5eq=3749591872 Ack=772639459 Win
4168 [PSH, ACK] 5eq=772639459 Ack=3749591889 Win
80815 [ACK] 5eq=37495918393 Ack=772639476 Win=R545
8815 [PSH, ACK] Seq=3749591889 Ack=772639476 Win
4168 [PSH, ACK] 5eq=772639476 Ack=3749591986 Win
8615 [ACK]
8615 [PSH,

Seq=3749591986 Ack=772639493 Win=6545
7495919868 Ack=772639493 Win

5
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Remember:

M PlainS0-temp-16jul_anon.pcapng

Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
Adm 7@ RE Re==Z§ & 5= aaqaamH

N |App|‘-r' a display filter ... <Ctrl-/=

‘ 50-crypted_anon.pcapng

File Edit View Go Capture Analyze Statistice Telephony Wireless Tools  Help

Am® reszfIEEaqan

Mo, rel.Time Source Destination Protocol Size  Info L
| 287 ©1:25:59,982186  192.168.38.203 172.3@.21.253 UDP 94 1848 + 1176 !|Appl-,-adispla-,- filter ... <Ctrl-/>
| 288 ©1:25:59,982853  192.168.188.1 172.3@.21.253 UDP 128 1865 + 1173 b rel Time source Destination Protocol sze  Info
i ;g: 215223322::2 igii::i::i ﬂiggiig: ﬂgg 1?2? 1::2 : 11;: Len= 132653 @1:25:59,982925 B8:80:00:08d:ec:af B8 : 8888 : BxE913 158 Ethernet II
291 B1:25:59.999509  192.168.30.203 172.38.21.255 UDP 128 1048 » 1176 132654 81:25:59,984933  ©8:008:00:8d:ec:af  ©8:80:80: @x8913 157 Ethernet II
o1 LDP . 125 #1:25:59,999576 109: 198:80: xSl 158 Ethernet II

Ethernet

88 ,883835

8 8 :
132668 @8,822238 H=l=H rec: H 14@:51: @xg913 Ethernet

. 132661 128,822984 #x8913 Ethernet
:90,819752 - 132662 @1:26:88,823857 82:00:08:0d:ec:af 86:88:008:48:51:73 B4x3913 128@ Ethernet IT
:00,821116 - 132663 @1:26:88,839511 82:00:08:0d:ec:af 86:88:008:48:51:73 B4x3913 158 Ethernet II

388 81:26:08,0822187 192.168.38.283 172.3@.21.253 unp 174 1848 + 1176 Len=

381 81:26:008,823188 192.168.188.1 172.3@.21.253 unp 128 1865 + 1173 Len=

382 81:26:88,823793 192.168.188.1 172.3@.21.253 UDp 1178 1885 + 1173 Len=
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) Match plain to encrypted

Mo, rel.Time Source Destination Protocol Size  Info
| 31729 @1:27:37,458322 192.168.38.283 172.38.21.253 UDP 869 1843 - 1176 Len=799[Pag
i 31738 @1:27:37,4599435 192.168.188.1 172.38.21.253 UDP 128 1865 —+ 1173 Len=58[Pack
! 31731 @1:27:37,458592 192.1658.188.1 172.38.21.253 UDP 1878 1865 - 1173 Len=1888[P:
i 31732 @1:27:37,451248 172.158.86.68 192.165.281.34 TCP 99 4168 - 8815 [PSH, ACK]
31733 @1:27:37,476249 192.168.38.283 172.38.21.253 UDP 128 1843 » 1176 Len=58[Pack
31734 @1:27:37,476628 192.168.38.283 172.38.21.253 UDP 1582 1848 - 1176 Len=1432[Pz
31735 @1:27:37,477954 192.168.368.283 172.38.21.253 UDP 1329 1848 + 1176 Len=1259[Pz
i 31736 @1:27:37,478912 192.168.2681.34 172.18.86.68 TCP 99 8815 - 4168 [PSH, ACK]
i 31737 @1:27:37,488241 192.1658.188.1 172.38.21.253 UDP 128 1865 —+ 1173 Len=58[Pack
! 31738 @1:27:37,488616 192.1658.188.1 172.38.21.253 UDoP 1582 1865 + 1173 Len=1432[Ps ESC)
! 31739 @1:27:37,481594 192.168.188.1 172.36.21.253 LDP 112 1865 = 1173 Len=42[Pach
31748 @1:27:37,484236 19.62.218.18 Mo, rel. Time Source Destination Protocol Size  Info
| 31741 @1:27:37,496216 192.168.38.283 155223 @1:27:37,458528 88:88:88:ad:eciaf BE8:08:80:48:51:73 8x3913 899 Ethernet II
= 155224 81:27:37,459871 @6:88:88:8d:ec:af BE8:08:80:48:51:73 8x3913 158 Ethernet II
55() 155225 137,468510 @0:60:08:8d:ec:af BE8:08:80:48:51:73 8x3913 1188 Ethernet II
155226 @1:27:37,461243 86:80:88:48:51:73 88:86:080:8d:ec:af BxE913 129 Ethernet II
155227 81:27:37,476178 06:80:88:8d:ec:af BE8:08:80:48:51:73 8x3913 158 Ethernet II

155228 @1:27:37,478695 @8:08:08:8d:ec:af 28:08:98:48:51:73 Bx3913 1359 Ethernet II
155229 @1:27:37,475848 808:00:08:8d:ec:af 268:00:908:48:51:73 Bx3913 129 Ethernet II

155238 @1:27:37,480174 @8:08:08:8d:ec:af 28:08:98:48:51:73 Bx3913 158 Ethernet II
155231 @1:27:37,481835 @8:08:08:8d:ec:af 28:08:98:48:51:73 Bx3913 142 Ethernet II
155232 @1:27:37,484165 @88:08:08:8d:ec:af 28:08:98:48:51:73 Bx3913 98 Ethernet II

155233 @1:27:37,496145 @8:08:88:8d:ec:af 28:088:98:48:51:73 Bx3913 158 Ethernet II
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Match encrypted

Easy using data.data and frame size

155239 81:27:37,528734 800888
155244 @1:27:37,522182 88:88.: 88 .
! Copy ¥ All Visible |

I Attentlon |1 155241 91:27:37,536079 00:00: 08
= = 155242 81:27:37,538381 00:00: 08 3how Packet Bytes... All Visible 5
. I 155243 @1:27:37,540873 00:00: 00 Export Packet Bytes... Description
“ I Ies al I lp 155244 @1:27:37,548738 00:00: 00 _
" Field Mame

OO L l

155245 @1:27:37,556827 09:00:00 Wiki Protocol Page
155246 @1:27:37,557963 00:00:00 o Value
155247 81:27:37,568023 90:08: 00 SlE L e

155248 @1:27:37,568789 808868 Protocol Preferences » As Filter

Frame 155245:; 158 bytes on wire e SIniE

Ethernet II, Src: ©9:90:80:8d:e Go to Linked Packet was Hex Dy
* Data (144 bytes)
Data: SoeeeBEE5edi3282badSadl

TTEHE%H?-T!ET-------
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Show Linked Packet in Mew Window .85 Printab




Mo.

155228
155221
155222
155223
155224
155225

15522?
155228

155238
155251
155232

rel. Time
81:27:
81:27:
81:27:

37,448882
37,455527
37,456213
81:27:37,458528
81:27:37,459871
:37,468519

461243
:37,476178
:37,478895
7:37,478848
:37,480174
:37,481835
:37,484165

Source

8a:88:
ga:ea:
aa:ea:
88 :88:
2o aa;

Match encrypte

Destination

rec:aft 28:80:88:
reciat 2a:ea.:80:
reciaft 2a:88:08:
rec:aft 88:88:88:
reciaf 280088

veciaf 8e 8088
reciaft 28:82:88:
rec:aft 88:88:80:

Protocol

173 BxB913
173 BxB913
173 BxB913
173 BxB913
173 @xd913

Bx8913

BxB913
BxBI13
3 BxB913

173 8xd913
173 BxB913
173 Bx8913

Info
Ethernet II
Ethernet II
Ethernet II
Ethernet II
Ethernet II
Ethernet II
9 Ethernet II
Ethernet II
1359 Ethernet II
9 Ethernet II
158 Ethernet II
142 Ethernet II
98 Ethernet II

Size

1242
988
158
B899
158

HQ

SO
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1549?@ @1:27:33, 553515 aa:a8:
154971

154972 8l:
154973 8l:
154974 81:
154875 @l:
154976 81:
154977 8l:
154978 @l:

154979 8

154988 @1:
154981 @1:
154982 81:

33,877561 a4
133,878123
133,878126
:33,881388
133,881783
133,883558
133,898187
133,981479

133,982122
133,984229
133,9858608

Destination

Protocol
BxB8913
BxB8913
BxB8913
BxB8913
BxB8913
8x8913
BxB8913
BxB8913
BxB8913

Bx8913
Bx8913
Bx8913

Size
1242

Info
Ethernet

9 Ethernet

988
158
899
158
11a8
158
1358

Ethernet
Ethernet
Ethernet
Ethernet
Ethernet
Ethernet
Ethernet

9 Ethernet

158
142
o8

Ethernet
Ethernet
Ethernet

II

II
II
II
II
II
II
I1

II
I1
II
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Bx8913
Bx8913
148:51:73 Bx8913

148:51:73 Bx8913
148:51:73 Bx8913
148:51:73 Bx8913
148:51:73 Bx8913

148:51:73 i
BxB913
148:51:73 Bx8913
Bx8913

Protocol
:483:51:73 BxB8913

gonH

127134, 884642
:27:34,822851
:27:34,868518
:27:34,287227
4,2

134, 248389
127 :34,293795
127134,341448
:27:34,525978@
:27:34,638918
127134, 648381
:34,722857

vy

#sf19us

18.88.78.188

ol B2 B3 P2 R

=
L
=

192.168.231.241
172.29.127.49
172.38.21.253

e
L

o B2 LU BB B3 RLA

o UC Berkeley e June 8-13

Info

4168 -+ 3015 [P5SH, AC
Hello (state Active)
Hello (state Active)
Hello (state Standby)
Hello (state Standby)

9 [TCP Retransmission] 4168 - 8815 [PSH, ACK]

[Packet size limited during capture]
[TCP Retransmission] 4452 -+ 8815 [PSH, ACK]
Hello (state Standby)
Hello {state Standby)
Hello (state Active)
[TCP Retransmission] 1157 =+ 1756 [PSH, ACK]
Hello (state Active)
on] 4168 - 8815 [PSH, ACK]
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() Go for the root causel!

« We saw an increase of 30 byte
on the encryption links

 This makes 90+4 to 1534+4 DEN Metmere

our valid LAN based frame size oes13 125 streret T

ax89l13 94 Ethernet II

* Analyze the sub-64byte frames L. oasis o4 ctnemet 11
« Start RE-ing the payloads of & . ¢ Se—=tet
the small frames (click along!!) o913 158 Eenernet 11

ax89l13 225 Ethernet II
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() Dissect the sub-64 frames

« There is a variety of frames too small to be
legitimate, encrypted traffic from the LAN sides

# tshark -r SO-crypted_anon.pcapng -Y "frame.len<90"
-Tfields -e frame.len | sort | uniq -c | sort
20 80
77 72
80 78
1317 76
1754 66
1769 60
2345 84
9921 86
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& Dissect the sub-64 frames

e.g. tshark -r SO-crypted_anon.pcapng -Y "frame.len==86" -Tfields -e data | more

800000OObc667a65e76ad403192a664c4721d728Fc59a5Ff5¢c98245c09e79df93b95f467ccacdcf5e470eb4d78b86ad63df4e648a48750F99
800000009851381b45ab33e242b869883b31489c544973a06c724a96c4a7c934ba36717ceecab2af2c25db644dofbebdc696b64cabe8712
800000006e2f06b44b950017efc5c3d16be@1ab888b4909310ObO6813403e9a6eec690d318eda9d0db680907a883669ebbaf233656ee8759
80000000CcCc2197ebceac597c660eb363e1la5922d01ae4ad37782f8a897079b36dd1bb49108c36b17a432314fae8938bd7adfc8955b99284
8000000030a3dldblccc83c737a56b98ab5db8bfd1aa976713261259719e60de556ee8a761ea69d80322abee66bbd81880e402e03eac969
8000000062dc7bb69d4e714fa9a5a551a5t190c9528bd51bd81cbef9182b9785e4036e7591304292865F79a0facbfa61508f7ff5662ado4
800000003f79ecfB4dc5012958859f52a6e38fd153a032198e780b88F7f44cf99eb857a9b93¢cb289db08199550dad3elf7d6eedf69bd546
80000000d72c2de582e239a6b7381067290c2351172f6cee58ec2426d6271e20ca9d8e7d80775e4046e8086beb2e28f09cea3fl4a2cd9ab
8000000052ca®3daba7b7d7d7f9c41d5c6be80d31f96300a62edlecOcff63338ec5d55890a41b12339f7cdc3ae63d7el66f83a76f21deda
80000000457161f7eaec7cc3bf1103a896c5bb49cfacaadbdf8dadb81502511dd11878678112dbbec469e466224e2b44ad43975abc7d979
8000000061cbb283e5601c949fc84c3e257b8260a430c45e01962e535bal75994ae31930475ce4d6f8c5daa9a4b737bb6b12d8b5d235fcd
80000000c35cef0182b4ec87728fd6b2ebc4adf77f75a6€93893¢ce5106a710a92188134436760ca7acl7432bef6df8215389ba407050c03
8000000055dcd6c42b7cb9d88ded78769b2c53e3d631344023024d1401728c9fec73b85178ddba7565b73b3d3d56174828dd9a876F46141
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& Dissect the sub-64 frames

tshark -r SO-crypted_anon.pcapng -Y "frame.len==84" -Tfields -e data | more

30000004
30000004
30000004
30000004
30000004
30000004
30000004
30000004
30000004
30000004
30000004
30000004
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1000000405173
i0000000decaf:
1000000405173
1000000405173
1000000405173
1000000405173
1000000405173
1000000405173
j0000000decat:
1000000405173
1000000405173
j0000000decat:

:0000000decaf:
000000405173
{0000000decaf:
:0000000decaf:
:0000000decaf:
:0000000decaf:
:0000000decaf:
i0000000decaf:
000000405173
0000000decaf:
:0000000decaf:
000000405173

080045000034C6764000400636930a5acF240a2b5a11041007d1e2a91:
080045000034395h00007a06c9acPa2b5all0asact2427d80415b4706
080045000034c67940004006369@0a5acF240a2b5a11041527d86edcd
080045000034c68940004006368@0a5acF240a2b5a11040F07d1022cC
080045000034c69h4000400636660a5acF240a2b5a11040F07d1022cC
080045000034c6ad40004006365CRa5acF240a2b5a11040F07d1022cC
080045000034c6dC40004006362d0a5acF240a2b5a11040F07d1022cC
080045000034C6€14000400636280a5acF240a2b5a11041007d1e2a9%:
080045000034f1Fa00007a06110H0a2b5a110a5acF2427d80415b470¢
080045000034C6e64000400636230a5acF240a2b5a11041527d86edcd
080045000034C6ehi4000400636160a5acF240a2b5a11041007d1e2a91

e7baaf1000480108000
cdc6edcc894801000C
89ab470ed2180108000
b3a955fe21780108006
€54955fe35£80108006
d6e955fe4a780108000
fa2955fe73780108000
£32aaf100e980108000
f606edccdac801000Fd
dacb470efa580108000
fe9aaf101ce80108000

080045000034641800007a069ef10a2b5al10a5acf2427d80415b4 707

le46edcd2be80100106

3b0d00PRR101080a04c98e0306572ce3
6d41:00000101080a0657%2Cceed4c98e05
ede00000101080204c98e0d06572cee
965C¢00000101080a04c993F3065732d4
93e500000101080a04c993fdR65732df
91600000101080a04c99407065732e9
8C7700000101080a04c99425065732FF
21e200000101080204c999C5065738a3
40230000010108020657%38ae04c999cC
icecdP00P0101080a04c999d9065738ae
08b900000101080a04c9a59106574464
20100000101080a065%44604C9a594




tshark -r SO-crypted_anon.pcapng -Y "frame.len==60" -Tfields -e data | more

4000000@15300260000660000000066?666000000600000000000006000000060000000000000660'F10000@207
40000000P15300260000000000000002PVVVVCV0VV0VRRCRVVVV00V0000RRRAT10000aP207
40000000.915366260000660000000000.906600000066000000006000060GGOOOOGGGGOOOOGGGGOOGO'F100000.9207
40000000?15366260000660000000000?06600000066000000006000060GGOOOOGGGGOOOOGGGGOOGO'F100000?207
40000000P15300260000000000000002P0VVVV0CV0VV0VRRLVVVV00V000RRRRT10000aP207
40000000:015366260000660000000000:006600000066000000006000060GGOOOOGGGGOOOOGGGGOOGO'F100000:0207
30000006_8222224931“3@@9999@@ ec aﬁ280602000000000a 5aC'F240000000000010000000000000000000000?000
300000002092009decaThV000405173080602000000020a5acT2300000a2b5a1100000000000000000000009000
40000000:015300260000000000000000?000000000000000000006000000000000000000000600000010000030208
40000000P15300260000000000000000P 00000000V 10000a0208
40000000.915300260000000000000060.90000000000000000000660000000000000000000006600000100000.9208
40000000?15300260000000000000060?0000000000000000000660000000000000000000006600000100000?208
40000000P15300260000000000000000P00000000VVVVVCVVVVRRRRRRC0000000000000000000000100000P208
40000000'915366260000660000000060'90660000006600000000660006000000060000000066600600100000:0208
30000006_2 000004051730000000dec a'@80602000000000a 5acf240000000000010000000000000000000000?000
300000002 090009decaTh00094051735080602000000020a5acT2300000a2b52110000000000000000000000P000
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tshark -r SO-crypted_anon.pcapng -Y "frame.len==66" -Tfields -e data | more

921301@b55b680F8312220686764757c60d370C401ae52a09195337734e3b4bd4f609c4603
022301611F38966605dbeb23190eaecad73d0291401645b33e84c7c68e1d6820aedf2212£966
021301@8218a96c24cab1745703103a77bdbo6f4018c2fac9d592659F7bd9f7f80aad7934b
022301e407e17de9fcfc73F5622342097a227F44010bAd8e608ed9a53582e24ec64263a2665
921301669b5187f73b316cb6947117c0bave79b4018F553e3d4407da524e68d5¢3Fae51c255
022301@d13e4356b6b1cd335a79e6047bdd00164010c274db5c3749db685803fdc5a20f3e40
021301e4411418419eaca974a0389741daas8b7f401eM1b3122felac66271ale725a5¢c203e0d
022301659039c1e6873aae4118321bcc23c52ce4018538467bc62d1e8095539a26871137e79
021301@f24523eb64e6898ed1bb3d743e2e6cc740107d16b49bldfeedb3elabc98d20232bfb
0223010/166126865aae20ad8e73949307ae06b0401660969b646c6dF9820Fc43a59fd40d5fa
0213010Rd4aea524b12875962afc8338815301640160d0adb58d2030f041e5b6e53a4eaa02
022301@7a4b52cc1d9858845Fbe@ab6da2ccObcao1049b7d349eedd7097501bdoFF6a19d18a
021301806ef9f62d5b3453b65d8da3c2b60048d4018366F9b97d662dadeabbe@es499e259601
022301@5bdc874ef09eb4dc17c3d05cc440f164401612051bc82c8fa58d86cce88891b95300
021301edbeba2bf75b8f5862f29F3055b5ace@c@1edfI99alaf8al1d2651792071e7225Fe2f
92230160c4ab291811c166ce3d15bb3de2eb7be4018e972a793e89e418fc0af2473392F5776
021301@9453ec416553b85e8568b93cb5361caU01dBaaF36c17134ba3dF48e3853103b6+3b
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000000000151002c0010000¢
000000000151002c0100004
000000000151002c0010000¢
000000000151002c010000¢
000000000151002c0010000¢
000000000151002c010000¢




() Dissect the sub-64 frames

tshark -r SO-crypted_anon.pcapng -Y "frame.len==66" -Tfields -e data | cut -c 25-28 |
grep —v "0000" > increments.txt

0207 020a 020d 0210 0213 0216
0207 020a 020d 0210 0213 0216
0207 020a 020d 0210 0214 0217
0207 020a 020d 0210 0213 0216
0208 020b 020e 0210 0214 0217
0208 020b 020e 0211 0214 0217
0208 020b 020e 0212 0215 0218
0208 020b 020e 0211 0214 0217
0209 020c 020f 0212 0215 0218
0209 020c 020f 0212 0215 0218
0209 020c 020f 0213 0216 0219
0209 020c 020f 0212 0215 0218
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() Dissect the sub-64 frames

 Step 1:
tshark -r SO-crypted_anon.pcapng -Y "frame.len==66" -Tfields -e
data -e eth.src -e frame.time

* Locate increment, MAC address and timestamp

* Step 2:
tshark -r SO-crypted_anon.pcapng -Y "frame.len==66" -Tfields
-e data -e eth.src -e frame.time | cut -c 25-28,105-122,136-144
| grep —v "0000"
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Conclusion

B C D

« At around 01:27:30 the HQ device = wommecat oo 27
resends the expired number and 3 wooosecsr oz s
jumps up two increments after that i wowoosecar oasm s

42 ovo000cecat _ovzmon_szs
44 00000 ecat o127 52

° The deV|CeS ObV'OUSIY CannOt 45 [00:00:00:40:51:73  01:27:41 530

46 |00:00:00:0d:ec:af  01:28:03 529

Fecover from that State Iater on 47 |00:00:00:40:51:73 | 01:28:11 530

4% |00:00:00:0d:ec:af  01:28:35 530
49 00:00:00:40:51:73  01:28:43 531
50 |00:00:00:0d:ec:af  01:29:05 530
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« Packet drops on WAN link exist, but not causing
nig trouble

« Retransmissions always affect at least 2
packets, due to encryption devices

« Crypto synchronization for some reason broken
between the devices -> Case to handle for the
vendor
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/ Q&A

Mail: landi@packet-foo.com
Web: blog.packet-foo.com
Twitter: @packetfoo



