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Session Description

Many new protocols are being worked on at the IETF. Some are RFCs already.
Others will soon gain that status. These protocols include: TLS1.3, DNS over
HTTPs, DNS over TLS and QUIC. A fundamental premise that all of these
protocols share is that metadata may be misused. So, more and more of the
packet is being encrypted. How will this impact diagnostics and
troubleshooting? If many of the protocol headers themselves are encrypted,
how will we get performance information? One new RFC (RFC8250) for IPv6
Performance Diagnostics and Metrics tries to give us back some of the
information we need. This session will discuss these new protocols and show
packet flows for each.
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QD About me?

* Product developer (including OEM by
IBM, Boole & Babbage)

e Author: RFC8250: IPv6 Performance
and Diagnostic Metrics (PDM) and
others

* Doing network design / diagnostics for
25+ years

* Member in good standing of TraceRoute
fan club (also WireShark!)
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Background on “tussle”

TLS1.3

DoH

DNS over TLS

QUIC (gQuic)(HTTP/3)

PDM

Surprise bonus! (Simulated quantum network)
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 Let’s start with something we know.

« TLS1.2
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31 12. 295322 23&1 19f8: ECBI 1fed: SM'B 2ff:fede:7a40 253? faba dBBS Bﬂa 2&&4 . TCP 44455 —r1 443 [A’CK] SEq =1 .ﬂ.ck o
3212.296353 20@1:19f0:ackl:1fed:S4e8:2ff:fe@e:7edd 2687:f8bR:4805:82a: :2884 TLSv1.2 Client Hello

3312.297757 2687:T8b0:4805:E8a: : 2084 2801:19f@:acel:1fed:5409:2ff: fele: 740 TCP 443 -+ 44456 [ACK] Seq=1 Ack=2..
34 12,315448 2607 :T8bD:4805:80a: : 2804 2801:19f0:acel:1fed:5488: 2ff:fele:7edd TLSv1.2 server Hello, Certificate, Se.
3512.315478 2001:19f0:ac@l:1fod:5408: 2ff: feBe:7e48 2607:T8b0:4085:80a::2804 Tcp 44456 + 443 [ACK] Seq=236 Ack..
3612.317485 2001:19f0:acol;:17ed:54688: 2ff: feBe: 7e40 2607:78b0:40885:E0a: 208064 TLSv1.2 Client Key Exchange, Change C..
3712,318988 2607:T8b0;4005:80a: ;2004 2081:19f@:acel:1fed:5406: 2ff: febe:7edd TLSv1.2 Change Cipher Spec, Encrypted.
3812.319201 2091:19f8;ac8l:1fed: S480:2ff: febe; 7248 2667;fEbO:4805:80a::2804 TLSv1.2 Application Data

3912,319234 2001:19f0:acel:1fed:5400:2Ff: fele;7ed4d 26087;TEbE:4885:80a: 268084 TLSv1.2 Application Data

4812.319256 2001:19f@;:acel:1fed:5400: 2ff: fele:7ed4® 26087;TELR:4885:808a::2804 TLSv1.2 Application Data

41 12,319343 2001:19f0:acel:1fed:5400:2ff:fe@e:7ed4d 2687;TEbO:4805:80a: 20804 TLSv1.2 Application Data

4212.320608 2607:TEbO: 4005:80a: 12884 2001:19f0:acPl:1fed:5400:2ff: fee: 7ed0 TLSv1.2 Application Data

4312.328632 2607 :TEbe:4005:80a: : 2084 2pe1:19f0:acPl:1fed:5400:2Ff: fede:7e40 TLSv1.2 Application Data

44 12.3720689 2801:19f0:3c01:110d:5400;:2Ff:fele;: 7240 26@7:TBbD:4005:80a: 20804 TLSV1.2 Application Data

4512.322161 2607:f8b0:4905:80a; : 2084 20081:19f@:ac@l:1fed:5400:21f:fede: 7edp TCP 443 - 44456 [ACK] Seg=2485 Ac..
47 12.375322 2607:f8bo:4205:80a; : 2004 20081:19f0:ac@l:1fed:5400:2fF:fefe;7edp TLSv1.2 Application Data

48 12,375351 2607 T8b0:4005:80a; ; 2004 208@81:19f@:acel:1fed:5460: 2ff: febe:7ed8 TLSv1.2 Application Data

4912,375359 2687 f8b8:4005:80a; : 2884 2eel:19f@:acel:1fod:5400: 2ff: fee:7ed0 TLSv1.2 application Data, Application..
58 12.375413 2607:f8be: 48085 :80a; : 2804 2801:19f@:ac@l:1fed:5400:2ff: febe: Tedd TLSv1.2 Application Data, Application..
5112,375424 2687:f8be:4805:80a; : 2004 2881:19f@:ac8l:1fed:5400:2ff: fede:Tedd TLSv1.2 Application Data
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Ml google pean

(w ] £
T Edit VYeew Go Caplise Analyre Stabislics Telephony Weeless Tools Heip
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| B | i{tep ot == 21} Ei = | Exjrassdn ®
He Timm Spuice Destnsbioes Protecol Trin o
34 12.315448 26087:f8b0:4005:80a: : 2004 2001:19f0:ac0l:1fad:S400:2ff: fede: 7e40 TLSw1.2 Server Hello, Certificate, Se. .
Frame 34: 2436 bytes on wire (19488 bits), 2436 bytes captured (19488 bits)
Ethernet II, Src: fe:0@:92:0e:7e:48 (fe:00:02:9e:72:40), Dst: S6:00:02:0e:7e:48 (56:00:82:0e:7e:40)
Internet Protocol Version 6, Src: 2687:f8b0:4005:80a;:7e84, Dst: 2001:19f8:acel:l1fed:5468:2ff;: febe;: 748
Transmission Control Protocol, Src Port: 443, Dst Port: 44456, Seq: 1, Ack: 236, Len: 2358
~ Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Server Hello
TLSv1.2 Record Layer: Handshake Protocol: Certificate Certificate in clear
TLSv1.2 Record Layer: Handshake Protocol: Server Key Exchange
TLSv1.2 Record Layer: Handshake Protocol: Server Hello Done
¥ goege.peap x

Fackets: B0 © Diaplapid: 13 (40,5%) Preifes: Defaul
B2 Tvpahere lo search 1 2 ¥ 8 | g ] . . Z |




) Cert. Encrypted TLS1.2

Ml googie poap o *
File FEdit View Go Capiure Analyze Statistics Telephomy Weebess Tooly Help

d m & RET LesEFs _ R

B |Weg pot == 33} ] ) B - e i
T Time Soarte Cestination Frofocsl o —
| 3412.315448 2667:T8bo:4065:80a; : 2804 28@1:19f@:achl:1fad: 5480 2ff: fele: 7edd TLSv1.2 Server Hello, Certificate, Se.

Transmission Control Protocol, Src Port: 443, Dst Port: 44456, Seq: 1, Ack: 235, Len: 2358
« Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Server Hello
» TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (@xe@383)
Length: 2112
+ Handshake Protocol: Certificate
Handshake Type: Certificate (11}
Length: 2108
Certificates Length: 2185
« Certificates (2185 bytes)
Certificate Length: 979
« Certificate: 3882@3cf388202b7200322010282100508ca3td7c6dearcfs.. (id-at-commonName=www.google.com,id-at-organizationName=Google LLC,id-at-
signedcCertificate
algorithmIdentifier (sha2seWithRSAEncryption)
Padding: @
encrypted: c7cc24326213c492543ched647914891dFd34539ddfe34ad...
Certificate Length: 1128

» Certificate: 3882045c388203443003020182020d01e339301cfc720638,. (id-at-commonName=Google Internet Authority G3,id-at-organizationName=Goo

signedCertificate
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Let’s Decrypt

M Wireshark - Preferences ? b4

Add SSLKEYLOGFILE | ™ * mssoretorrseansy
TIME RSA kays list Edit...
TIPC TLS debug file
TiVoConnect | Ean
CLI ENT_RAN DOM ;II:JSS Reassemnble TLS records spanning multiple TCP segments
03d574c74b3c1a36d37637c6¢c2779e3e Token-Ring [] Reassemble TLS Application Data spanning multiple TLS records
bd785bb6b5eb76c4546Cdfe7e3 5€2C4C TPCP D Message Authentication Code (MAC), ignore "mac failed”
423e69b3cc63cd433f0dfeOb6dfbadc113 TR Pre-Shared-Key
47e5bf3a0783a4e6727a0a26786a53a0 :E:"SP” (Pre)-MastarSecrat og flensme
7541b256696242486d498b0bfco4c TRANSUM ipsentatiﬂnDth-Lc'l.Curl-TLS1.2-Gm_g_|5gﬂodknewke_',l_| | Browse... | .
TSDINS !
TSP
TTE
TURNCHANE
i TUXEDD ¥
i e
oK Cancel Help
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TLS1.2 Decrypted

Wl googie prap
File FEdt \ew Go Caploe Aratyge Statstics Telephony Winlem Tools  Help
"L RE QuaS§Fas 56 81

A [ poet == 23)
o Time Sourre
32 12.296353 2001:1970:ac0l:1f8d: 5400 ; 21f: fede:7ede
3312.297757 2607 :f8b0:4005:803;: ;2004
34 12.315444 2687:f8b0:4005: 80a; ;2004
3512,.315478 26801:19f@:acel:1fed:5408: 2ff : fete: Tadd
36 12.317485 26801:19f@:ac@l:1fod:5480: 2ff: fede: 7ade
3712.318998 2607 :T8b0:4005:80a: : 2084
38 12.319281 2801:19f8:acel:1fad:54e8: 2ff:febe:7e4p
3912.319234 2801:1970;ac@l:178d; 5408 2ff: fele:7ede
48 12,319256 2881:19f8:3c01:1f8d; 5400 2ff: fede: Tedd
4112.319343 2861:19f0:acel:1fed:5400:2Ff: febe: Tedd
42 12.320608 2607 :f8be:4085:88a: : 2984
43 12.320632 2607 :f8b0: 40085 :80a: : 2904
44 12.32068%9 2801:19T8:acel:1fed: 5488 :21F: febe:7e40
45 12.322161 2607 :T8b0:4885:80a: : 2004
47 12.375322 2607 :F8b0:4005:88a: : 2084
48 12.375351 2607 f8b0:4805:80a; 12004
49 12.375359 2687 :f8be;4805:88a; ;2004
58 12.375413 2687 :f8be ;4085 :88a: ; 2004
5112.375424 2687 :f8bo:4085:88a: : 2084
5212.375473 2801:19T0:ac@l:1f8d: 5488 21T : fede:7ed4d
5312.375591 2687:T8bo:4805:806a: : 2004
57 12.376751 2081:19T0:ac@l:1fed:5480;:2fF: fede:7edl

Degtination

2607:f8bo: 4005
2881:19f@:acel
2081:19f8;:acel
26687 :f8ho: 4885
26687 :f8be: 4085
2e8l1:19f@:acal
2687 :T8bo: 4885
2687 :T8be ;4005
2687 febe:48e5
2687 : f8be: 4085
2881 :19f@:acel
2801:19f@:acel
2687 :T8b8: 4085
2eel:19f@:acal
2e81:19f8;acal
2e81:19f8:acel
28081:19f8:achl
2881:19f8:acBl
2881:19f@:acel
26@7:T8bo: 4005
2801:19f8:acel
2607 :T8bo: 4005

:BBa: 2084
:1fed:5488:2ff: fede; Tedd
:1f08d;5400: 2ff: fede: 740
:BBa: 2084
:BBa: 204
11f8d:5480:21F: fede: Tedd
:8BBa::ige4
1BBa; ;2084
188a: 2084
:BBa: 2084
iifed:sd4ee: 2ff: fede: Tedd
ii1fed:s4ea: 2ff: fede: 7edd
:BRa: 2004
i1fed:s488;: 211 fede: Tedd
:1f@d:5400: 2ff: fede: 7ed0
:1fed:5400:2ff: fe@e; 7ed8
:1f8d: 5400 : 2ff: febe; 7edd
11fed:s4e@: 2FF: fefe: Tod4d
;1fed: 5480 2FfF: felde: Tedd
:BBa: 2804
i1fed: 54988 ;: 211 fede: Tedd
;88a; 2004

Protoood
TLSv1.2
TCP
TLSv1.2
TCP
TLSw1.2
TLSv1.2
HTTP2
HTTP2
HTTP2
HTTP2
HTTP2
HTTP2
HTTP2
TCR
HTTP2
TLSv1.2
TLSv1.2
TLSv1.2
HTTP2
TCP
HTTP2
HTTP2

o

Client Hello

443 + 44456 [ACK] Seg=1 Ack=2.. B

Server Hellao, Certificate, Se.
44456 » 443 [ACK] Seq=236 Ack..
Client Key Exchange, Change C.
Change Cipher Spec, Finished
Magic

SETTINGS[®] -
WINDOW UPDATE[@]

HEADERS[1]: GET /

SETTINGS[2], WINDOW UPDATE[@]
SETTINGS[2]

SETTINGS[@]

443 + 44456 [ACK] Seq=2485 Ac.
HEADERS[1]: 200 OK

[TLS segment of a reassembled..
[TLS segment of a reassembled.
[TLS segment of a reassembled.
DATA[1] (text/html)

44456 + 443 [ACK] Seq=539 Ack..
PING[@]

PING[®]
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Decrypted Cert

Ml coogle peap = a X
File Edit Yiew Go Caplwd Analze Satadics Telsphosy Wirdesn Tool Help

im 6 BT Qe E§F4 = g e ]

i [t port == 23} ] - | Expresmon.
Fa. Time Source Demwann Prutoco Inés —
| 3412.315448 2607:T8b0:4005:80a: : 2004 2801:19f@:acel:1710d:5480:2fF: fele:7a4p TLSv1.2 Server Hello, Certificate, Se.

1 e i B 8 e i PO il P ol P R P PR P O~ —— i

+ TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
version: TLS 1.2 (@x@3e3)
Length: 2112
~ Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 21@8
Certificates Length: 2185
~« Certificates (2185 bytes)
Certificate Length: 979
Certificate: 39B283cfl0B8202b720B30201826210058ca3647c6deaecfb.. (id-at-commonName=www.google.com,id-at-organizationName=Google LLC,id-at-
Certificate Length: 1128
» Certificate: 3282045c308203443003020102020d01e3a9301cfc720638.. (id-at-commonName=Google Internet Authority G3,id-at-organizationName=Goo
« signedCertificate
version: v3 (2)
serialNumber: B8x0le3a2381cfc7286383f9a531d
sipnature (sha2seWithRSAEncryption)
issuer: rdnSequence (@)
validity
subject: rdnSequence (@)

Can see more
of certificate
now
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* Privacy of metadata
« Endpoints (applications) vs ISPs
» Enterprise diagnostics (packet decryption)
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G

Gigamon' Soli

inn Bendurt Support &

SSL Decryption

Key Features

« Firstin the Industry fo Integrate SSL Decrypiion into a Unified Visibdity Fabric Architecture
o  Decrypt traffic from-anywhere within the Visibiity Fabiric and send to any connecied tools

e Flow Mappeing directs any user-defined flows, not just those on port 443, for decryplion

i = ® Sample from
« Exfensible. High-Throuvghput Solution GI amon
SSt

= GigaVUE-HDA/B 4M sassions, 5 Mpps per second per GigaSMART blade
e GigaVUE-HC2 2M sesslons, 2.5 Mpps per second per GigaSMART module

GigaVUE-HE 1. 500k sessions, 0.6 Mpps per second Decrypt|0n
=  SESLlv3 TLS 1.0, 1.1 and 1.2 Support featu re
Public Key RSA _

Symmetnc key algorithms: AES; 3DES, DES. RC4, CAMELLIA. SEED, IDEA

e Sopporied-apphcations: HTTRS 'S and SMTF. IMAP. POPJ with SiafiTLS o NOt|Ce the

= e i i —— o A\ 144
Supported key sizes: 128, 256 512, 1024 2048, and 4096 RSA

2]
=
=
Ra

= Hashing algorithms MDS, SHA

« S5 Decryption Siatistics
o |die sessions and reusable keys

Session-level Stals. packets, discards, errared packets, resumplions

+  Secure Storage of Privale Keys  (

Encryption with independent password
= Restricled kay access basad on role-ased access controks 13




M googinipoap o x
Fie Edit View Go Capture Analyre Statisbhicl Telephony Wielen Tools Help

Aim® R LesSis S Eaaan

(W Ttcp port == 2] B 2cp '

5 P |
tin Tr= Sannree Dniatun Prulpged Infs fa=|

 aaT 18 1A£11 T, 05 B ol ]
208 19.146154 2001:19F0:acel:1fed:5480:2ff: fele: 7048 2607:f35b0:4005:80a: 12004 TCP 44458 + 443 [ACK] Seq=1 Ack=1.
289 19.147632 2801:19F@:acel; 1fed: 5488 2ff:feBe:7e48 2607:T8b0:4085:80a: ;2064 TLSv1.3 Client Hello
218 19.149448 2687 :fEho:4805:80a: : 2804 2001:19f@:acel: 1fed:5408: 2ff: febe: 7ede TCP 443 -+ 44458 [ACK] Seg=1 Ack=5..
211 19.167348 2687:f8b0:4005:80a: : 2804 2e01:19f0:acel:1fod:5408: 2ff: fele: 7edd TLSV1.3 Server Hello, Change Cipher S..
21219.167375 2801:19f0:ac@l:1fed: 5400 21f: fede:7e4@ 2607:TBb2:4005:80a::2e84 TCP 44458 - 443 [ACK] 5eq=518 Ack..
21319.169274 2001:19f0:achl:1fed: 5490 2ff:fege;: 7248 2607:73b0:40285:82a::20084 TLSV1.3 Change Cipher Spec, Applicati..
214 19,169462 2001:19f@:acll:1f8d:5400:2ff: feBe:7ed® 2607;:TBDO:4065:80a: 2604 TLSv1.3 Application Data
215 19.169484 2001;19f0:ac81:1fed:5400:2ff:fele:7ed8 2607:f8b0O:4005:86a: ;2804 TLSvi.3 Application Data
216 19.169496 2801;19f@:ac0l:1fed:5400:2ff:fele:7ed® 2607:T8bL2:4005:88a: ;2804 TLSv1.3 Application Data
217 19.169543 2801:19f@:acel:1fed:5400:2ff:fele:7e40 2607:fBbD:4005:88a::20204 TLSv1.3 Application Data
218 19.171517 2607 :T8he:4885;80a: ;2084 2801:19f8:ac@l:1fed;:5400: 2fF: fele:T7ed0 TLSV1.3 Application Data, Application.
2159 19.171703 2081:19f9:acPl:1fod:5400:2ff;:fe@e:7e40 2607:f8bD:4005:802: ;2084 TLSv1.3 Application Data
228 19.171926 2687:f8bO:4005:80a: : 2884 2601:19f8:ac0l1:1fed:5400:2ff: febe:Teda TLSv1.3 Application Data
222 19.21279% 2e81:19f@:acel:1fed:5489;2ff:fePe:7ed@ 2607:fBb0O:4805:80a: ;2804 TCP 44458 » 443 [ACK] Seg=821 Ack.
22319.217927 26087 :f8b2:4885:80a: :2084 28@1:19f@:acPl:1fed: 5480 2ff:fePe:7e40 TCP 443 + 448458 [ACK] Seq=3847 Ac..
224 19,217780 2607 ;TEbO:4885:80a: : 2804 2801:19f@:acel:1fed:4ee;2ff: fede:7edl TLSv1.3 Application Data
22519,217798 2001;1970:acel:1fed:540@:21f;:fe@e:7ed48 2687:T8b9:4005:80a; ;2084 TER 44458 + 443 [ACK] Seq=821 Ack..
22619,217833 2607;:fEb8:4805:80a; : 2004 2001:19f0:ac0l:1fed:5480; 2 : fede: 7e40 TLSv1.3 Application Data
22719,.217845 2001:19f0:achl:1fed:5480: 2ff:fede:T7edd 2607:f8b0:4005:80a: 2004 TCP 44458 + 443 [ACK] Seg=821 Ack..
228 19,217849 2687:f8b8:4805:80a: : 2804 2881:19fa:acel:1fed:54e0:2fF: fepe: 7edl TLSv1.3 Application Data, Application.

#sf19us e UC Berkeley e June 8-13



(D Differences from TLS1.2

* Notice that handshake is different
« Much more encrypted

« Can only see Client Hello and Server Hello
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Used same environment variable in Linux to capture.

SERVER_HANDSHAKE_TRAFFIC_SECRET 49a63b08e0810d4abb2ee926c5a7ba4619c97d31a374f11e8a99b680c70336b8
e6bf7bd3f8f8ce2bb2f5b54989b519e0eb7e536e01164cbf542ea52d9b35fd01a873a68df8cf76b241f0c9f0759ac635

EXPORTER_SECRET 49a63b08e0810d4abb2ee926c5a7ba4619c97d31a374f11e8a99b680c70336b8
e05f874b55ea0c3bab17cf8cad3fc2f63245e577235318d1fb99686a40d29edfe5a657919f7f9e886bdb119a464ad8b7

SERVER_TRAFFIC_SECRET_0 49a63b08e0810d4abb2ee926c5a7ba4619c97d31a374f11e8a99b680c70336b8
949ccb80ec9e9be9559010c00fd895992d988d8a07e2ae29b1925dff6cdb0036490c554792a7992823ff2615abffb0e7

CLIENT_HANDSHAKE_TRAFFIC_SECRET 49a63b08e0810d4abb2ee926c5a7ba4619c97d31a374f11e8a99b680c70336b8
3abda2eleeeafa0785c351368d0eceebbe451b39b5036c1de72db34f43f1106f318b12ef665d5462a980cb6349b2183b

CLIENT_TRAFFIC_SECRET_0 49a63b08e0810d4abb2ee926c5a7ba4619c97d31a374f11e8a99b680c70336b8
3cbbcfc90dbcd965e62b8eeafaeb3fe9ec59047f98edd3b745f5dc89b9fe4ab8db73032e66d565137df8592cd8b03eb7
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TLS1.3 Decr

Ml google 3. poag - a
File Edit Yiew Go Captwe Anaiyre Statistics Telephomy Wieeless Tool  Help

im @ REQeeEissEaaan

(W [ijpeppun == 32) AR up _ ' -~ _ _ =R

Deslinalioe:

L

288 19.146154 2001:19f0:ac0l:1fed: 54e0: 2ff:fele:7e40 2607:T8b0:4005:80a: 12004 TCP

44458 - 443 [ACK] Seq=1 Ack=1.

20919.147832 2001:19f0:ac@1:1f0d:5400: 2ff:febe:7e40 2507:f8b0:4065:80a: : 2084 TLsvl.3 Client Hello

218 19.145448 2607 : fab:4885:80a: : 2684 2001:19f0:ac01:1f0d:5400: 2ff: fede: 7ed0 TCP 443 -+ 44453 [ACK] Seg=1 Ack=S.
211 19.167348 2687 :f8b0:4P05:80a: : 2804 2ee81:19fe:acel:1fad: 5280 2ff: feBe: 7edp TLSv1.3 Server Hello, change Cipher 5.
21219.167375 2p@1:1910:ac@l:1fod:5400: 21T: fe@e:7ed® 26087:7BbP:4P05:80a::2084 TCP 44458 + 443 [ACK] Seq=518 Ack..
213 19.169274 2001:19f0:ac@l:1fed:5400: 21 : feBe:7e40 2687:T8b9:4985:80a; 12884 TL5v1.3 Change Cipher Spec, Finished
214 19.169462 2001:19f8:acel:1fed:5488:21f: fede:7edl 2687:FEbE:4885:88a;:20884 HTTP2 Magic

21519,169484 2801:19f0:acel:1fed:5460: 2ff: febe:Tedd 2607:f300:4005:80a: 2084 HTTP2 SETTINGS[@]

216 19.169496 2801:19f0:acel:1fed:5400:2ff: fe@e:7edd 26@7:f800:4205:E2a::26084 HTTP2 WINDOW_UPDATE[@]

217 19.169543 2001:19f0:acel:1fed:5480:27F:feBe:7ed4l 2687:7T8bo:4805:88a::2004 HTTR2 HEADERS[1]: GET /

218 19.171517 2607:f8b0:4805:80a: : 2084 2001:19f0:ac@l:1fed:5480: 2Ff: fele:7o40 HTTR2 SETTINGS[@], WINDOW UPDATE[@]
219 19.1717@3 2801:19f8:ace1:1f0d:5480: 2ff;: febe:7e48 2687:f8b0;:4005:80a; ;2004 HTTPZ SETTINGS[@]

228 19.171926 26@7:f8b8:4885:80a: ; 2804 2081:19f8:acel:1fed:5480: 21 febe: 7edd HTTP2 SETTINGS[@]

22219.212795 2001:19f8:ac@l:1fed:54e0: 2ff: fete: 74l 2607:fEhO:4805:80a: 12684 TCP 44458 -+ 443 [ACK] Seq=B21 Ack.
22319.212927 7607 :f8b0:4005:Bea: : 2884 2081:19f@:ac@l:1fed:5402:2ff; fede: Tedd TCP 443 -+ 44458 [ACK] Seg=347 Ac.
224 19,217780 2687 ;T8b0:4005:884: : 2064 2001:19f0:acel;1fed;5408:2ff; fete: 7eqd HTTP2 HEADERS[1]: 20@ OK
22519.217798 2981:19f0:acel:1fed: 5488 2ff:febe:7e48 2607:T8b0:4085:88a; ;2004 TCP 44458 -+ 443 [ACK] Seq=821 Ack.
226 19,217833 2667 :f8b0 ;4005 B8a; : 2864 2001:19f09:ac@l:1fed:5408: 2ff; fede: Tedd TLSv1.3 [TLS segment of a reassembled.
227 19.217845 2081:19f0:ac@l:1fed: 5400 2ff: fefe:7edd 2607:f8b2:4005:80a; ;2004 TCP 44458 -+ 443 [ACK] Seq=821 Ack.
228 19,217849 2687:T8b9:4885;88a: : 2864 2001:19f0:acll:1fed:5480: 2ff: fele: 7edd TLSv1.3 [TLS segment of a reassembled.
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D Packet Data Decrypted

‘ googletlpoap = a

File Edit View Go Caplure Anslyze Scabaiais  Teldphony Wieelesi Toold Help

dm. @ RE Qe BF & 00 oo a

N [itep, port == 22 Kk Bcp EE] - | Expresson

i Tma SOurTa Carstiranon Froaoaal ] =

23519.218232 26@87:f8b0:4805:80a: 1 2804 2801:19f8:ac8l:1fad: 54080:21f: fede: 7edd HTTP2 DATA[1] (text/html)

Frame 235: 117 bytes on wire (936 bits), 117 bytes captured (936 bits)
Ethernet II, Src: fe:90:02:8e:7e:40 (fe:P0:92:8e:7e:48), Dst: 56:00:92:0e:7e:48 (56:90:02:0e:7e:48)
Internet Protocol Version 6, Src: 2687:f8b@:4005:88a::2004, Dst: 2081:19f0:acl;lfed:S460:2fF:fede:7e48
Transmission Control Protocol, Src Port: 443, Dst Port: 44458, Seq: 15294, Ack: 821, Len: 31
~ Transport Layer Security
~ TLSv1.3 Record Layer: Applicaticn Data Protocol: httpz
Opaque Type: Application Data (23)
Version: TLS 1.2 (@x@383)
Length: 26
[Content Type: Application Data (23)]
Encrypted Application Data: 4dZee@3sf@25abfessefclieaabBBed’cfed2valstas2ell..
~ HyperText Transfer Protocel 2
Stream: DATA, Stream ID: 1, Length @
= Line-based text data: text/html (7 lines})
[truncated]<!doctype html:<html itemscope="" itemtype="http://schema.org/WebPage" lang="en":<head><meta content="Search the werld's informa
[truncated]</styler<stylezbody,td,a,p, .h{font-family:arial,sans-seriflbody{margin:@;overflow-y:scroll}#gog{padding: 3px 8px 8}td{line-height
if (liesg)}{document.f&&document.f.q.focus();document.gbgfii&document.gbgf.q.focus();}\n
Hn
[truncated]})();</script><div id="mngb"> <div id=gbars><nobr:<b class=gbl»Search</b> <a class=gbl href="https://www.google.com/imghp?hl=enkt
function F installcCss(c){}\n
s ; sanele




Conversation with Fortune 50 company architect telling him that browsers will
have pointer to DoH resolvers.

You mean that DNS could be resolved outside my enterprise?

So whoever that is that resolves my DNS sees the pattern and frequency
of what sites my company goes to?

® How do I change this?

#sf19us e UC Berkeley e June 8-13



(N DoH and House of Lords

Internet Encryption - Question foryou com/lori Pide

2019-05-14a.1492.3

- in the Houseof Lords at 2:53 pmion 14th May 2019.

ironess | NorNton shadas CyEr Lanl 53 mm. 14tk M3

To ask Her Majesty’s Government what assessment they have made of the
deployment of the Internet Engineering Task Force’s new “DNS over HTTPS”
protocol and its implications for the blocking of content by internet service

providers and the Internet Watch Foundation; and what steps they intend to

take in response.
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 Curl —doh-url https://1.1.1.1

https://www.google.com

« (1.1.1.1 = cloudflare, can use any public DoH
server)

#sf19us e UC Berkeley e June 8-13



M ootipcap
File Edit View o Caplure Analyze Stansbes  Telephony ‘Wireless Tools Help

& RE Q==

SFeEE

@

0 = W
& N

[ it gt == 1) B8 1y

85 1168.9482..,

1
11511e.5419.
123 118.9424..
124 118.9425.,
125118.9436..
126110.9435..
127 11@.9435..
128 11@.9435..
129 11@.9435..
130 11@.9458..
131 11@8.5458..
132 11@.9458..
133 11@.9458..
134 110.9474..
135 11@.9480..
136 11@.9481..
137 11@.9481..

144,202.109. 268

100 119.9410.. 144.202.189, 208

144.202.109.2€8

1.1

1.1

144.202.109.288

1.1
1.1

Jded
b % |

144.282.109. 288

1.1

edad

144 .282.109. 208

1.1

144,

1.3

144,
144,
¢ A i
144,
144,
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i 5 |
282
il 54
282
282
1:1
282
282

189,288

.1@9. 288
.189.288

.189.288
.189. 288

1.1
1.1
282,189,288
1.1
282,109,288
144.202.109.288
1.1.1.1
144.202.109.2088
1.1.1.1
144.2082.189. 288
1.1.1.1
144.282.189. 288
1.1.1:.1
1.1.1.1
144.202.18%. 288
P B B
i PR 0 e

TCP
TLSv1.3
TCP
TLSv1.3
TCP
TLSv1.3
TCp
TLSv1.3
TCP
TLSv1.3
TCP
TLSv1.3
TCP
TLSv1.3
TLSv1.3
TLSv1.3
TLSv1.3

55782 + 443 [ACK] Seq
Client Hello

55788 - 443 [ACK] Seq=1 Ack=1 Win=84256 Len=@

1 Ack=1 Wi

L1

4256 Len=8

Notice TLS1.3

443 -+ 55788 [ACK] Seg=1 Ack=518 Win=38728 Len=@

Client Hello

443 » 55702 [ACK] Seg=1 Ack=518 Win=38728 Len=8

Server Hello, Change Cipher Spec

55700 - 443 [ACK] Seq=518 Ack=1461 Win=64128 Len=e

Application Data

55700 + 443 [ACK] Seq=518 Ack=2746 Win=63360 Len=e

Server Hello, Change Cipher Spec

55782 = 443 [ACK] Seq=518 Ack=1461 Win=64128 Len=8

Application Data

55782 + 443 [ACK] Seq=518 Ack=2745 Win=53368 Len=0
Change Cipher Spec, Application Data
Application Data, Application Data

Application Data
Application Data

4=

Could this be DNS query?




Decrypted

Ml dongpcap

Fig Eoit View ©Go Caplee Anahyrs Steteics  Telephony Wislsss Toels Help

dm e ®E

B |{icp.part == 27} A& icp

o Totn

124118.5425.
12511e.943@..
126 118.9435..
127 11@.9435.
128118.9435.
129 118.9435..
138 110.5458..
131 11e.9458..
132 118.9458..
133 110.9458.,
134 110.9474.
135 11@.9488..
136 11@.9481...
137 112.9481..
138 118.9481..
139118.9482..
148 118.9485..
141 118.9485..
142 118.94B86..
143 118.9486..
144 118.9498.
145 118.9587..

‘T L L TR

Source

144,2082.189,268
1:3.1:1
1:3.1.1
144,2082.1689,268
1.1.1.1
144.2082.189.288
1.1.1.1
144.2082.189.288
F % [ |
144.202.109.208
144.3702.109.208
1.1.1.1
144 .202.1089.288
144.2@2.1099.288
144.2@2.189.288
144.282.189.288
144 .202.189.288
144.262.109.208
1.1.1.X
1.31.1:1
1.3}
144.2082.189.208

Deminatsan

1:1.1.1
144.202.189.268
144.282.189.288
b i 5% T |
144.2082.189. 2088
1.1.1.1
144.282.189.288
1.1.1.1
144.282.109.288
1.1.1.1

1.1.1.1
144,.362.185. 288
1.1.1.1

1.1.1.1

1.1.
1.1.

i

= |
. «1
1.1.1:.1
1.1:1.1
144.282.185.288
144.282.189.288
144.2082.189.288
e T it

Prutnenl
TL5v1.3
TCP
TL5v1.3
TCP
TLSV1.3
TCP
TLSv1.3
TCP
TLSv1.3
TCP
TLSv1.3
HTTP2
HTTPZ
HTTP2
HTTP2
HTTP2
HTTP2
DoH

TCP
HTTP2
TCP
TLSv1.3

Client Hello
443 » 55782 [ACK] S=g=1 Ack=518 Win=38728 Len=80
Server Hello, Change Cipher Spec

55708 + 443 [ACK] Seq=518 Ack=1461 Win=64128 Len=@ l
Encrypted Extensions, Certificate, Certificate Verify, Finished |
55700 + 443 [ACK] Seq=518 Ack=2746 Win=63360 Len=0

server Hello, Change Cipher Spec

Port 443 used

55782 + 443 [ACK] S=g=518 Ack=1461 Win=54128 Len=8
Encrypted Extensions, Certificate, Certificate Verify, Finished
55782 + 443 [ACK] Seq=518 Ack=2745 Win=63368 Len=8

Change Cipher Spec, Finished

SETTINGS[8], WINDOW UPDATE[®]
Magic

Notice HTTP/2 used.

SETTINGS[@]
WINDOW_UPDATE[@]
HEADERS[1]: POST /[
SETTINGS[@]
Standard guery @xeeee A www.google.com

DoH packet

443 + 55788 [ACK] Seq=3386 Ack=593 Win=38728 Len=@

SETTINGS[@]

443 » 55788 [ACK] Seq=3337 Ack=828 Win=38728 Len=8

Change Cipher Spec, Finished
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(N DoH Packet Decrypted

cahiprap

File Edt View Go Caplure Analyrze Stalislics Tel=phooy Weeless Tooli Help

im 8 RE GesETFLT Eaaay

DT T — - LR

[ . I-.~:- . it [FTITETITEY Prilni tifn -
141 110.9485.. 144.202.109.208 S o DoH Standard guery @x@eee A www.google.com

Frame 141: 117 bytes on wire (936 bits), 117 bytes captured (936 bits)
Ethernet II, Src: 56:908:02:0e:7e:48 (56:00:02:0e:7e:48), Dst: fe:08:02:8e:7e:40 (fe:00:82:08:7e:48)
Internet Protocol Version 4, Src: 144.202.169.208, Dst: 1.1.1.1
Transmission Control Protocol, Src Port: 55788, Dst Port: 443, Seq: B2B, Ack: 3386, Len: 63
Transport Layer Sscurity
~ HyperText Transfer Protocol 2
Stream: DATA, Stream ID: 1, Length 32
~ Domain MName System (query)
Transaction ID: exoeee
Flags: 8x@1ee Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
« Queries
~ wWww . google.com: type A, class IN
Name: wWww.google.com
[Mame Length: 14]
[Label Count: 3] DNS query to google.
Type: A (Host Address) (1)
Class: IN (@x@eel)
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DNS over TLS

* Dnsprivacy.org

» Being displaced by DoH? Probably.
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q sesich fiags Reset all to default

° Enable on Experiments
WIndOWS WARNING: EXPERIMENTAL FEATURES AHEAD! By enabling these features, you could lose |

* Lots of work
gO|ng On. Available Unavailable

* Lots of bugs in —
downloads! M) Eratie cxpemental QUG s suppot. = i Widows inax civamsos v TR
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What is it?

« New transport layer (equivalent to TCP and
UDP)

« New protocol to replace HTTP

 Originally from Google

#sf19us e UC Berkeley e June 8-13



The Internet hourglass

* 1998 version:

* IP on everything:
* Global addressing
* Maximize interoperability

Idea: Least common functionalities to maximize
the number of usable networks

Ethernet PPP...

copper fiber radio...

S. Deering, Watch the Waist of the Protocol Hourglass. Keynote,
From March 16, 201 7, EDCO IEEE ICNP 1998 and IETF 51, London, August 2001

QUIC Presentation: Simone Ferlin




The Internet hourglass

It took over 20 years to deploy IPv6
* Lots of innovation in the application layers
* The Internet grew a lot between these years...

e But only TCP or UDP as transport
* SCTP (RFC2960, 4960, ...), DCCP (RFC4340) — or SO ISR el

anything that is different did not get enough traction . e

S. Deering, Watch the Waist of the Protocol Hourglass. Keynote,
From March 16, 201 7, EDCO IEEE ICNP 1998 and IETF 51, London, August 2001

QUIC Presentation: Simone Ferlin




The Internet hourglass

2017 version:
« Still all over IP, but IPv4 and IPv6 \ Applications /

HTTP
* TCP is drowning out UDP \\ TLS //
* HTTP and TLS (HTTPS) are part of the transport TCP

* More than 50% of the Internet’s traffic is already HTTPS

Pws
Link \

B. Trammell and J. Hildebrand, “Evolving Transport in the Internet”,
IEEE Internet Computing, vol. 18, no. 5, pp. 60-64, Sept.-Oct. 2014.

From March 16, 2017, EDCO
QUIC Presentation: Simone Ferlin




Why?

Innovation is difficult in some places:
Applications

Q HTTP 4
N TS /

TP

va
Link \

B. Trammell and J. Hildebrand, “Evolving Transport in the Internet”,
IEEE Internet Computing, vol. 18, no. 5, pp. 60-64, Sept.-Oct. 2014.

From March 16, 2017, EDCO
QUIC Presentation: Simone Ferlin




Why?

Innovation is difficult in some places:
* Transport: Applications

* Application developers resort to known, wide

deployed protocols \\ l__lI_EP //
* OS (kernel) developers only implement a new

protocol, if it gives benefits requested by (many) TCP

others.

Pws
Link \

B. Trammell and J. Hildebrand, “Evolving Transport in the Internet”,

IEEE Internet Computing, vol. 18, no. 5, pp. 60-64, Sept.-Oct. 2014.

From March 16, 2017, EDCO
QUIC Presentation: Simone Ferlin




Why?

Innovation is difficult in some places:
* Transport: Applications

* Application developers resort to known, wide
deployed protocols \\ I__II_TL-IS-F //
* OS (kernel) developers only implement a new
protocol, if it gives benefits requested by (many) TCP
others.
* Network: (Pvé

* The Internet is already too large and involves too

many stakeholders on this layer (different goals, Link \
budget, etc.)

B. Trammell and J. Hildebrand, “Evolving Transport in the Internet”,

IEEE Internet Computing, vol. 18, no. 5, pp. 60-64, Sept.-Oct. 2014.

From March 16, 2017, EDCO
QUIC Presentation: Simone Ferlin




What happened?

* Transport:

* TCP evolves very slow. Middlebox

* MPTCP’s, an extension of TCP for multiple paths RFC6824, boom, zoo
largest work is dedicated to engineering - not innovation.

Slow
transport
evolution

Rise of
the web

Internet

ossification

L. Eggert, “QUIC — A New Internet Transport. Guest Talk
December, 141, 2017, RWTH Aachen, Germany.

From March 16, 2017, EDCO
QUIC Presentation: Simone Ferlin




What happened?

* Transport:

* TCP evolves very slow.

* MPTCP’s, an extension of TCP for multiple paths RFC6824,
largest work is dedicated to engineering - not innovation.

Middlebox
boom, zoo

Slow
transport
evolution

Rise of

 Network: the web

* Made assumptions about TCP (and other traffic) and

baking these inside TCP accelerators, FWs, NAT, etc. Internet
* Middlebox boom with IPv4 address exhaustion ossification

L. Eggert, “QUIC — A New Internet Transport. Guest Talk
December, 141, 2017, RWTH Aachen, Germany.

From March 16, 2017, EDCO
QUIC Presentation: Simone Ferlin




What happened?

* Transport:

* TCP evolves very slow.

* MPTCP’s, an extension of TCP for multiple paths RFC6824,
largest work is dedicated to engineering - not innovation.

* Network:

* Made assumptions about TCP (and other traffic) and
baking these inside TCP accelerators, FWs, NAT, etc.

* Middlebox boom with IPv4 address exhaustion

* The web happened (through these years of fights for changes)

e Amplified dominance with mobile web and cloud
* Almost all content is HTTP(S) based

Middlebox
boom, zoo

Slow
transport
evolution

Internet
ossification

L. Eggert, “QUIC — A New Internet Transport. Guest Talk
December, 141, 2017, RWTH Aachen, Germany.

Rise of
the web

From March 16, 2017, EDCO
QUIC Presentation: Simone Ferlin




Examples of ossification

Original: Now:

snd/rcv from/to anywhere anytime 3, Enforced directionality (middleboxes, FWs)

Many protocols on top of only IP Packets dropped unless TCP or UDP

E2E addressing . .

Network (NATs) rewrites options, e.g. ports
IP options to signal

Options not used or dropped, no wide support
Network is stateless

: . Network tracks entire connections, e.g. IDS/IPS
Data has meaning to applications only

Network rewrite and insert data

From March 16, 2017, EDCO

QUlC PresentatiOn' Simone Ferlin L. Eggert, “QUIC — A New Internet Transport. Guest Talk

December, 14th, 2017, RWTH Aachen, Germany.




Transport Protocols are not aging well

TCP
* New TCP must look like old TCP
* Multipath TCP was an engineering challenge

* TCP semantics is already complicated
* New TCP must look like old TCP

* TCP headers are not encrypted or even authenticated
* “TCP accelerators”

* TCP options space is limited and crowded

* TCP header 20B without options, max. of 60B with options, i.e. 40B for option space:
window scale (3), timestamp (10), MSS (4), SACK (2) MPTCP needs 12B

* Slow upgrade cycles
* Old machines with old kernels (high-risk, invasive)

From March 16, 2017, EDCO
QUIC Presentation: Simone Ferlin




End-to-end Principle

"Some of us who have been in the IETF for a long
time find that having smart endpoints and a dumb
network is the best architecture. This is the end-

to-end principle.”
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Unsustainable

« Others believe that the end-to-end principle
leads to an unsustainable trajectory to ever
more complex endpoints and network
functions.

« Middleboxes serve useful functions (load
balancers, firewalls, NAT, etc)

#sf19us e UC Berkeley e June 8-13



However, in those discussions, a related concern was identified; confusion between QUIC-the-transport-
protocol, and QUIC-the-HTTP-binding. I and others have seen a number of folks not closely involved in
this work conflating the two, even though they're now separate things.

®  To address this, I'd like to suggest that -- after coordination with the HTTP WG -- we rename our
the[sic] HTTP document to "HTTP/3", and using the final ALPN token "h3". Doing so clearly identifies it
as another binding of HTTP semantics to the wire protocol -- just as HTTP/2 did -- so people understand
its separation from QUIC.

®  Oct. 18, 2018: Mark Nottingham: co-chair QUIC WG
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.Gq.ulrpmnng
File Edit View Go Captore Analyre Statstice Telephony Wireless Tool  Help

dm = ® R QesEF8 S aaaf
M [{iprvtimadr == 2007-8800-4005:805::2004} i = “F Ercat
ra.. ] Tins Seurte ) hestingtmn Prataenl Il i
99 5.61.. 2687 : FBb2 :4005:885: : 2084 2601:642:c202:9550:5883:d610:bcld: 721b TLSv1.3 Server Hello, Change Cipher Spec
1..5.61.. 2607.:f8be:4205: 805 : 2904 2681:642:¢202:9550:50a3:d618:bcld: 721b TCP 443 - 54362 [ACK] 5eq=1221 Ack=518 Win=284]
; 1. 5.61., 2607 :Ff8b8:4005:805: : 2804 2601:642:c202:9550:58a3:d610:bcld: 721k TLSv1.3 Encrypted Extensions, Certificate, Certific
| 1.5.61. 2601:642:c202:9558:50a3:d610:bcld:721b 26087:f3b0:4085:8085: 2004 TCP 54362 + 443 [ACK] Seq=518 Ack=2441 Win=665f
1.5.64.. 2681:642:c202:9550:58a3:d618:bcld:721b 2687:T8b8:40885;865: 2884 TL5v1.3 Change Cipher Spec, Finished

lm5.54“.2591:642::292:9553:5953:d613:bc1d:?21b EEBT:FSbB:dﬂBS:BEE :2eed TLSv1.3 Change Cipher SPEE, F1n15hed

;2004 HTTP2  Magic, SETTIMﬁs[al, WINDOW UPDATE[B]

| L«S 554.2531 642:c2a2 9558 SGaS:dEAB-bcld:?ZIb 153? FBhB:dEﬂE:BBS:
1. 5.65. 2601:642:c2082:95508:58a3:d61@:bcld: 721b 2687 ;f8b0:48085:885: 12884 HTTP2 HEADERS[1]: GET /complete/search?client=chr
1.5.65. 2681:642:c202:9550:58a3:d618:bcld;721b 2607:f8b0:4005:805: 2884 HTTP2 HEADERS[3]: GET fasync/ddlj=zonfasync=ntp:l
: 1. 5.66.. 2687 :f8b2:4285:885: : 2884 2681:642:c202:9550:58a3:d61@:becld:721b TCP 443 + 54361 [ACK] Seq=2626 Ack=568 Win=284]
1. 5.66.. 2687 :f2be:40805:805: : 2004 2691:642:c202:9558:50a3:d610:bcld: 721b HTTP2 SETTINGS[@], WINDOW UPDATE[@]
1.5.66.. 26@1:642:c202:9550:58a3:d618:becld:721b 2607:f3b0:4805:805::2004 HTTR2 SETTINGS[@]

lmS.EE IEE? f8b0: 4335 8852804 2601:642:c202:9550:5853:d610:becld: 721b HTTP2 SETTINES[E], WINDOW_UPDATE[®]

:9550:58a83:d618:bcld: 721b 2687 :TEBbB:4805: EB5: : 2004

1 5.56,.269?.F3bﬂ EEE.BHS..ZﬂHd 26@1:642:c282:9558: 58a3:d618:

721b HTTP2 SETTINES[E]

10:bcld:721b TCP 443 + 54361 [ACK]

:¢202:9550:

. 2607 fBb@:4 12004

E. . : eq=
| 2.5.79.. 2601:642:c202:9550:50a3:d610:bcld:721b 2607:f3b2:48085:805: :2004 GQUIC @@ Client Hello, PKN: 1, CID: 925949598225281¢
2..5.70@.. 2607:f8b@:4885:8085: : 2084 2601:642:c282:9550:5023:d610:bcld:721b HTTP2 HEADERS[3]: 2@@ OK
2., 5.70., 2601:542:c202:9550:58a3:d610:becld: 721b 2687;:f8bP:4P05:805::2804 TCP 54361 + 443 [ACK] Seq=2879 Ack=35844 Win=65:
2..5.78. 2687 :f8be:4085: 805 : 2804 2681:642:c202:9550:50a3:d610:bcld:721b HTTP2 DATA[3]
2..5.78.. 2687:f8b@:4885:805: :2804 2681:642:c202:9558:58a3:d618:bcld:721b HTTP2 DATA[3] (application/json)
| 2..5.76.. 2687 : fBbE:4005: 885 : 2804 2601:642:c202:9550:50a3:d610:bcld: 721b HTTP2 PING[E]
| 2..5.70..2601:642:c202:9550:50a3:d61R:becld:721b 2687.T8b0:4005:885::2004 TCP 54361 + 443 [ACK] Seq=20872 Ack=3729 Win=65i
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2687 :
2681 :
2687 :
2681:
2687 :
2687 :
2687 ;
2681 :
2681 :
2687 :
:F8b@: 4885
2687 :
2687 :
2687:
2681:
2681 :
2681
2687 :
2687 :
2687
:F8b@: 4885 :

2687

2687

642:c202:9550:50a3 :d610: becld:
642:c202:9558:58a3:d618: bcld:
642:c282:9558:58a3:d618:bcld:
642:c202:9550;:58a3 :d618: beld:
f8be:4885; 885 : 2884

T8b2:4885:885: : 2984

642:c202:9550:58a3:d618: beld:

fabe:48a5:885; 2004

642:c202:9550:58a3:d618:beld:

fBbe:4005:805; : 2004
f8be:4985:885; ; 2804
TEb@:4885: 885 : 2604

642:c202:9558:58a83 :d618:bcld:
642:c282:9558:50a3:d618:bcld:

fEbB: 4865 :885: : 28684
885: :2884
805 ;2864
B85 : 2884

885 : 2884

f8b8: 4805
fEBhe: 4885
f8b8:4085;

642:c282:9558:50a3 d61@:bcld:
642:c202:9550:50a3 :d61€ :bcld:
642:c202:95508:58a3:d61@:bcld:

f8b8:4605:885: : 2884
fEbe:48085:8085: : 2004
fBb8:4685:885: : 2884
885: : 2884

Tools Helg

721b
721b
721b
721b

721b

721b

721b
721b

721b
721b
721b

CleRt i

2687 :fEb8:4885: 885
2687 : f8ba: 4885 : 885
26087 :FEbS: 48685: 885
2687 :fEba: 4885 885

2681:642:c282:9550:
2601:642:c202:9558:
2687 :FfEbB: 4985 885
2681:642:c282:9558;
2687 : fEbO . 4065 : 865
2681:542:c282:9558:
2601:642;c282:9558:;
26@1:642:c202:9558:
26087 :F8bE:4205:885:
2687 :TB8bR:4885:885:
2681:842:c282:9558:
2601:642:c282:9558:
2601:642:c202:9558:
2681:642:c282:9558:
2601:642:c282:9558:
2687 :TBbR:4085: 885
2687 :f8be:4005:885:
2687 :f8b6 ;4085 BA5:
c282:955@:
Cc2e2:9558:
1C282:9558:
tc2@2:9558:

2601:642:
2601:642
26@1:642
2601:642

L2084
;2084
: 12804
1:28e4

12884

: 2884

1 2eaq
:2eed

;28ed
12084
12984

S5@ai:dele:
ERadi:dele:

S5@ad:dele:

50a3:d618:
S@a3:dele:
S@a3.d&la;

GRa3.d6ld:
S@ad:dele:
S8al:dela:
5@a3.d6l8;
S@ad:dele:

58a3:d618:
S58ad:d6la:
S58al:deld;
S@a3:dEla:

Protgoad
TCP
GQUIC
HTTP2
HTTP2
bcld:721b GQUIC
bcld:721b GQUIC
GQUIC
TCP
GQUIC
beld:721b GQUIC
bcld:721b GQUIC
becld:721b GQUIC
GQUIC
GQUIC
TCP
HTTP2
HTTP2
HTTP2
HTTRP2
TCP
TCP
HTTP2
TCP
HTTP2
TLSv1.3
TLSw1.3

bcld:721b

bcld:721b
bcld:721b
bcld:721b
beld:721b
bcld:721b

becld:721b
bcld:721b
becid:721b
bclid:721b

infs
54381 + 443 [ACK] Seg=2118 Ack=4223 Win=6&:
Client Hello, PEN: 2, CID: 925949598225281:
HEADERS[5]: GET /async/newtab ogb?hl=en-US!
HEADERS[7]: GET /async/newtab_promos
Rejection, PKN: 1, CID: 925949598225281496!
Payload (Encrypted), PKEN; 2, CID; 92554959(
Payload (Encrypted), PKN: 3, CID; 9255435%(
443 » 54361 [ACK] Seq=4223 Ack=2212 Win=31
Client Hello, PKN: 4, CID: 925948598225281
Payload (Encrypted), PKN: 3, CID: 92594359
Payload (Encrypted), PKN: 4

Payload (Encrypted), PEN: 5

Payload (Encrypted), PKN: 5, CID: 9259495%
Payload (Encrypted), PKN: &, CID: 92594953
443 + 54361 [ACK] Seq=4223 Ack=2290 Win=31
HEADERS[7]: 28@ OK

DATA[Y]

DATA[7] (application/json)

PING[@]

54351 + 443 [ACK] Seq=2298 Ack=4437 Win=66i
54361 + 443 [ACK] Seq=229@ Ack=4567 Win=6&{
PING[@]

443 + 54361 [ACK] Seq=4567 Ack=2329 Win=31;
HEADERS[5]: 2ee oK

[TLS segment of & reassembled PDU]

[TLS segment of a reassembled PDU]



TLS1.3 and GQUIC packets interspersed

GQUIC packets not decrypted

TLS1.3 decrypted

Same two endpoints

#sf19us e UC Berkeley e June 8-13



[Docs] [ixtlpdf) [draft-ietf-ipom...] [Tracker] [Diff1] [Diff2] [IPR]
PROPOSED STANDARD

M. Elkins
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R. Hamilton

Chemical Abstracts Service
M. Ackermann

BCBS Michigan

September 2817

Internet Engineering Task Force (IETF)
Request for Comments: 8258

Category: Standards Track

ISSH: 2879-1721

IPvE Performance and Diagnostic Metrics (PDM) Destination Option

Abstract

To assess performance problems, this document describes optional
headers embedded in each packet that provide sequence pnumbers and
timing information as a basis for measurements. Such measurements
may be interpreted in real time or after the fact. This document
specifies the Performance and Diagnostic Metrics (PDM) Destination
Options header. The field limits, calculations, and usage in
measurement of POM are included in this document.

Status of This Memo
This is an Internet Standards Track document.
This document is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has

received public review and has been approved for publication by the
Internet Engineering Steering Group (IESG). Further information on

3erkeley ¢ June 8-13

Standards track RFC
IETF consensus document

Implemented in FreeBSD
(proprietary)

Why?

Presentation from IETF
follows




Next Header Next Header Header Name Description

(Hex) (Decimal)

0 0 Hop-by-Hop Options For all devices on the path

2B 43 Routing 0 — Source Routing (deprecated) 2-—
Mobile IPv6

2C 44 Fragment Only when packet is fragmented

32 50 Encapsulated Security IPSec encrypted data

Payload (ESP)

33 51 Authentication Header (AH) IPSec authentication

3C 60 Destination Options http://www.iana.org/assignments/ipv6-
parameters/ipv6-parameters.xml (Mobile
IP, etc)
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 Destination _Is
Options: for end _w.-

nost ' =

M-
=
Destination
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IPID FIELD IN IPv4 - BACKGROUND %)

> IPID: Internet Protocol Identification. Provides a unique
identifying number for a given IP Packet within a flow.

» Sometimes called Datagram number.

> USAGE/VALUE

» Enable Fragmentation.

» Packet sequencing at end points (Edge Networks).

» Diagnostics! Logically associate packets across complex
network situations.

> IPID is frequently used in IPv4 troubleshooting for the
purposes of “watermarking” the packets to correlate them in
different troubleshooting scenarios. The implementations are
such that the IPID is infrequently changed by middle boxes
even if the content is.



IPID FIELD IN IPv6 — CURRENT STATE

 IMPLEMENTED IN FRAGMENT HEADER
EXTENSION (TYPE 44).

> LOCATION:
> 32 bit field at offset 4 in FHE.

> ISSUES:
» Only used if fragmentation required!

> IPID not always available to facilitate
network diagnostics!



Why We Need It

* Provides recognition of sequencing and duplication of packets

— TCP SEQ / ACK (retransmissions, duplication: true and false)
— UDP - no sequence number

— ICMP - need to see sequence number in embedded packet
— Across multiple trace points

— It’s not going to get any easier.



() Added Response Time

« As we progressed, we could see that end-to-
end response time as well as breakout of server
and network time was missing!

« Also, if we add that, we could get support from
IP Performance Metrics (IPPM) Working Group
at the IETF

#sf19us e UC Berkeley e June 8-13



IPPM Considerations for the IPv6 PDM
Destination Option

Nalini Elkins — Inside Products, Inc.
IETF91



We propose:

Requirement Solution
‘Implementation of
 |In basic IP ﬁxis;tjing %xtension
eader: Destination
transport Options Header
(DOH)
« Undisturbed -Performance and
. Diagnostic Metrics
by middle (PDM) DOH

systems




PDM

Performance and Diagnostic Metrics Destination Option (PDM)
contains the following fields: (by 5-tuple)

PSNTP  : Packet Sequence Number This Packet
PSNLR : Packet Sequence Number Last Received
DELTALR : Delta Last Received

DELTALS : Delta Last Sent

TIMEBASE : Base timer unit

SCALEDL : Scale for Delta Last Received
SCALEDS : Scale for Delta Last Sent



PDM Timing

* No time synchronization needed

* All times are in relation to self



Start Flow

 Packet 1 is sent from Host A to Host B.
The time for Host A is 10:00AM.

* The time and packet sequence number
are saved by Host A internally. The
packet sequence number and delta times
are sent in the packet.



Packet 1

Packet 1

PDM Contents:

PSNTP : Packet Sequence Number This Packet: 25
PSNLR : Packet Sequence Number Last Received: -
DELTALR : Delta Last Received: -
DELTALS : Delta Last Sent: -



Keep in Host A

* Internally, within the sender, Host A, it must
keep:

« Packet Seq. Number of last packet sent: 25
* Time the last packet was sent: 10:00:00



Keep in Host B

Packet 1 is received at Host B. Its time is set to
one hour later than Host A. In this case, 11:00AM

Internally, within the receiver, Host B, it must note:

Packet Seq. Number of last packet received: 25
Time the last packet was received : 11:00:03



Server Delay

Host B processes packet 1 and creates a
response (packet 2).

Packet 2 is sent by Host B to Host A.
This is the time taken by Host B or Server Delay

Server Delay = Sending time (packet 2) - receive
time (packet 1)



DeltaLR

* \We will call the result of this calculation: Delta
Last Received

« DELTALR = Sending time (packet 2) - receive
time (packet 1)

* Note, both sending time and receive time are
saved internally in Host B. They do not travel in
the packet. Only the Delta is in the packet.



Host B Stats

Within Host B is the following:

Packet Sequence Number of the last packet received: 25

Time the last packet was received: 11:00:03
Packet Sequence Number of this packet: 12
Time this packet is being sent: 11:00:07

DELTALR =4 seconds (11:00:07 - 11:00:03)
DELTALR is Server Delay.



Packet 2

Packet 2 ﬂ
~o

._ b o4
A ),

PDM Contents: el /
PSNTP : Packet Sequence Number This Packet: 12
PSNLR : Packet Sequence Number Last Received: 25
DELTALR : Delta Last Received: 4 seconds

DELTALS : Delta lLast Sent: -



Metrics Needed

 The metrics left to be calculated are end-
to-end time and round-trip delay (network
time).

 This will be calculated by Host A when it
receives Packet 2.



Packet 2 Received

Packet 2 is received at Host A. Remember, its time is set to
one hour earlier than Host B. Internally, it must note:

Packet Sequence Number of the last packet received: 12
Time the last packet was received . 10:00:12

Note, this timestamp is in Host A time. It has nothing
whatsoever to do with Host B time.



End-to-End Time

Now, Host A can calculate total end-to-end time.
End-to-End Time = Time Last Received - Time Last Sent

Packet 1 was sent by Host A at 10:00:00. Packet 2 was received
by Host A at 10:00:12

End-to-End time = 10:00:12 - 10:00:00 or 12

This metric we will call DELTALS or Delta Last Sent



Network TIme

* We can now also calculate round trip delay
(network time). The formula is:

* Round trip delay = DELTALS - DELTALR
« Or: End-to-end time — Server Delay

 Round trip delay =12-4o0r 8



How to Communicate?

* Now, the only problem is that at this point
all metrics are in Host A only and not
exposed in a packet.

* To do that, we need a third packet.



Packet 3

Packet 3

PDM Contents:

PSNTP : Packet Sequence Number This Packet: 26
PSNLR : Packet Sequence Number Last Received: 12
DELTALR : Delta Last Received: 0

DELTALS : Delta Last Sent: 12 seconds



Questions from IETF91
(Answered in IETF 92: See Appendix)

1. Does PDM have enough variables to actually diagnose
problems?

2. Are all PDM fields necessary?

3. Why is the proposal for an IPv6 extension header rather
than a TCP option? Only TCP is important.

4. Does PDM create too much overhead?

5. Will PDM work for complex apps not just simple
applications with one send and one receive?



Ml pAmT2NS-02 peap

i §

Tefia

Echo {ping)
Echo (ping)
Echo (ping)
Echo (ping)
Echo (ping)
Echo (ping)
Eche (ping)
Echo (ping)

request id=8x@357, seq=@, hop limit=e4 (reply
reply id=8x@367, seq=@, hop limit=84 (request
request id=0x8367, seg=1, hop limit=64 (reply
reply id=8x@367, seg=1, hop limit=64 (request
request id=@xe3s67, seq=2, hop limit=64 (reply
reply id=0x@367, seq=2, hop limit=64 (request
request id=2x@3567, seq=3, hop limit=64 (reply
reply id=8x2367, seqg=3, hop limit=64 (request

file Edit View Go Caplure Analyge Szafistics Telephany ‘Wireless Tools  Help
dm @ RE Qe B§F ST qaq
¥ -
ke Tima Souna s AOTN Frogooel
- le.090808 ::1 i ICMPYVE
t 2e.eege3z 1 e | ICMPYE
11.818826 ::1 s b ICMPvE
41.818855 ::1 w1l ICMPYE
52.848797 ::1 4y ICMPVE
62.848823 ::1 - 8 ICMPvE
73.188733 i:1 Hi § ICHMPYE
B3.188821 ::1 11 ICMPVE
Frame 1: 76 bytes on wire (688 bits), 76 bytes captured (688 bits)
Mull/Loopback
« Internet Protocol Version 6, Src: ::1, Dst:
€110 .... = version: &
sess OOBO BB ..ii saas sees .

Payload Length: 32

Mext Header: Destination Options for IPvE (68)

Hop Limit: &4
Source: ::1
Destination:

111

« Destination Options for IPve
Next Header: ICMPvE (58)

Length: 1

G

.o = Traffic Class: 8xee (DSCP:; CS@, ECMN: Not-ECT)

cess sess sa.. OPBE 00P9 OG0 0220 9902 = Flow Label: @x@2089

in
in
in
in
in
in
in

2)
1)
4)
3)
&)
5)
)
7)
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Hex Value 1 E:":rh':ld:il Description T Reference 1
Destination Options and Hop-by-Hop Options 00 00 0 00000  Padi PV
Ol a0 00001 PadM [IPVE]
a2 11 0 0000 Jumba Payload [BECHTE]
Registration Procedure(s) G o DO011  REL Option [RFCAEST]
IESG Approval, IETF Review or Standards Action Oxil2 om0 DOTOD Tunnel Encapsaudation Lamit [REC2473]
Reference 005 [+ 00101 Roaster Alert [HECIT11]
[RECH2C0IIRFC2780] 0n26 gt D00 Cuick-Star IBECATEIRFT Errata 2034]
MNote DT 0g 0 00111 CALIPSO [RECS5T)
~ w08 o 0 01000 SME_DOPD [RFCEa21]
From [REC2388] IPVE I:."pti'gn Types are Ejhit E-alues._,_ Oxed — 01001 Homa Address IRFC5ZT5]
structured as three subfields, are defined in Section 4.2 of OBl 0 0 01010 Endpoint ldentification (DEFRECATED) ([[CHARLES LYNN[|
[RECB288]. O 10 0 0111 ILWP Nonce (BFCET4d]
Ol w0 o10a Line-ldemtificabon Cipbon il
Each distinct 8-bit Option Type identifies a different option, i.e., the OxAD o1 0 01104 Deprecated 1
high-order 3 bits are considered part of the option identification. OxBED M 9 1101 MPL Option
However, it is recommended that Option Types be assigned with distinct OMEE "1 1110 IP_DFF
values in the "rest” subfield, until amd unless that 5-bit space becomes OnelIF 0o o o111 Performance and Diagnostic Metrics (POM)
full. 10000:11101  Unassgned

Available Formats

CSsy

https://www.iana.org/assignments/ipv6-parameters/ipvbe-parameters.xhtml#ipvb-parameters-2
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PDM Destination Option

Frame 1; 76 bytes on wire (688 bits), 76 bytes captured (e@8 bits)

Wull/Loopback
« Internet Protocol Version 6, Sec: ::1, Dst: ::1
8110 .... = Version: &
cese DBOD PPBB ... ceue suse wees saas = Traffic Class: @x0@ (DSCP: €S8, ECN: MNot-ECT)

R R R G000 POOE GEPY PEBR 2Eee = Flow Label: exeesgs
Payload Length: 32
Mext Header: Destination Options for IPvE (68)
Hop Limit: &4
Source: ::1
Destination: ::1
~ Destination Options for IPvE
MNext Header: ICMPvE (58)
Length: 1
[Length: 16 bytes]
« Performance and Diagnostic Metrics
Type: Performance and Diagnostic Metrics (@xef) _
Length: 18
Scale DTLR: @
Scale DTLS: @
PSN This Packet: 7815
PSN Last Received: @
Delta Time Last Received: @
pDelta Time Last Sent: @
Padn
Internet Control Messape Protocol ve
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PDM Layout

Performance and Diagnostic Metrics Destination Option (PDM)
contains the following fields: (by 5-tuple)

® PSNTP : Packet Sequence Number This Packet

® PSNLR : Packet Sequence Number Last Received
® DELTALR : Delta Last Received

® DELTALS : Delta Last Sent

® SCALEDL : Scale for Delta Last Received

® SCALEDS : Scale for Delta Last Sent
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‘ pdmFTPoLaopbaci poap = (i }
e Et View Go Caplure Analyze Sbdbos  Telephony ‘Wirsless Tool
& RE ] ET 4. E aaay
[W g orport == 36797 ) ] Surpsion

Tina

1317.613193

1

Protniod Fall Tres Puchat

15168 36797

35?97 -+ 21 [A'CK] Seq=1 a'-"u.'_k‘l th‘BlﬁHB LEI"I"B T5v31=194343?521 TSECI“=124

S | 2
1517.728514 ::1 HE - B TCP 151659 36797 36757 + 21 [A g=1 Ack=61 Win=B1688 Len=@ TSval=1248487628 TSecr=12
16 26.583098 ::1 S FTP 15178 36797 Request: USER
18 26.6B4255 111 1 TCP 15171 36797 36797 » 21 [ACK] Seq=11 Ack=93 Win=81588 Len=@ TSval=1848496592 TSecr=1
19 38.584551 ::1 T FTP 15172 36797 Request: PASS
21 38.598984 ::1 it | FTP 15173 36797 Reguest: SYST
23 38.599452 ::1 -p s FTP 15174 36797 Request: FEAT
26:38.599757 ::1 H & TCP 15175 36797 36797 -+ 21 [ACK] Seq=33 Ack=223 Win=81536 Len=@ TSval=184B58@587 TSecr=
27 38.600225 ::1 - FTP 15176 36797 Request: PWD
29 38.7e6258 111 Hi TCP 15177 36797 36797 = 21 [A.CK] Seq=38 Ack=266 Win=81608 Len=0 TSval=10485@88614 TSecr=
38 33.383974 :: i FTP 15178 36797 Request: EPSY
3533.385589 ::1 i - FTP 15179 36797 Request: LIST
3933.318522 1:1 s & TCR 15188 36797 36797 + 21 [ACK] Seg=58 Ack=393 Win=81536 Len=8 TSval=1848503224 TSecr=
44 38,838260 1:1 i FTP 15181 36737 Requast: QUIT

5

d-?' 35 539613 :

15182 35 ?9?

35?‘:'!'.? + 21 [A.EK] SEq 56 Ack=488 Hln—ﬂ-lﬁﬁﬂ LEI‘I @ TS'u'EIl 134353?94? TSEEP-]
=y " = e e % ¥ ! ! - r 5

Source Port: 36797
Destination Port: 21
[Stream index: @)
TCP Segment Len: @
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‘ pdmFTPialoopbackpcap = (m |

File Edit View ©Go Capluie Analyre Sisisies Telsghony Wieless Toaols Halp

im @ BB Qeas@id EHagan
Vipagen—=8 _ . - B _ B | Equesson
Fiin Timig Seunie HEE LT Profecs] P Thin Paciuet Souree Prel mfa

1417.615981 ::1 e FTP 360 21 Response: 228 PDMFreeBsSDSingapore FTP server (Version 6.88LS) ready.
17 26.584893 ::1 i | FTP 361 21 Response: 331 Password required for pdm.

20 38.598677 i1 i | FTP 362 21 Response: 238 User pdm logged in.

22:38.599177 111 e | FTP 363 21 Response: 215 UNIX Type:!: L8 Version: BSD-199586

24 3@.599676 1:1 i | FTP 364 21 Response: 211- Extensions supported:

25 38.599715 ::1 3l FTP 365 21 Response: MDTM

28 39.608344 ::1 it | FTP ‘ 366 21 Response: 257 “/fusr/home/pdm" is current directory.

31 33.384437 ::1 i FTP 367 21 Response: 229 Entering Extended Passive Mode (| |]59198))

36 33.3687596 ::1 il | FTP 368 21 Response: 15@ Opening ASCII mode data connection for '/bin/ls'
38 33.316483 ::1 i & FTp 369 21 Response: 226 Transfer complete.

45 iﬂ 533513 i

i FTP 37821 Respunse 221 Gnﬂdbye

.- ' L —_— ) __‘_—.- =4 __-.1 - | ' ] | K o £
-ﬂ-g 33 339213 rf fr | TCP 37221 21 + 35?9? [ACK] SEq—dEB ﬁ.ck 5? Win= Blﬁﬂﬂ LEE‘I @ TSUal 124353351? TS5ecr=]

Frame 12: 18@ bytes on wire (B@@ bits), 1@ bytes captured (882 bits)
Null/Loopback
Internet Erntucql Uer;iun 6, Src: ::1, Dst: 111
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Ml oemjuneD7-03-55H-P0M-BolWays.poap - a

File Eda View Go Caplre Analyze Staisbics 1n’epl1|:|nu ‘Wireless: Toals Helg

d B 2 AT Qe =F S = RS M
¥ |irp.ercport = 12 g = | Expresms
[ L SRR Dt Froncol P Thin Parks  Souns ﬁm.‘

£3.72350]1 2001:19F0:5401:2cf4:5400:2FF: felB:eefb 2001:190:5481:569:5400: 2ff: felB:dbdf  SSHv2 51435 T Server: Protocol (SSH-2.8

83.725120 2001:159f0:5481:2cf4:5400:2ff:felB:eefb 2801:19F8:5401:5b9:5408:2ff: fell: dbdf SSHv2 61487 22 Server: Key Exchange Init
123.732362 2001:19f0:5401:2cf4:5400:2ff:felB:eefb 2001:190:5401.5b9:5400:2fF:fell8:dbdf S5Hv2 61488 22 Server: Elliptic Curve Di
13 5.978BB8 2081:19f9:5481:2cF4:5480: 2Ff:felB:eafh 2e81:190:5481:5b9:5488: 21 : fell: dbdf TCP »EMEE 22 22 + 39535 [ACK] Seq=1443
155.971391 2001:19f0:5481:2cf4:5400:2ff: felB:eefb 2001:19f0:5401:5b9:5488:2fFf; fell: dbdf 55Hv2 5149@ 22 Server: Encrypted packet
17 6.877869 2001:15¥@:54@1:2cf4:5400:2FF:TelB:eefb 2801:1916;5481:5b9:5408: 21f;TelB: dbdt TCP 61451 22 22 + 39535 [ACK] Seq=1487
186.391451 2001:19f0:5401:2cf4:5400:2ff:felB:eefb 2801:19f0:5401:5b9:5408:2Ff: feld: dbdf SSHv2 61492 22 Server: Encrypted packet
28 6.402328 2001:19F@:5491;:2cf4:5480:2ff:felf:eefb 2801:19F0:5481:5b9:54080:2Ff:feld: dbdf SSHv2 61493 22 Server: Encrypted packet
25 18.553858 2001:19¥9:5481:2cF4:5480: 2Fff: felB:eefh  2001:19f0:5481:5b9:5400: 2Ff: fell: dbdf 55Hv2 61494 22 Server: Encrypted packet
27 18.555114 2801:19f@:5401:2cF4:5480: 2ff:felld:eefb  2001:19f0:5401:5b9:5480:2Ff: feld:dbdf SSHv2 61495 22 Server: Encrypted packet
29 18.556233 2001:19+0:5481:2cF4:5488: 2ff:felB:eefb 2081:19f0:5481:5b9:5408: 2ff:felB:dbdf 55Hv2 61496 22 Server: Encrypted packet
3110.660192 2001:19F@:5401:2cf4:5488: 2ff: felB:eefb  2001:19f0:5401:5b9:54e@:2FFf:felf:dbdf S5Hv2 61497 22 Server: Encrypted packet
33 18.661750 2081:19F0:5401: 2cfa:5408:2FfF:felB:eefb 2881:1970:5481:5b9:54@8: 2Ff: feld:dbdf 55Hv2 61498 22 Server: Encrypted packet
34 19.663759 2801:19f0:5481:2cF4:5400: 2ff: felB:eefb  2001:19f0:5401:5b9:5480:2FF: fell: dbdf SSHu2 614599 22 Server: Encrypted packet
36 18.665957 2801:19F8:5481:2cf4:5408: 2FF:feld:eefb 2891:19f9:5481:5b9:5408: 2ff:felf dbdf S55Hv2 61588 22 Server: Encrypted packet
39 16.823873 2801:190:5481:2c4:5400: 2fF: felBieefb 2001:19f0:5401:5b9:5400:2FF:Ffelf:dbdf SSHv2 61581 22 Server: Encrypted packet
42 16.968961 2881:19¥0:5481:2ct4:5488: 2fF:felB:eefh 2881:1978:5481:5b69:548@: 2Ff: felk:dbdf S5Hv2 6156222 Server: Encrypted packet
4517.818947 2001:19F8:5401:2cF4:5400: 2fF:felB:eefh  20801:19f0:5481:5b9:5480:2FF:felf:dbdf SSHv2 61583 22 Server; Encrypted packet
46 17.812528 2001;:159F0:5491:2cf4:5400;: 2Ff:feld8:eefb  28001;19f8:5481:5b9 ;5480 ;: 2FF: felld:dbdf S5Hv2 61504 22 Server: Encrypted packet
47 17.B12672 20081:19F8:5481:2c4:5408: 2Ff: felB:eefb 2001:19f0:5401:5b9:5488:2FF: fell:dbdf 55Hv2 61585 22 Server; Encrypted packet

5123.333735 2001:19f9;5401: 2cf4:5480: 2FF; 'FElB eefh EBBI:IBFE c4el: 5h9 54HH:EF'F:'FelB:dhd'F S5Hv2 61586 22 Server: Encrypted packet
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4 3.715863
53.715388
¥3.723927
93.727324
11 3.83859%0
125.865109
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16 5.5971667
19 6,391986
21 6.588686
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2081:
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2e8l:
2881:

2881:
2881:
2881 :
28al:
24 18.544339 281:
26 18.554459 28891 :
28 19.555755 20e1:
38 1e.668142 2081 :
32 198.660661 2681:
35 18.663960 2881:
37 18.766893 2881:
38 16.823628 2841:
48 16.5938580 2891:
41 16.96@719 2881:
43 17 .867619 2681:
44 17.81@761 2881:
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2fF:fmlB:
2ff:fels:
2ff:felB:
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dbdf
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dbdf
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dbdf
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i
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fels:
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felB:
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falB:
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falB:
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eefb
safh
gefhb
gefh
eefth
gefhb
eefhb
eath
eefh
eefb
eefh
eefh
sefb
sath
eefb
eefb
eafh
eefb
eefb
eeTh
eefh
eefh

TCP
SSHw2
SS5Hw2
SSHv2
TCP
55Hv2
S5SHw2
SSHv2
SSHv2
TCP
55Hv2
SSHw2
S5Hv2
TCP
S5Hv2
TCP
TCP
S5Hv2
TCP
55Hw2
TCP
S55Hw2

3529 39535
3639 39535
3631 39535
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3633 39535
3634 38535
3635 39535
3636 39535
383739535
3638 39535
3639 39535
3648 39535
3641 38535
3642 39535
3643 39535
3644 39535
3645 39535
3646 39535
3647 39535
3648 39535
3649 38535
3658 38535

39535 =+
Client:
Client:
Client:
359535 =+
Client:
Client:
Client:
Client:
39535
Client:
Client:
Client:
38535 =«
Client:
359535 »
39535 -+
Client:
39535 =«
Client:
39535 =
Client:

22 [ACK] Seg=1l Acl
Protocol (SSH-2.8-
Key Exchange Init
Elliptiec Curve Di:
22 [ACK] Seq=1423
New Keys
Encrypted packet
Encrypted packet
Encrypted packet
22 [ACK] Seg=1627
Encrypted packet
Encrypted packet
Encrypted packet
22 [ACK] Seg=19@7
Encrypted packst
22 [ACK] Seq=2275
22 [ACK] Seq=2275
Encrypted packet
22 [ACK] Seg=2311
Encrypted packet
22 [ACK] Seq=2347
Encrypted packet |
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Frame 2: 118 bytes on wire (B88@ bits), 118 bytes captured (888 bits) t
Ethernet II, Src: fe:90:02:18:ee:fb (f=:00:82:18:ee:fb), Dst: 56:80:02:18:ee:fb (56:00:82:18:e8:fh) TCP SYN Packet
= Internet Protocol Version 6, Src: 2081:19f8:5481:5b9:54080:2ff:fel8:dbdf, Dst: 28081:19F0;5481:2cf4:5408;2Ff:feld:eefb

elie .... = Version: 6
. OBOE BEBD . ... .ii. s o e Traffic Class: @xe@ (DSCP: CS58, ECN: MNot-ECT)
e . B2ll elel eale 188l 1111 Flow Label: @8x3529f
Payload Length: 56
Next Header: Destination Options for IPve (68)
Hop Limit: 61
Source: 20801:19F8:5401:5b9:5400:2Ff:felB:dbdf
Destinetion: 2801:19f8:5401:2cf4:5400:2FF:F
~ Destination Options for IPvE
Next Header: TCP (&)
Length: 1
[Length: 16 bytes]
« Performance and Diagnostic Metrics
Type: Performance and Diagnostic Metrics (8x@f)

Length: 1@

Scale DTLR: @ . TTRT

Seuta DS & AI_I f|elds initialized to zero.
PSN This Packet: 3628 Initial PSN set.

PSH Last Received: @
Delta Time Last Received: @
Delta Time Last Sent: @
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In Next Packet

Frame 3: 112 bytes on wire (880 bits), 118 bytes captured (888 bits) t
Ethernet II, Src: S56:9@:82:1B:ee:fb (56:08:82:18:ee:fb), Dst: fe:88:82:18:ee:fb (fe:00:92:18:ee:fh)
|~ Internet Protocol Version 6, Src: 2881:19f8:5481:2cf4:540@:2FF:felB eefb, Dst: 2001:19F0:5401:5b%9:5488:2FF:feld:dbdf TCP SYN'
@118 .... = Version: 6 ACK Packet
. BBRE BBBY ... .... sias oeien ... = Traffic Class: @xel (DSCP: CS@, ECN: ECT(1})

,,,,,,,, .... D212 8110 1801 8801 8181 = Flow Label; 8x26915
Payload Length: 56
Next Header: Destination Options for IPvGE (68)
Hop Limit: 64
Source: 2001:19f9:5481:2cf4:5488:2ff:feld:eefb
Destination: 2881:19F9:5481:5b9:54608:2ff: fell ;dbdf
~ Destination Options for IPvE

Hext Header: TCP (&)

Length: 1

[Length: 16 bytes]
« Performance and Diagnostic Metrics

Type: Performance and Diagnostic Metrics (@xef)

Length: 10 Time difference
le DTLR: 3 . .
221: mts; : from when packet | Application
PSN This Packet: 61485 dmmmm 3628 was received | processing time

PSN Last Received: 3628 (uu=m t h ket
Delts Time Last Received: 33210 ¢mmmm | \What is that Delta time? | {© WNhe€n packe

Dalta Time Last Sent: @ 61425 is sent.

~ PadN
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:198.
19fa:
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19F8;
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19f@;
19f@;
igf@:
19f@:
15fe:
19F8:;

Analyze Sintistics Telephony Wireless  Tools

5481

5481
12cf4:5480: 2FF: felB:eefb
54@1:
:5b9:5488: 2ff:felB:dbdf
5481:
54@1:
5481:
5481:
5481 :
54@1;
5481:
5481 :
5481:
5481:
5481:
19fe:5481:
GER:RART -

5481

5481

5481:
5481:
54@1:
54e1:
+2cfd 5488 2FF:felB:eefb

Help
= Mo Rl

5h9:5488: 2fF: feld:dbdf
5b9:5488: 2FfF: feld:dbdf
2cfd:5400: 2Ff;: feli;eefb
5b9:5488: 2ff: feld:dbdf

S5b9;:5400;2fF: feld: dbdf
Eh9: 5480 2FfF: fel8:dbdf

2cfd:5400:2FfF: feld:eefb
5b9:548@:2FF:fell:dbdf
2cfd:5488:2FF: fel8 eefb
Sb9:5408:2FF: feld : dbdf
2¢cT4:5488:2FF: fal8 eefb
2cfd ;5488 :2FF: felB;eefb
5b9:5480;2FfF: felsd dbdf
2cf4:5488: 2FFf;: falB:eafb
Sb9:5400;27f:fell :dbdf
5b9:5480:2Ff: fels:dbdf
2ct4:5488: 2FF: felB:eefb

S5b9:5488;: 2ff:felB:dbdf
Frfd RARR + IEF ETR caFh
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61487 3631 Sarver: K packets 1
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3636 614598 Client: Encrypted packet
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/1445 ARAA Cervar: Farrunted marckat
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Observations on the Dropping of Packets
with IPwE Extension Headers in the Real Morld

fAbstract

This document presents real-world data regarding the extent to which
packets with IPvE Extension Headers (EHs) are dropped in the Internet
{as originally measured in August 2814 and later in June 2815, with
similar results) and where in the network such dropping occurs. The
aforementioned results serve as a problem statement that is ewxpescted
to tripgger operational advice on the filtering of IPw6 packets
carrying IPvA EHs so that the situation improves over time. This
document also explains how the results were gbtained, such that the
corresponding measurements can be reproduced by other members of the
community and repeated over time to observe changes in the handling

of packets with IPvE EHs.

» Controversy at
IETF

 (Can IPv6 extension
headers be used
reliably & to what
extent?




e e o m e e +
| Dataset | D02 <mmm | HBHS | FH512 |
$ommmmoooon e e fommmmmmmmmaaaas e e +
|  Web | 11.88% ] 40.70% | 30.51% |
| servers | (17.60%/20.80%) | (31.43%/40.00%) | (5.08%/6.78%) |
b e i Fmrr e e e e e i e e it +
|  Mail | 17.87% | 48.86% | 39.17% |
| servers | (6.35%/26.98%) | (40.50%/65.42%) | (2.91%/12.73%) |
e et e e +
|  Name | 15.37% 1 43.25% | 38.55% |
| servers | (14.29%/33.46%) | (42.49%/72.07%) | (3.90%/13.96%) |
e e fommm e mmiieees o mmmmmmmomeao +

Table 1: WIPv6LD Dataset: Packet Drop Rate for Different Destination
Types, and Estimated (Best-Case / Worst-Case) Percentage of Packets
That Were Dropped in a Different AS

NOTE: As an example, we
note that the cell describing
the support of IPv6 packets
with DO8 for web servers
(containing the value
"11.88% (17.60%/20.80%)")
should be read as: "when
sending IPv6 packets with
DOS8 to public web servers,
11.88% of such packets get
dropped. Among those
packets that get dropped,
17.60%/20.80% (best case /
worst case) of them get
dropped at an AS other than
the destination AS".
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(.\ PDM Next Steps

Y CUI"I"ently inSta”ed Develop Locally, Deploy Globally®

on two Vultr virtual

servers

_ ey e
* Expand to multiple __
_ = . re
* Write new study ;. == =
. e i

®* (Co-authors? . [
® Within enterprise

study? Em

®* Please contact me
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« Quantum networks!

 What the heck?

e Quantum Internet Research Group (QIRG) at
IRTF

https://datatracker.ietf.org/rg/qgirg/documents/




Quantum networks: the vision

Quantum ’ _1 a i

node

N

* Quantum nodes at which information
is stored and processed.
» atoms

* Quantum channels for information

'R transport.
» photons

Quantum channel

https://datatracker.ietf.org/doc/slides-104-qirg-sessa-

tutorial-on-quantum-repeaters/00/
H. J. Kimble, Nature 453, 1023 (2008)



Quantum computers have a leg up over
traditional computers when it comes to
factoring.

A classical computer uses bits of
information, 1s and 0s. A quantum
computer uses what are called qubits,
which can be a mix of both 1 and 0
simultaneously and which exist in a delicate
quantum state called superposition.

http://physicsworld.com/cws/article/news/2016/
mar/04/shors-algorithm-is-implemented-using-
five-trapped-ions

http://spectrum.ieee.org/tech-talk/computing/hardware/encryptionbusting-quantum-computer-practices-factoring-in-scalable-fiveatom-experiment
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Peter Shor, an MIT math professor, came
up with an algorithm to factor large
numbers with a quantum computer in
1994 but had no way to test it.

In 2001,Isaac Chuang, an MIT physicist
and electrical engineer, managed to

use this algorithm to factor the number
15, but the quantum system he used
could not be scaled up to factor anything
more complicated.

http://spectrum.ieee.org/tech-talk/computing/hardware/encryptionbusting-quantum-computer-practices-factoring-in-scalable-fiveatom-experiment
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Factoring Prime Numbers

® A prime number (or a prime) has exactly two distinct divisors: 1 and itself.

®  The smallest twenty-five prime numbers (all the prime numbers under 100) are:
2,3,5,7,11,13,17, 19, 23, 29, 31, 37,41, 43,47, 53, 59, 61, 67,71, 73, 79, 83,89, 97

®  Prime number factorization is a list of all the prime-number factors of a given number.

o

The prime factorization does not include 1, but does include every copy of every prime factor.
For instance, the prime factorization of 8 is 2x2x2, not just "2". Yes, 2 is the only factor, but
you need three copies of it to multiply back to 8, so the prime factorization includes all three
copies

#sf19us e UC Berkeley e June 8-13



RSA which is one of the cryptographic
algorithms we use today relies on the
difficulty of prime number factorization

#sf19us e UC Berkeley e June 8-13



D-H: Diffie-Hellman key exchange

QKD: Quantumn Key Distribution testing all k{?.‘}fS
AES: Advanced Encryption Standard becomes possible
QTP One Time Pad Factoring AES broken :
becomes ! "
Data jpossible : I
encrypted | | Is this gap |
today I / interesting? |
D-H + ' 0 I
AES | ! 1
I ! 1 1
QKD + : ’
AES

| 2~ Thit/bec
|

QKD + : | -
super-A g 1b1tf[ﬂﬂc
i
QKD + https://datatrac
OTP ker.ietf.org/doc
/slides-104-
girg-sessa-
Feasibletoday =~ See WeakDH.org! tutorial-on-

for metro nets (Am interested in your opinion of this!) quantum-
repeaters/00/



Good for & not good for

Quantum networks are about new capabilities, not
some path to huge communication bandwidth.
Reduced # of communication rounds
(asymptotically, theoretically), higher precision,
scalability of distributed quantum systems, etc.

(e T wesecow
. LD FRITER-
THIS 15 CALLED . ; ;
rLsweRE || ST No faster-than-light communication!
'T'-‘“jﬂm" I5 POSSIBLE!
- You can each get shared, secret random
G R numbers upon measuring shared,
entangled states, but that doesn't give
TR you the ability to send messages.
MISANDERSTANDINGS OF BELLS THEOREHM . . . .

HAPPEN S0 FRST THAT THEY VIDLATE LOCALITY, https://datatracker.ietf.org/doc/slides-104-qirg-sessa-tutorial-on-

quantum-repeaters/00/



Entanglement (EFH2OMN)

Even if they are

far apart!
“Measure” this and you’ll also
one and find its know what this
value... oneis

https://datatracker.ietf.org/doc/slides-104-qirg-sessa-tutorial-on-

quantum-repeaters/00/ ; RO IO



Entanglement (&E2FE 21 )

Even if they are

far apart!
“Measure” this and you'll also
one and find its know what this
value... one is

https://datatracker.ietf.org/doc/slides-104-qirg-sessa-tutorial-on-

quantum-repeaters/00/ ( LW KEIO 150
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I Under the hood Getting Started Team Competition

SimulaQron

SimulaQron is an application level simulator for a quantum internet that allows you to
program yourown quantum internet applications. Explore how to rﬂaﬂiﬂ"sﬁﬁwém for a
quantum internet connecting local quantum processors-By quantim cammunication,

and develop your own libraries and software engineering concepts suitable for a
quantuminternet.

Getting Started




B.@e1823
B.882415
B.882423
B.2e3pd8
18 @,2p4338
11 @.084347
12 8.2e4372
13 @.884376
14 @.e84953
15 ©.e85396
16 @.ee5482
17 @.806120
18 @.eesl29
19 B.@806513
28 @.eeviTa
21 @.e87591
21 B.083154
23 @,988453
24 '8,818233
25 B.@las48
26 8.818751
27 8.81lea9

127

Sourts

127.0.
127.8.
127.8.
127 .8,
127.8.
127.8,
127.8.
127.8.
137.8.
137.8
127.8,
127.8.
127.8.
137.8.
127.8.
127.9.
127.8.

mbh&rhmmmmmwmmm

DD DD D000 DD DD DD D
L R e T T = O

Drestination
127.8.8;1

127.e.9.1
127.8.8.1
127.8.8.1
127.8.8.1
127.8.9.1
127.8.8.1
127.8.8:1
127.8.8.1
127.08.8:1
127.8.9.1
127.8.8.1
127.0.8.1
127.0.8.1
127.8.8.1
127.8.8.1
127.0.9.1
127.0.8.1
127.2.0.1
127.8.8.1
127.9.8.1
127.8.8.1
127.8.8.1

Priocol
TCP

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TP
=
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TP
TCP
TCR
TCP
TCP
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Length

4

66
B&
BE
148
74
66
78
]
lgg
76
66
78
113
148
78
93
B9
191
a9
S8
74
171

Dresstination Port

gels

Bals
Bale
35332
Ealy
BEals
54766
8019
54766
Bg2a
41384
Be2a
4p808
gel7
BR17
4888
Balz
40088
Ba17
48808
Ba17
48848
Ba17

Souroe Port

35332

54766
35332
Bals
42808
54766
Eals
54766
ge19
41384
8aze
41384
8817
48098

Ba17
40988
Bai7
49808
Bei7
400088
Bal17

Infa

35332 - 8016 [SYN] Seg=@ Win=65495 Len=0 MSS5=65495 SACK_PERMs1 TSv

54766 -+ BE19 [ACK]
35332 « BO1E [PSH,

Bais -» 35332

[ack]

49898 -+ 8017 [PSH,
54766 + 8819 [PSH,
8015 - 54766 [ACK]
54766 -+ 8619 [PSH,
8019 -+ 54766 [ACK]

41384 + B30
8828 - 41384
41384 - gO20
B817 + 40888
480888 - 8817
48088 - BO17
B@ly - 49003
48888 + EOL17
Bal7 - 4e228

48888 + BB17
3817 - 40023
48088 - BEBL17
8017 - 49083
48888 - a1y
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[PSH,
[PSH,
[ACK]
[PSH,
[ack]
[PSH,
[PSH,
[PSH,
[PSH,
[PSH,
[PSH,
[PSH,
[PSH,

PSH

Seq=1l Ack=1 Win=555356 Len=8 TSval=2851578110 T5
ACK] Seq=1 Ack=1 Win=65535 Len=20 TSval=2851978
Seg=1 Ack=21 Win=55536 Len=8 TS5val=2861378111 T
ACK] Seq=1 Ack=1 Win=512 Len=83 TSval=286157011
ACK] ‘Seq=1 Ack=1 Win=65536 Len=8 TSval=28619781
Seg=1 Ack=9 Win=65536 Len=8 TSval=2861978113 TS
ACK] Seq=9 Ack=1 Win=65536 Len=4 TSwval=28615781
Seq=1 Ack=13 Win=65536 Len=0 TSval=2861978113 T
ACK] Seq=1 Ack=1 Win=512 Len=42 T5val=285197811
ACK] Seg=1 Ack=43 Win=512 Len=18 TS?IIHES&lE?ﬁﬂ
Seqedd Ack=11 Wins=512 Lens@ TSval=286197@114 T

ACK] Seqsl AcksB4 Win=512 Len=l2 TSval=28615781
SeqeB4 AckelS Wine512 Len=® TSval=2861978114 TS
ACK] Seq=84 Ack=13 Win=512 Len=82 TSval=2861970
ACK] Seq=13 Ack=165 Win=512 Len=12 TSval=286197
ACK] Seq=166 Ack=25 Win=512 Len=27 TSval=286197
ACK] Seq=25 Ack=193 Win=512 Len=23 TSval=286197
ACK] Seq=193 Ack=48 Win=512 Len=35 TSval=288615%7
ACK] Seq=48 Ack=228 Win=512 len=23 TSval=2186137
ACK] Seq=228 Ack=71 Win=512 lLen=32 TSval=286137,
ACKE] Seq=71 Ack=26@ Win=512 Len=8 TSval=2861978
ACK] Seq=268 Ack=79 Win=512 Len=185 TSval=28619




Packet with Payload

i tep.port == 35332

Ma. Time Source Destination Protocol Length  Destination Port Source Port  Info
| 7 9.882415 127.8.8.1 127.9.8.1 TCP 86 Bele 35332 35332 » 8016 [PSH, ACK

Frame 7: 86 bytes on wire (688 bits), B6 bytes captured (688 bits)
Ethernet II, Src: ©0:99:90_00:00:80 (80:80:00:00:00:00), Dst: ©0:00:90_00:00:00 (Pe:00:80:00:0808:00)
Internet Protocol Version 4, Src: 127.8.8.1, Dst: 127.8.8.1
Transmission Control Protocol, Src Port: 35332, Dst Port: 8016, Seq: 1, Ack: 1, Len: 2@
v Data (20 bytes)
Data: ©2e8loeceoecooeecoeeen7eseeeelfsi7fooaeal
[Length: 28]

60 00 90 80 ©C 0 00 92 ©O 60 00 09 85 80 45 00 E
@0 48 bd e7 40 @@ 40 86 Te c6 7fo@ @O Ol 7f0@ H @@ ~
9970 80 @1 8a @4 1f 50 @3 ad @9 6f 64 81 d7 f5 86 18 P -od-
@930 02 @0 fe 3c @@ @0 @1 il @8 Pa aa 96 32 bfaa 96 - < --f -2
249 32 bc ©2 91 90 @0 @2 @9 @0 Oc 08 @9 ©7 @5 09 @8 2 :
1f 53 7f ee ee e1 5
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Manual Breakout

original Data portion: 020100000000000c0000070500001£537£000001

Breakout

02 : version unsigned integer (uint8_t) 1 byte Current version is 2

01 : type unsigned integer (uint8_t) 1 byte Message type : CQC_TP_ COMMAND
0000 : app_id unsigned integer (uintlé_t) 2 bytes Application ID,

0000000c : length unsigned integer (uint32_t) 4 bytes Total length of the CQC packet
CQC header

0000 : qubit_id unsigned int (uintlé_t)2 bytes Qubit ID to perform the operation on

07 : instr unsigned int (uint8_t) 1 byte Instruction to perform : CQC_CMD EPR

05 : options unsigned int (uint8 t) 1 byte Options when executing the command
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D Looks fine so far...

 Lots of fields that don't make sense (not
documented?)

« Working with Simulagron people
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Q Quantum Net Background

 https://www.youtube.com/watch?v=9nfaYAU92
tY&feature=youtu.be
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Contact Us!

* Nalini.Elkins@insidethestack.com

* Needtodo
* HTTP3 (prob. Sept. timeframe)
®* Quantum network dissector
* PDM hackathon / draft / testing

* www.industrynetcouncil.org to join
® Non-profit
®* Free (happy to take donations!)
® May charge for labs (can put in sweat equity)
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Appendix

« Additional PDM information

« Questions / answers from IETF92
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Questions from IETF91
(Answered in IETF 92: See Appendix)

1. Does PDM have enough variables to actually diagnose
problems?

2. Are all PDM fields necessary?

3. Why is the proposal for an IPv6 extension header rather
than a TCP option? Only TCP is important.

4. Does PDM create too much overhead?

5. Will PDM work for complex apps not just simple
applications with one send and one receive?



Why |IPv6 Extension Header?

* Question:
— Why is the proposal for an IPv6 extension header rather than a
TCP option? Only TCP is important.

* Answer:
— Large enterprises have traffic which is non-TCP which will
benefit from PDM.
— Non-TCP traffic includes:

IBM's Enterprise Extender, which allows its SNA Peer-to-Peer Networking
(APPN) traffic flow over UDP links

+ Some WWW traffic flows as UDP packets
« TFTP, SNMP, DNS, OSPF, etc.
» Other/new upper layer protocols (e.g. the new Frame Control Protocol)

— TCP applications will also benefit from PDM.



From Boeing

From IETF 91: IPv6GEO — GEO Information in IPv6 Packet Headers
http://www.ietf.org/proceedings/91/slides/slides-91-6man-8.pdf

Aircraft have many links with
varying cost, performance,
availability profiles.

Not all links available during
all phases of flight.

Not all links encode geo
information at the link---layer

Wide variety of applications
— not all of which are geo--
-aware

IPv6 layer is only
commonality

1 (!

F | L x
/Internetworking Layer \
¥ r \

..x,_‘ 1-1“_ P
ATM Ground -
Situation Awarenass NEtWGTk AMprasic Copteol
[Crats Services

_ﬁatalink Management




Only for Simple Apps?

e Question

— Will PDM work for complex apps not just simple applications
with one send and one receive.

 Answer
— Not at all.
— Examples follow.



One-Way Flow

Packet Sender PSN
This Packet
1 Server 1
2 Server 2
3 Server 3
4 Server 4

Last Recvd

PSN Delta Delta
Last Recvd Last Sent

In a one-way flow, only the Delta Last Sent
will be seen as used. Recall, Delta Last Sent
is the difference between the send of one
packet from a device and the next. Thisis a
measure of throughput for the sender -
according to the sender's point of view. That
is, it is @ measure of how fast is the
application itself (with stack time included)
able to send packets.

How might this be useful? If one is having a
performance issue at the client and sees that
packet 2, for example, is sent after 5
microseconds from the server but takes much
longer to arrive at the destination (deduced
from other fields in the packet) then one may
safely conclude that there are delays in

the path other than at the server which may
be causing the delivery issue of that packet.
Such delays may include the network links,
middle-boxes, etc.




Multiple Send Flow

Assume that two packets are sent with each send from the server.

Packet Sender PSN PSN Delta Delta
This Packet Last Recvd Last Recvd Last

Sent

1 Server 1 0 0 0

2 Server 2 0 0 5

3 Client 1 1 20 0

4 Server 3 1 10 15

Notice that in packet 3, the client has a value How to interpret depends on what

of Delta Last Received of 20. Recall that is actually being sent. Remember,

Delta Last Received is the Send time of
packet 3 - receive time of packet 2. So, what
does one know now? In this case, Delta Last
Received is the processing time for the

Client to send the next packet.

PDM is not being used in isolation,
but to supplement the fields found
in other headers.




Examples

Client is sending a standalone TCP ACK. One would find this by
looking at the payload length in the IPv6 header and the TCP
Acknowledgement field in the TCP header. So, in this case, the client is
taking 20 units to send back the ACK. This may or may not be
interesting.

Client is sending data with the packet. Again, one would find this by
looking at the payload length in the IPv6 header and the TCP
Acknowledgement field in the TCP header. So, in this case, the client is
taking 20 units to send back data. This may represent "User Think
Time". Again, this may or may not be interesting, in isolation. But, if
there is a performance problem receiving data at the server, then taken
in conjunction with RTT or other packet timing information, this
information may be quite interesting.



Benefit of PDM

« Of course, one also needs to look at the PSN Last Received field
to make sure of the interpretation of this data. That is, to make
sure that the Delta Last Received corresponds to the packet of
interest.

* The benefits of PDM are that we have such information available
in a uniform manner for all applications and all protocols without
extensive changes required to applications.



Multiple Send with Errors

* Are the functions of PDM better suited to TCP or a TCP option? Let us
take the case of how PDM may help in a case of TCP retransmissions in
a way that TCP options or TCP ACK / SEQ would not.

« Assume that three packets are sent with each send from the server.

 From the server, this is what is seen:

Pkt Sender PSN PSN Delta Delta TCP
Data
This Pkt LastRecvd LastRecvd LastSent SEQ
Bytes
1 Server 1 0 0 0 123 100
2 Server 2 0 0 5 223 100

3 Server 3 0 0 5 333 100



At Client

« The client however, does not get all the packets. From the client, this is
what is seen for the packets sent from the server.

Pkt Sender PSN PSN Delta Delta TCP Data

This Pkt LastRecvd LastRecvd LastSent SEQ Bytes
1 Server 1 0 0 0 123 100
2 Server 3 0 0 5 333 100

» Notice that the packet with PSN = 2 from the server is not received



Server Retransmits

Let's assume that the server now retransmits the packet. (Obviously, a
duplicate acknowledgment sequence for fast retransmit or a retransmit
timeout would occur. To illustrate the point, these packets are being left

out.)

So, then if a TCP retransmission is done, then from the client, this is what
is seen for the packets sent from the server.

Pkt Sender PSN PSN Delta Delta TCP Data
This Pkt LastRecvd LastRecvd LastSent SEQ Bytes
1 Server 4 0 0 30 223 100

The server has resent the old packet 2 with TCP sequence number of 223. The
retransmitted packet now has a PSN This Packet value of 4.

The Delta Last Sentis 30. That is the time between sending the packet with PSN of 3 and



Server Retransmits AGAIN

» Let's say that packet 4 STILL does not make it. Then, after some
amount of time (RTO) then the packet with TCP sequence number of
223 is resent.

» From the client, this is what is seen for the packets sent from the server.

Pkt Sender PSN PSN Delta Delta TCP Data
This Pkt LastRecvd LastRecvd LastSent SEQ Bytes
1 Server 5 0 0 60 223



