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TCP Case Study Packet Analysis exhibits from high visibility, high stakes critical problems

Root Cause Analysis

Critical Problem Resolution
Performance Application Analysis




Analysis Workflow
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TIPS

The Environment
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Packet Traces
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Store Every Packet?
Who can and is going to
analyze them and when?
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Finding The Stack With The Problem
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Finding The Neext
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Multi-Tier Identification




Monitoring & Analysis Design

Wireshark Spans, Tapsﬁ,jPacket Brokers...
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Instrumentation Phase
Test Point Design

Wireshark
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Multi-tier Transaction Analysis

g

OO TTD OO

P 30xm3=yp 3

- o

b0

* Multi-tier Transaction Analysis

User Click
Client L Event

Network Process
WebSvr

Network
AppSrv
Network —

SQLSwr

Network -
AppSvr

Network

Mainframe

Network

AppSvr

Network

WebSvr —
Network

Client .,

User Display Update

'V



Multi-tier Macro vs. Micro

* Multi-tier Transaction Analysis
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HTTP / SQL
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Tier Micro-Analysis Phase
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Summary of
Multitier
Monitoring

Multi-tier Macro vs. Micro

Multi-tier Transaction Analysis
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Multi-tier Transaction Analysis
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Multi-tier Transaction Analysis
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Tier Response Time Breakdown
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TCP Trace & Chart Exhibits



Performance Indicators
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Each slide that follows
explains and illustrates
the key to many past
problems...

Findings expertly found and annotated
provide the knowledge for Client
employees, managers and vendors to
take action to solve and optimize
networks, systems and architecture.

Without such key data trouble call
bridges were without productive paths
to diagnosing and solving critical
problems.

We worked with well over 100
technologists virtually around the world
helping them be more successful by
providing definitive facts leading to
optimization and problem resolution.
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select* from pallet_definition pd where pd.pallet_type ='CHEF4'

selecttlocation from location_wms t WHERE t TYPE =1 AMD twarehouse_nhr=:2 AND tlocation=:3
selecttlocation from location_wms t WHERE t TYPE =1 AMD twarehouse_nhr=:2 AND tlocation=:3
select type from location_wims t WHERE tlocation=:1 AND twarehouse_nbr=:2
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Oracle
Logon Slow
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HOP/TTL Incongruity “our own man in the middle”

Identification: Ox36c9({14025)
# Flags: O=04 (Don't Fragment)
Fragment offset: O
Time to Tiwe:
Protocol @ TCP (D0 e
+# Header checksum: Qxedb
Source: 214.13.192.184 (2
Destination: 150.17F.195.220
Transmission Control Protocol, Src

correct]
3.192.184)
0.177.195.220)

Pt 41991 (41991), 443 {443), Seq: O, Ack: 1454884, Len: O

Identification: OwOrFaf (@
+ Flags: O=04 (Don't Fragmen h

" Efatment offsets D Incongruent Qhiiaaaaiiin Congruent
Time to live: @0z )= TIL & . Fragment ID
Protocol: TCP (Ox06) Fragment ID Progression

+ Header checksum: Ox1c2d [correct]
Source: 214.13.192.184 (214.13.19

RO1), DEt Part da3 {4433 cSeq s D hck s 1454884, Eens O

Identification: Ox36ca#14026D

¥ Flags: 0«04 (Don't SFagment)
Fragment offset:

ZLZ‘EDE;I?;%E] Indicates "our own man in the middle" potential
# Header checksum: Oxedbl [correct] {FifEWﬂII, Wan Dptimizer, Load Bﬂlﬂnﬂer}

Source: 214.13.192.184 (214.13.192.184)
Destination: 150.177.195.220 (150.177.195.220)
¥ Transmission Control Protocol, Src Port: 41991 (419913, Dst Port: 443 (4430, Seqg: O, Ack: 1457378, Len: O 32
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TCP Window
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Data Duplication & App Processing
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TCP — Packet Loss — Poor Recovery

41981 > https [ACK] Seg=-1202614730 Ack-LG60E373238 win=635353 Len=0

https > 41991 [Pk, ACK] Seg=1606351036 Ack-1292614730 wWin=64316 Len=1384 =

https > 41901 [wswi Mk Sew-1606182416 Ack=1200614730 win-64316 Len54s Ack-SLE Hole Size

1 > nttps [AMCK] Segsl ] ACK=] iy Win= T Len=

https > 4149891 [PSH, ACK)] Seq=1606383164 AEF:-I}E-EE]‘.M 30 ||1r1-En131|5- Lef=1 380 13{"2451 EE Ehu"“d h'E 133“

ACK] Seqn lrﬂﬁtifﬁ&i k= T it
5e¢_1£9£ﬁ 4 e huﬁjffkﬁﬂ win=63543 Le

ATLps > 41991
4199 »> https

(PSH,
l-'-'EH}

M]il ] 1 '.I.tll.H:I-J-I:-j'*H'-é AL A UESs da . e -'uJ.II L= ﬁﬁ
https > 4140 : mﬁ'“'ﬂiﬁ"" : oy
41981 = hitps [ :

nttps. > 419491

https = 41991 Selective Ack Numbars

41991 - > hLLps Sep=1F026147 30 Ak are mis-caiculated
https > 41991 ACK] Seq=16063505
41901 > nttps 1
I AFCLI Ack-SLE
8LE-ELA hals
https > 41991 & hcrlich

coirecial 840

https > 41901
41931 > hitps e | AL : e - 5 IR 1)

tips » 41391

11001 > https Seg=1202614730 ATKLLOIEIHSE LR WIN-65535 Len-0 RACOVEFY
https > 414991 [P5H, ACK] Sep=1606395518 AcK=120M6147 30 ®Win=64316 Len=1114
https = 41001 [PSH, ACK] Sep-1606306632 Ack—1202614730 Win-64116 Len=1180
https > 41991 [PSH. ACK] Seq-1G606398012 Ack<1297614730 win-64316 Len-g48
Wttps > 41991 [PSk. ACK] Seq-1606398360 Ark-1202614730 Win-64316 Lan-1380 Nevertheless, recovery occurs
https > 41991 [PSH, ACK] Sen=16069002440 Ack=17026147 30 win=0d316 Len=848 v |

https = 41991 [PsH, ACK] Seo=1606d01 000 Ack=17006147 30 win=64316 Len=1180 over three seconds later!
hitps > 41991 [PSH, ACK] Seq-1606402468 Ack-1207614730 Win-64316 Len-548

https > 41991 [PSH. ACK] Seq-1606403116 Ack-1202614730 Win-64316 Len-13B0

htags = 41901 PSH]. ACK] 333;132&33@4&? Eﬁj’ﬁgﬁﬁ”mﬁﬂ'ﬁ“31"3[.““3"3 This behavior repeats
41901 » hitps [ACK] Sen=l il Ack=1 d wWin= Lan= .
hitps > 41991 [PSH, ACK] Seq-1506405544 Ack-1202614730 Win-54316 Len-1380 throughout the session.

https > 41991 [PSK, &CK] Seg=1606406924 Ack=1Z7326E4730 Win=64316 Len=848
41001 > https [ACK] Seq=1200614730 Ack=1606400240 win65535 Len=0
https > 41991 [PSH, u:nI Sep=1606407772 Ack=1202614730 Win=(4316 Len=1380
Rttps > 41991 (PSE, ACK] Seg=1606400152 AcK-12076L4730 Win=64316 Lan=548
41991 = https [ACK] SegelZ926147 30 Ack=LG0G40Z468 Win=65533 Len=0
https > 41991 [PSH, &CK] Seq=1600MAL0M) Ack=12020047 3 Win=6h4316 Len=1 1840
https > 41991 [PS#, ACK] Seq=1G06411380 Ack=1202614730) wWin=64316 Len=538
419910 = hrrps [ACK] Sed=1292614730 Ack-Lo0&A04600 Wln=65533 Lan=0
hitps > 41991 [PSH, ACK] Seqg=16064L2128 Ack-1232614730 Win=54316 Len=1380
https > 41991 [PSH, ACK] Seq=10MM13008 Ack=179200147 30 ®in=0643106 Len=544
41901 > https [ACK] Seq=1202614730 Ack=1606405544 win=G4687 Len=0

36



TCP — Session Performance
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TCP — Session Performance
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Route Changes Impact on TCP Sessions

* Instability of routing metrics

BGP Rotivity Summary
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SMB Response Time
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FTP Fail due to Reset

Ty Tt

=3 FimafSoerce G i s soneit
m_ TCP Reset Aborts
FTP Prematurely
s — Before File Transfer
1 Completes
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Microsoft VRTP tool runs on top of

MetMon 3.2 w/ Net 3.x
_ ! view.atdmt.co a
Page is not displayed until 75 second m

timeout causing users of Webtrends to be et ol
delayed significantly with no notification. o
Firefox displays a "waiting for
m weblrends com” message.

]

Firewalls block access to
mweblrends com causing
75 second web page load

delays
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TCP Window Chart

The figure below provides a brief snapshot of the TCP Receive Window behavior on WAPPBIO1. This was graphed
based upon the advertised window size for receiving SQL traffic (TCP 1433) for a single session. It provides a
detailed explanation to the events. The total time lapse for display are limited to 787ms in order to provide
adequate visualization of the information (i.e. limit data points)
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HTTP Response Times

- sty Firsl URL Arckes oo hy=pldetalid=1 74 B 7 F

' URL: Andie cim My=pbostalihoe=1743 i E o

= LRL. inc/SpryTabbecdPanss js - E 0

w AL fnchatlesnrier cas lj l.! o

(= 29 E5ATT 130 === 1012317 .20 W 20965177130 & 1012307 o GABEM 3 181103
1012355435 =2 1012347 2 & 1012355138 E 10123172 ! 01 B0 3 181107

- Canbvel el Aslistics TCP Data
Frame . Fal-ri FEE: ] 10437 Cefts Time Bl Time Len
15T407 =N E;Hl# : D DO0OO0000 3 0000000000 : 3= Fast TCP connect time.
Fast Ack from FS does

0 CH04:5 000 0 ODOSES000

2 response time which is
AT T == > - et why Apalytics provided

1574110 T‘__D]# : 00002330000 | DODOSEZO0D, | g ses|  Internet Monitoring,
o 00 - _\f "‘_®_1 AST 483000 1.4 second Get

1574108 ?ﬂ_.__—-—- g E _.m:mz'lm:u € {: 030021 2000 T8 not show true client

1579762 < 1 - ASG425000] | 4410
T FESpOnsSe is very slow
heaiin ?4 R B gsetingy [ totezaa00; (] 00 hick is why detailed
Ll ot ot S * oo [T i) [J___ g PRUOMAND
T application analysis was
1534728 M —CET inc/SoryTabbedPanals 5 (Ot of Smi‘l:f]_ﬁbi# E 0345641000 2056271000 | sas.  performed
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585058 "——m—ﬁ# 01158501 000
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TCP Selective Ack Analysis

Protocdl | Info | see | ooka

TCP mmcal > 41776 [ACK] Seq=1B666B8516 ACk=576305322 win=64404 Len=0 60 0.623986(
TCP mmcal > 41776 [PSH, ACK] S8q=1B666B8516 Ack=576305322 win=64404 Len=74 128 0.381046(
TCP mmcal > 41776 [ACK] Seqe1B666B8590 Ack=576305322 win=564404 Len=1380 1434 0.0212145
TCP 41776 > mmcal [ACK] Seqe576305322 Ack«-1866689970 win=564155 Len=0 60 0.000037"
TCP mmcal > 41776 [ACK] Seq=1B66680970 Ack=576305322 win=64404 Len=1380 1434 0.017337"
TCP mmcal > 41776 [ACK] Seq=1866601350 Acke%7630%322 win=64404 Len=1380 1434 0.027470:
TCP 41776 > mmcal EAEH] 5e8q=576305322 ACk=1866692730 win=564155 Len=0 60 0.000036(
TCP mmcal > 41776 [PSH, ACK] SeqelB866692730 Ack=576305322 win=04404 Len=057 1011 0.020272;
TCP 41776 > mmcal [ACK] SeqeS5T6305322 Ack=1B866693687 win=56553% Lens=0 60 0. 090418¢
TCP 41776 > mmcal [PSH, ACK] Seq=576305322 Ack=1866693687 win=6553% Len=74 128 1.878694;
TCP 41776 > mmcal [ACK] Seq=576305396 Ack=1B66603687 win=65%35 Len=1380 1434 0.000291¢
TCP 41776 > mmcal [ACK] Seqe576306776 Ack=1B66653687 win=565%35 Len=1380 1434 0. 000108(
TCP 41776 > mmcal [PSH, ACK] Seq=57630815% Ack=1B66693687 win=6553% Len=820 874 0. 000068¢
TCP mmcal > 41776 Seq=1866693687 [Ack-T7E3USI00| win=64330 Len=0[SLE=5/GI0BL00 SRE=5/03080/70 | 86 0.627000¢

TCP
TCP

ALTTH
mmcal

mmcal
> 41TTE

W

[acK]

Seq-1866693637

ACK)| Seq=lBRARU36B7 Ack=57630B976 Wine&
Seq=37630897¢ Ack=1866693761 win=465861 Len=0
Seq=1B66693 761 Ack=576308976 win=85§3% Len=1380

Len=7d

1. Missing data 2. Have received
beginning with these bytes
this byte

3. PRetransmitted
after being ACK'd

0.637695!

B 0.1948521
60 O. 0000364
1434 0.0224B8"
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Citrix Analysis

Technical Lessons Learned Training



Wyse Terminal Boot Dependencies & Sequence Steps

Time Step

1. How Citrix el
Wyse Te rmi na |S 0 Seconds ARP [ARPs continue avery 60 saconds regardless of usage)
Boot I n th e 14 Seconds FTP 10 Files downloaded.
. 035 S5econds  DNS
Client
5 Seconds HTTP to PNAgent (Cl Prod Desktop)

Environment SSecond  Citrix 2598 to 10.87.135.40

184 Seconds  Session init / including unknewn user wait time going to Swat Desktop

The steps outlined and the 1.355econd  Citrix 2598 to 10.87.135,100
timings of each step. This
helps you understand so you
can troubleshoot a problem
with a step.

205 5econds  Begin Swat Session

Citris Frod Session Ehl;! Swalt Sesaian

st 11k Lo

] Codar| Fptibn| Az 128 0 - 2500 AE jmaddye - 10 HT 135 100 ClRriX Swat Gaseinn

d okt fitery tookn

[racn £

et - e e

[ covor| ppmess| b Sok pasores i050 1884 P to PNAgent 10.90.188.47
48N 0 port= =144 o acp o+ 1556 &8 paddi-= JIELLSH  Citrix Prod Session




1al How Citrix Wyse
Terminals Boot in the
Client Environment
Packet by packet.

Here are the packets that go along with the
chart and the step in the previous slide.

I am gaing over the boot sequence and the wnos. inl syntax and steps,

oo [Pon Deita o - |

18E8
1
TEGD
i
21
dl
1852
2l
LB
i |
i
LERG
|
1EGE
21

il
1805
£l
1908
Bl
180
-LH
Fi 8
P &
LelG
I
19132
BD
1914
B
1914
B
1514
B
191 %
Bl
18918
B

21 0000000000 Request: RETR /wnos/wnos. fm °
LEBS 0. 120464000  Response: 216 Transfer complere.
21 0. 315813000 mequest: RETR Swnos bitmapladig. ipg
1RG0 0. 387271000 mesponse: 26 Transfer conplere.
1602 0. 2376160  Response! 550 JenosSinc O0ROSAESSATE. nf: The systes cannor find the file specified.
1092 0. 040188000  Responsa: S%0 femos/inc/DDE0E4b%54Fa. ipi: The system cannot find the File specified.
21 D 080545000 Request: RETR r'mafim_ﬁmhihfﬂé
1B9Z 0. 04009 wesponse: 550 fwnas T/ D0B06Ab554TE,
71 0. 3SHILR000  Request: EETR Jemoswnos. i
1896 0. 323543000 Response:d 550 Swnos /DOVE_wnos: The system capnot find the File specified.
1896 0.051542000 Response: 550 fenos/DOVE_wnos: The s capror firmd the f{le specified.
21 0. 079650000 Request: BETR Swnos/DOVE_wnos
1894 0 040158000  Response; 550 Semos DOVE_wnos: The system canmpt Find the File specified.
21 0. 362522000 Request: HETR Swriod /DOVE_boot
1900 0. 456472000 Response: 550 Swmos/T10_EC.bin: The system canmat find the File specified,
1900 0. 040086000 Responsed 550 Swmos/T10_GC.bkin: The system cannat Find the File specified.
51 IETR Senifs s T10 L EC
- 550 fwnosTLO0_EC. Bin:
21 0.363657000  Apquest: AETR JSwnos/bhitmapaigeatl. j
1802 0. 523160000 Redpanse: 316 Transfer complere.

1 the system cannot find the file specified.

1805 7. 81 MEMO0  Response: 530 Jfemosind Sibmddean.ind: The system canmot find the file specified.
15935 0. 040395000 Response: 550 SwnosSind/ibeddean. ini: The syatem canmot Find the file specified.
21 0.0821 300}  Aequest: RETR /wnos/ind SUbsddean. 1nd

1005 0. 1633000 response: 550 femos/ind Sfbmddean. im
80 0.0F 8775000 GET SCitrix/PHagent fconfig.am] HTTP/L.
1008 0 132205000 WTTRAL.1 200 oK
BO 0.4 3503000 POST ACiTrix/Pasgent fenum, aspx HTTR/L appHication/s-—www-fors-urlencoded )
1609 0. 0814590000 HTTP/1.1 500 Internal Server Error g
1910 B. 270693000 mesponse: 550 SemosSind Jseguy. inf: The system cannot Tind the File specified.
1900 0. 04 TODL000 Respanse: 550 Jfwnosind fsegand. And: The systea cannor Find the file specified.
71 0. 0BE1BI0N0  Request: BEETR Jfwnosind /Segoy. ini
1610 0. 039510000 Responsai 550 SwnosSiod /seguy. in
B0 0. 041255000 GET SCtTrin/Puagent/conf ig. sml HWrTe L.l
1812 D.L36NE0  HTTP 1.1 200 Ox
B0 0. 040735000 POST FCIECix/PHAGent enum. aspx HTTP/ L. 1@:p11:lhm.’:-m-furl-w1nnruﬁld]
!

syseem canmot Find the file specified.

systen cannot find the File specified.

1937 0. 768238000 wTTRAL.1 200 0
B0 0. 04 3928000 POST SCiTrdxSeskgensenum, gspx HTTEL. 1
1514 0. 849051000 HTTP 1.1 200 oK
B0 0. 000814000 POST JCPEFI X PRAQENT fenun. Aspx HTTR L. pp e 8T fon/ 2 ~wwie- T ora-ur | ahooded )
|

pplicarions-www-Torm-urlencoded)

1914 D. 735763000 HTTP L.l 200 O

B0 D041 257000 POST FCitrix/PHAgent freconnect . aspx HTTE
1915 0.280256000 WTTPAl.1 200 ox

803 10. 256529000 POST ACitrix/PRagent,launch. aspx HTTP/1. applicarion/x-waw~Form-ur | encoded)
1916 0632403000 wTTP/1.1 200 o {applieavion/x-ica) ﬁ

application/ x-waw-form-urleancoded)



2. How Citrix Wyse
Terminals Boot in the
Client Environment

DHCP and NTP steps

DHCF & NTP (Network Time]
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3. How Citrix Wyse
Terminals Boot in the
Client Environment

FTP steps
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4. How Citrix Wyse
Terminals Boot in the
Client Environment

HTTP o _
' B GET /Citrix/PHAgent/config.xml W 10.94.162.247 B vdcichartismsurance.net 0 05/02/2014 17:10:40
Steps - H POST /Citrix/PNAgent/enum. aspx W 10.84.162.247 (B vdcichartsmsurance.net 0 05/02/2014 17:10:42
o ® POST /Citrix/PHAgent/reconnect. aspx W 10.94.162.247 IE vdci.chartisinsurance.net 0 05/02/2014 17:10:43
- ® POST /Citrix/PAgentflaunch.aspx http CI Prod Desktop W 10.84.162.247 IE wdci.chartisinsurance.nat o 05/02/2014 17:10:45
- a0

POST [Cifrix/Phiaoent/launch.asm B 10.84.162.247 13 vdcl. chartisinsurance.net 05022014 17:13:51

-

Cmmmlm] I-l:lln-lll

Frame # | 10.84.162,247 | vdchchartsinsurance.net | Deita Time | Rel. Time | Len |

2053

2100

2102

2103

2104

2105




1. Citrix Session Abort
Signature

“Chernobyl Packet”

The packet that evidenced a problem on a
Citrix server. This pattern was used as a
signature on the Infinistream Sniffers to
find these problems until they were
remediated.

Prior to this users were stuck in this cycle
for hours.

Executive Summary Opinion

Cirn Chernobyl Packet cavses Chiri seions 1o abort repesiedly covsng users bo wait somebmes hours to sttsm o s=ssion
Cririx Sessiory aborting ot the same place, same dato packet during o new sessicn sebap.

Appears as we'ys loumd whal we ol @ "Chemobed Packet™ as when 8 5 recejvad the sepeiven mels down serading & TOP Fis aogd we Biee @ instances of 1Fes an serps
IDET 32,12 repeatedly, The user looks |ike they recover when anotber secveris proyeded 1087 133, 187 after 15 minubes and  pravious aniucoesrhd aftempts

This could B Caysed by the server sending the bad G81a, or potentially ni Tad sginel] e WAAS devie mis-refomstiluning the packs=y (hal was cplimiged acrosd the nepaart

neit changing i1 Back 1o s arignal concition. We will need 10 da 2 capture ar tha weeuer 34 i lpaves T saner bt befarg the WARS [a compare the packat . oo e IF Thic might
b b Caica.

It may be this particular server 1873712 or a group of sarvers are affectad. The HTTF process selacts and assigns the seruers 1o the Terminals.

Cor, we can try turmeng off Clirik WoaS optimization ard see i the Sympioms ol poes

IF that is not the cuse, we will need Citrs ta see if they ane sending the Chernaoby | data

CHirts packet forats are praprietary, which means they charge for them 1o be "decoded” by analyrers. One Analyrer bas & partial decode af Cdro ond ywou can see that 1he= fa=i

cammand bsfore the AN ovent i= decoded as a “host cannect packet™ after which the FIN s sent and the sessan isdead. It s @ packet that occurs about 300 packets mta the
A sE=mian,

M ot 19 G et g

Repeated FIN's of Cirie Sessions Toroing
chst Terminad to Raboot anidl i§ works. ..

Samm 10 Byte dala packel wach time,.,

AN
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2. Citrix Session Abort
Signhature “Chernoby!
Packet”

Signature details to use to build a filter to
find these complex problems.

This allowed rapid remediation until a
solution could be found to fix the problem.
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3. Citrix Session Abort
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File pecess reguest delays at the Citrix server (The Netdpp Filler responds rapldly] or 8 very odd yet unseen internal
Citrix/Microsoft/McAfes/AppSense or Authentication issue exists causing users to experience very slow access to files. As you can s2e the
slowdown manifests as a 30 second delay which is eliminated when AppSense Application Manager is disabled, The test below was performed by
a user saving a blank WINWORD decument to each of thelr mapped drives ane by one. The red numbers on the left calculate how many packets
traverse the natwork during the save from all other traffic. The yellow highlighted numbers are the amount of time that it took to perfarm the
save, The orange highlight is the file name which was changed accordingly for ach mapped drive by its drive lettar.

Evidence of 30
second delay for
file access causing
severe user

The most odd thing s that the delay |s right at 30 seconds, repeatadly in all but a couple of examples. That is a huge hint far the software vendors
to consider what pacing elements are timed at 20 second intervals,

Since the problem iz eliminated when AppSense App Manager is disabled slthough not campletely impossible, it 3 highly likely AppSense =
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HTTP is used to load part of the Wyse . | _j — = =

Terminal boot processes necessary to log a | .
user on to the Citrix system.
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Citrix Wyse Terminal
FTP Boot Services
Impacted

The same servers that provide HTTP services
also provide file transfer services.

The servers were found to have multiple
problems contributing to users having
lengthy periods of login difficulty sometimes
for several hours.

Our findings alerted the Citrix Team to
rebuild and monitor the servers.
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WAAS Analysis
of Citrix

This was a quick analysis of the
effectiveness of the WAAS
compression of Citrix traffic.

The amount of work done and the
time it took to be accomplished
seems to be minimal improvement
in volume savings.

Due to the compatibility of various
versions of Citrix and the version of
WAAS it was recommended that an
upgrade to WAAS be made to be in
line with the version of Citrix used.

Many potential problems could exist
without the Citrix vs Cisco version
match to respective versions.

Recommend not using WAAS until
versions match support from both
organizaitons.

After waas at server after waas processing to server
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Hore's those soreen shots... mult ter and combined taking out acks an wireshark...
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File Access Problems with Citrix Servers

Analysis of file access problems were found to be due to AppSense and Microsoft file access issues.

User is accessing Citrix session in yellow, server is trying open connections to Filer repeatedly and gets error messages.
See the attached .pdf to ses the packets in multi-tier view showing the user connected using Citrix, terminal commands going back and forth while SMB filer commands have errors accessing the fils
This iz one of the reasons | have azked for the architectural design for 2 Citrix user file access path hierarchy. This issue however seems to be inability of the server to open files for Citrix users.

Dther users have experienced significant delays in ability to access files in the Citrix environment.. waited a few minutes and the files are accessible .. this could be:

1.) Filers are so overloaded that file lock housekeeping and user rights security housekeeping falls behind.

2.) Citrix is not providing the appropriate security credentials for users... or Citrix is overloaded in its housekesping tasks.
3.] Security tokens are slaw to populate to Filers for user aooess_ or sacurity authentication slow to respond ar

4.] A combination of these of other things.
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Citrix User Filer
Access Error
Details

Some files are not found and searched
across many drive mappings creating
an abundance of frivolous traffic.

Some files are there but due to a
variety of reasons, file rights assigned
that user or machine are not
accessible.

Others are not accessible due to the
type of account due to
incompatibilities between the Client
choice to use AppSense for Microsoft
Profile management with NetApp
Filers. The complexities have made the
installation of AppSense ineffective.

File access by multiple machines
logging in at the same time needing to
access the same files could cause this
observed file locking.

We provided this to AppSense to
ensure their upgrade addressed these
manifestations.
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2 Verint logging every
users access to Outlook,
Web activity degrading
Citrix Performance

This exhibit helped Verint debug like logging
was indeed turned on at some point in the
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Server performance
degradation
pinpointed to
AppSense logging

This analysis assisted
Client getting AppSense
support to assist with
getting the debug
logging turned off.

Without details vendors
often can’s understand
the problem and it
continues for years of
degraded performance
and lost productive
time for thousands of
users.

It took many such
examples and
assertions to get the
ball rolling with the
vendor.
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Citrix Uses TCP Port
69xx for provisioning

S

471001 52 pepcnpnre ==tz i
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LUDP Port 6901 6930

often used by Citrix Provisioning

Services with 10.87.128.20 using
significant bandwidth high burst
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* Provisioning traffic is very heavy and considered
normal by the Citrix team.

* We have seen server performance degraded severely
during provisioning.

* Apparently this overhead is part of Citrix operations.

A et S D e e B W wew e sl WS
LS

Citrix UDP Provisioning occuring
as usar reports 2 minute pariod
where Santa Ana user reports
freeze.

Blue line is Citrix UDP
provisioning - R

b

i
¥ l'.! hf’

| folinfL .
Lilbdba g ,‘.’5,.“.. i n‘“&*_-f_m_, 184;
FLa 12L& FIE g L3 ‘ll:ll il L] 1 ..= Ly LEdm Lt 1Eie

[~ £ 2 X fedy

Govee [ilen  owelee (=15 snce | Tt o ﬂ
m st || et o 2 o et oA Symime (% Sroon ":ﬂ:ﬁ“ﬂ;:‘;ﬂ:’ 2
Eher, wpaon=«H% o0 m pot==190 Sy Lines :'. T g i r.:\.ln-.
@I’\n Felte | 3 S L LR ]

Ll 1] = FarkwiuTich .

Pl Sy Lins PN Trmol g =1 1 1} -
5 "
Smoodt Rl Fiee ¥



Citrix
provisioning
traffic impact
on network
and servers

This shows the
volume of traffic
Citrix uses for PVS.

Again, this was said
to be normal, but it
was associated
with a distinct user
impacting server
slowdown at this
same timeframe.
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This UDP Port traffic that
is for "Citrix
provisioning"? using UDP
port 6901 is dominating
communications on this
Citrix server.

We need to find out
why?

of a 600MB trace this is
426MB a full two thirds
of the traffic is this
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Citrix Servers to
NetApp Filers have
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NT Notify is an SMB command e i A, A .

Bmik

that allows a system to ask for
notification of any changes to
a file while it is in use by the -
user. }

These commands cause SMB
response times to seem long
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ARP Analysis Methods

By setting the view options on the analyzer
one can see both the ARP requester and the
address requested and the address that
replied to troubleshoot complex MAC ARP
resolution problems
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Printing Issues

Printing slowness caused us
to look for problems at the
deep packet inspection level.
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Printing Issues

Zero windows due to a bad HP
protocol stack was the
beginning of getting HP to
escalate the managed print
performance problems.

Without this evidence these
problems and other
associated problems would
likely still exist.

Managad Pring Delays

The printers are sending TCP zero window notices to the maraged print servars delaying many print pobs by two minutes. This needs to ke addressed by Mewlstt-
Packard. Perhaps a printer Aetwark driver probbem exists or soms type of local printer applicatian haz na bulering.
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Local network
problem example
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Visualized Performance

WireShark / Sniffer Visualized Performance — Packet and Time Correlated
Capture , _
Opposing Packet Transaction Exchanges of:
Packet Sizes
Response Times
Bits Per Second by Layer
Offered load into TCP Window vs. Receive  Window Size
Offered load unacknowledged packets
Packet rate of session vs. packets to others
Cumulative Bytes
Data vs. Application Efficiency
Error Visualizations:
Lost data and Selective Ack Visualized
Retransmission, Duplicate and Out of Order




Session Summary 172.21.16.30:54283-10.231.42.11:22
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Capture|Location
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7 hops Middle
84 ms — T ‘
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|Init TTL 60/64
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0.807 ms

CWR=0
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Turn 3835 Ratio 4.29

MSS = 1460/1380 | MSS = 1380/1380
Window scaling =0 APP EFFI 101% APP EFFI 146% Window scaling =0
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Selective ACK=0 RETRAN 1 RETRAN 24 Selective ACK =0
Time stamp =0 DUP 2 DUP 1 Time stamp =0
SYN=1 OO0 Order 0 0O Order 12 SYN=1
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Session Summary in <etmc prob1 smb port 1678.cap>

172.16.144.157/ Session lasts 3 seconds

1678 0 hop, 0.03 ms

Init TTL 128

data transfer intensive

2 hops, 0.18 ms

N

SYN

ACK<—6.03-ms 1

[ 02ms——7 SYN-ACK

Integrity is good

0% packet loss sent by __

—>

16.4% time wasted due

172.16.144.157
Performance is not
constrained

2.78% packet loss, 28% of which
is secondary retransmission

PKT/Byte: 508/ 30479, ACK 419, EFFI 29%
7

to packet loss sent by

0,
2.78% packet loss 172.16.14.72

PKT/Byte: 827/1144013, ACK 8, EFFI 94%

PKT Size with data [79, 400] AVG size 59
~
Ul

<
~
/PKT size with data [79, 1500], AVG size 1383
~

TCP response time AVG 5.9 ms,

TCP response time AVG 0.78 ms,

[0, 361.56 ms pure ACK]
~

Serious Events
* Application constrain (1)

APP response time AVG 22.35 ms,
[0, 1468.89 ms]

pd

~

[0.18 ms, 0.5 ms pure ACK]
7

APP response time AVG 0.85 ms,
[0.22 ms, 16.05 msi

* Delayed ACK constrain (1)

RWIN [[61592, 64512]]

-> peer max APP rate 339.5 Mbp\s P

7

RWIN [16384[64129, 65535]]
-> peer max APP rate 344.9 Mbps

U
Outstanding PKT [1, 2]
Outstanding byte [1, 360i

rd

~

Outstanding PKT [1, 16]
__Outstanding byte [1, 42523]
~

MSS = 1460/1460
Window scaling =0
Selective ACK Permit =1
Selective ACK = 116
Time stamp =0
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Window scaling =0
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Selective ACK =0

Time stamp =0

FIN e ——
ACK '
I 7

Opposing packet size

EST BW 97.56 Mbps (85% certain)

172.16.14.72/
445

Init TTL 128

Integrity is good

Performance constrained by
* Network bandwidth

* Network packet loss

* High percentage of second
retransmission

* Sender window size with network

packet loss

Serious Events

* Application constrain (5)

* Sender window constrain (29)
* Forth retransmission (1)

* Third retransmission (4)

* Second retransmission (8)
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Time Interval Chart
Event List
Packet Trac

TOI6.32.60:2905 Time [nterval
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Opposing Packet Size

(

Opposing Packet Size and Event

O Packet Size from 172.21.16.30:39740
B Packet Size from 10.82.129.11:22

go0.0a

B Packet Event from 172.21.16.30:39740
B Packet Event from 10.82.129.11:22
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Offered Bytes into TCP Window Chart LayOUt
wuw e ~Bits Per Second Throughput (colored by layer)
" / Response Time (colored by layer)

1w uem  Opposing Packet Size
| \ Response Time (colored by layer)

IR WEW “Bits Per Second Throughput (colored by layer)
' Offered Bytes into TCP Window
T Opposing Unacknowledged Packets (Visible CWIN)
uis Wik Opposing Packet Rate (Red — Green Exclusive)

“ . Opposing Cum Bytes (colored by layer)

Opposing Application Efficiency
Directional Selective ACK
Directional Selective ACK
Directional Time Interval (Retrans / Dupe / Out of Order)
Directional Time Interval (Retrans / Dupe / Out of Order)
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Response Time by layer

[ 146.22.89.124:1436 Response Time !

~+— at TCP layer -+ at TCP layer with Retransmission -+ at application layer
-« at application layer with Retransmission -+ at Socket layer
-=— at Socket layer with Retransmission
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TCP Response Time by layer

| 146.36.96.116:80 Response Time

~ at TCP layer -+ at TCP layer with Retransmission -+ at application layer
- at application layer with Retransmission -+ at Socket layer
-=— at Socket layer with Retransmission
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Opposing Unacked Packets

Opposing Unacknowledged Packets

~+ Unacknowledged Packets from 146.22.89.124:1436
-+ Unacknowledged Packets from 146.36.96.116:80
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3
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Opposing IP vs. App Efficiency
[ Opposing IP vs APP Efficiency ]

~+ tcp payload efficiency 146.22.89.124:1436 - app efficiency 146.22.89.124:1436
-+ tcp payload efficiency 146.36.96.116:80  —— app efficiency 146.36.96.116:80
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Layer Response Times

146.22.89.124:1464 Response Time

——at TCP layer

—— at TCP layer with Retransmission - at application layer

- at application layer with Retransmission  —— at Socket layer
-=— @t Socket layer with Retransmission
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Response Times

! 146.36.96.116:80 Response Time I

-+ at TCP layer -+ at TCP layer with Retransmission -+ at application layer
—— at application layer with Retransmission -+ at Socket layer
-=— at Socket layer with Retransmission
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Offered Bytes into RWIN

172.16.14.70:1433 Ofjered Bytes into 172.16.144.152:2074 RWIN

~+— Offered Bytes

-+ RWIN with Scaling
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-+— RWIN without Scaling
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Client very slow dueto local overhead
Session Detall Report

Summary

This session isin the packet capture SQL2 WireShark Dr Roberts Desktop.ENC. The packets are exchanged
between 172.16.144.152/2074 and 172.16.14.70/1433.

This session lasts for 00:04:20 seconds, starting from 4/16/2009 8:23:42 PM to 4/16/2009 8:28:02 PM. Its

C S
topology is } j In al diagrams, C represents the host 172.16.144.152. Srepresents the host

172.16.14.70.

Host 172.16.144.152 is 0.02 milliseconds round trip from the capture location. This host is 0 hops away from
the capture location. It sends 1855 packets and 788187 bytes. 39.78% of packets are pure ACK. The average
X

C S
packet size is 424 bytes. The packet loss of this host isillustrated as 1 . Thereis no packet

loss between this host and the capture location. Its packet |oss ratio between the capture location and the peer is
0.11% (100% retransmitted packets are exactly the same as original packets, and 0% of retransmissions are the
second or third retransmissions). The time wasted due to packet loss from this host is 0.76 milliseconds (0% of

the session time). 0.11% of packets and 0.2% of bytes are wasted due to packet loss from this host. The min
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