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Head of CSIRT at a Cybersecurity Company in
Germany

Former Network Forensics Analyst, now Incident
Response Handler

Creator of Tracewrangler
Need to start coding again...™
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@ Ul Tips & Tricks
@® Filtering
@® Analysis
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@ i Tips & Tricks

® Useful Custom Columns

o Interface ID
o TCP Flag Set
o FQDNs

@® Layered Addresses
® Toggling Protocol Settings
® Context Filtering
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@® Determining filter names

® “Equivalent” filters
o Port vs. Protocol
o Stream vs. Conversation

® Matching Replies to Requests
o Requires 2 Pass filtering
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® Check capture consistency
o Duplicates
o Local captures

@® TCP Initial Round Trip Time
® GeolP Name Resolution



Mail: jasper@packet-foo.com
Web: blog.packet-foo.com
Twitter. @packetjay
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