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• AES (128 or 256 bits)

Data Encryption Protocols
Ciphers

• ChaCha20

• 3DES (168 bit)



#sf24us

Data EncryptionKey
Exchange

Certificate



#sf24us

The Design

Magic Box
the Tubes



#sf24us

The Design

Magic Box
the Tubes

Key
Exchange Certificate



#sf24us

The Design

Magic Box

TLS TLS



#sf24us

The Design

Magic Box

TLS TLS

Certificate
Authority



#sf24us

The Design

Magic Box

2 Wireless Adapters



#sf24us

The Design

Magic Box

2 Wireless Adapters

Wireless NIC 1 
Connect to Local WiFi



#sf24us

The Design

Magic Box

2 Wireless Adapters
Wireless NIC 1 

Connect to Local WiFi

Wireless NIC 0 
Access Point



#sf24us

The Design

Magic Box
2 Wireless 
Adapters

Service to create 
Access Point

HostAPD



#sf24us

The Design

Magic Box

2 Wireless 
Adapters

HostAPD
DNSmasq



#sf24us

The Design

Magic Box

2 Wireless 
Adapters

HostAPD
DNSmasq



#sf24us



#sf24us



#sf24us



#sf24us



#sf24us



#sf24us



#sf24us
Hardware Build

Raspberry Pi 4 – 8GB RAM

FREENOVE 7 Inch Touchscreen (800x480)

JJ50 KPrepublic keyboard PCB, key switch, key caps

MakerFocus Raspberry Pi 4 Battery Pack UPS, 10000MAh

AT-B3 Surveying Transit Case
https://www.ebay.com/sch/i.html?_from=R40&_trksid=p2334524.m570.l1313&_nkw=topcon+at-3b+case&_sacat=0&_odkw=topcon+at-
3b+casae&_osacat=0

3D Model from Printables
https://www.printables.com/model/425691-at-b3-cyberdeck


