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What I Understand About Quantum Theory
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"If you think you understand quantum mechanics,
you don't understand quantum mechanics"




Still, as both a Trekkie and a Taiji Nerd...
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If a Woodchuck Could Chuck Wood
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* No, Quantum Computing is Not Likely to Break the Internet.

Even IF Quantum Computing Becomes Reality, We Have Fixes

* The Push for Post Quantum Cryptography Compliance
NIST (PQC)

FIPS
* Personally, I am not Worried:

Ray Kurzweil

Sabine Hossenfelder




And Even Perhaps...
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Cryptography Review: Understanding a Cipher Suite (TLS 1.2)
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Proof of ID: Asymmetric (Private/Public) the Digital Credentials 2
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*The 1st Step in any SDLC is “Who"

Get this wrong and no other security matters (~_")

Public Key Infrastructures
» Validating X.500 names with X.509 Certificates
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What is the Concern?
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* Quantum Computing and Encryption

Asymmetric Algorithms (Private / Public)

One Way Algorithms & Entropy (as compared to Symmetric)
Difffie-Hellman , RSA, ECC

Shor’s Algorithm (With Enough* Q-Bits, Can Break RSA in a
single operation (hours?)

Grover's Algorithm (Entropy reduced in half; 128 becomes 64)
AES (Recommended to use 256)
SHA Farmnilies (Recommended to use 512)



National Institute of Standards and Technologies (NIST)
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* Post-Quantum Cryptography PQC
* To address Key Agreement
CRYSTALS-KYBER (2022)

FIPS 203

HQC (2025)
+ For Signing - Quantum-Readiness:
CRYSTALS-DILITHIUM (2022) - ' Migration to Post-Quantum
FIPS 204 Cryptography

FALCON (2022) CYBERSECURITY INFORMATION SHEET
SPHINCS+ (2022)
FIPS 205




Federal Information Processing Standards (FIPS)
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* FIPS 203, 204 & 205

* To address Key Agreement
FIPS 203 ML-KEM (Module-Lattice-Based Key-Encapsulation
Mechanism Standard)

* For Signing
FIPS 204 ML-DSA (Module-Lattice-Based Digital Signature
Standard)

FIPS 205 SLH-DSA (Stateless Hash-Based Digital Signature
Standard) o (s e

POST QUANTUM
ENCRYPTION




Understanding a Cipher Suite (TLS 1.3)
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Where’s the Signing
Algorithm?



Understanding a Cipher Suite (TLS 1.3 Encrypted
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Comparing Cryptogrpahic Strength “Entropy”

Symmetric Asymmetric

AES DH/RSA ECDHE  Kyber
ECDSA Dilithium

128 3072 256 768



Summary
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» Quantum Computing Risk vs Hype
» Effected Algorithms are our ID Keys (Private / Public Key Pairs)

DH

[ITTS w e P Pt e v aan [y e

Q Q & IF

4 m 5@ EREG ReaEF E| S

C
il

RSA [ﬂ |tcp.ﬂags.ﬁn::‘| |t’3 v] +
No. Time Source Destination Protocol Lengtt Info _:
ECC ‘ :
v Flags: ©x011 (FIN, ACK) ~ c8 e3 ©
° FIPS 203, 204’ 205 PPO. .... .... = Reserved: Not set eole [lgpii] ©
- B = Accurate ECN: Not set 28 9a c
ce.. B... .... = Congestion Window ReduL @3 £f 1
KYber ... .@.. .... = ECN-Echo: Not set
cese .0, .... = Urgent: Not set
2hh2 - A 1 .... = Acknowledgment: Set
Dllllthlum ........ ©... = Push: Not set
cess 2222 .0.. = Reset: Not set
SPHINCS cese sses .0, = Syn: Not set
T 1 = Fin: Set
o Ques’uons? i} [TCP Flags: +--+--- A---F] . )
C) > wireshark_Wi...GVWo2.pcapng Packets: 3154 - Displayed: 82 {2.6%) - Dropped: 0 (0.09%) Profile: Sharkfest 2025




Feedback
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