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Monday, just another day... A&_

it's 0800hrs on a Monday, morning crowd shuffles in
at anycompany.com

red team walks in, starts an NMAP ping scan
to see if blue team is awake

blue team, drinking coffee, sees an alert that detects a ping scan
"hahahaha, caught you red team"

network team, drinking a higher caffeinated drink, says "it was DNS*
obviously someone else's problem, cause it's never the network

server team, eating morning pastry, says "it was the network,
cause our servers never cause problems"

desktop team <snoring lightly>, wakes, sputters "who we talking about?"
applications team, sipping lattes, pushes to production first thing in the morning
"cause everyone is here if there are problems, not that we expect any"

meanwhile, at an undisclosed location
a windowless building, lots of fiber and power coming in

blackhatbubba is running an Al bot, finds an open port
bwa-hahahaha, gotcha anycompany.com
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Legal bits v -3

- | work for HPE, this not an HPE presentation and | am not
here on behalf of HPE

- The TXv6TF sponsored my being here with y’all. | am a
board member of this non-profit group

- The system | am accessing and exploiting is owned
completely by me and is not a production system

- DO NOT attempt these types of activities without
WRITTEN approvals

- ...and of course, the packets never lie...
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- IPv6 - a few fundamentals
- Wireshark color rules & display filters

. imnurnet recon/exploit of an "IPv4 only" network
using IPv6
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IPv6 default for subnet

Based on the default definition an IPv6 address is logically divided
into two parts: a 64-bit network prefix and a 64-bit interface
identifier (1ID)

- Therefore, the default subnet size is /64
- 2001:0db8:1010:61ab:f005:bal1:00da:11a5/64

~ AN ~ J v
T T T
|64bits for Network Identifier | |4bits for Interface Identifier| [Prefix Length]

- Assingle /64 network yields 18 billion-billion possible addresses
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Address types

Address Type IPv4 IPv6
Unicast o Yes Yes
- One-to-one communication
Broadcast . Yes No
- One-to-many communication local
Multicast . Yes Yes
- One-to-many communication local/remote
Anycast - Yes Yes
- One-to-many communication nearest
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Address scopes

Address Scope IPv4 IPv6
Notromane (s o AP Yes
e e Aka public Yes
L.’QlitliﬁleLgfyavlvithin Akapryale | RFC4193
domain
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IPv4/IPv6 special addresses

203.0.113.0/24

Address Type IPv4 IPv6
Default Route 0.0.0.0/0 /0
Unspecified 0.0.0.0/32 /128
Loopback 127.0.0.1/8 :1/128
Multicast 224.0.0.0/4 ff00::/8
Link-Local 169.254.0.0/16 fe80::/10
Global Unicast All others 2000::/3

10.0.0.0/8
Unique Local 172.16.0.0/12 fc00::/7
192.168.0.0/16
192.0.2.0/24
Documentation 198.51.100.0/24 | 2001:db8::/32
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IPv6 well known multicast addresses Aﬁ&_

Address Description Scope
ff01::1 All nodes address Interface-local
ff02::1 All nodes address Link-local
ff01::2 All routers address Interface-local
ff02::2 All routers address Link-local
ff05::2 All routers address Site-local
ff02::4 DVMRP routers Link-local
ff02::5 OSPF drothers Link-local
ff02::6 OSPF designated routers Link-local
ff02::9 RIPng routers Link-local
ff02::a EIGRPV6 routers Link-local
ff02::d All PIM routers Link-local
ff02::16 ALL MLDv2 routers Link-local
ff02::1:2 DHCPv6 servers/agents Link-local
ff02::1:3 DHCPv6 servers/agents Site-local
ff02::1:fixx:xxxx | Solicited node address Link-local
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Interface ID from MAC address v -3

Company Manufacturer Data

IEEE 48-Bit MAC Address

|

Expand to EUI-64

\ — (IEEE Extended Unique ID)
00000000 OxFFFE inserted
00000010 7t bit inverted — Local/Global bit

q{

Invert the Local/Global Bit

0219:71ff:feb4- Modified EUI-64

Interface ID
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Interface ID from Random Number

RFC4941 - Privacy Extensions for Stateless Address
Autoconfiguration in IPv6

Initial 11D is derived based on mathematical computation to create
a “random 64bit number” and appended to prefix to create a GUA

An additional but different 64bit number is computed, appended
to prefix, and tagged “temporary” for a 2"d GUA

Temporary GUA should be re-computed on a frequent basis

Temporary GUA is used as primary address for communications,
as it is considered “more secure”
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Lifetime states of an IPv6 address E&_

Valid
Tentative Preferred Deprecated Invalid
» Time
Preferred Lifetime |
Valid Lifetime |

Tentative - address is in process of verification for uniqueness and is
not yet available for regular communications

Valid - address is valid for use in communication based on Preferred
and Deprecated status

Preferred - address is usable for all communications

Deprecated - address can still be used for existing sessions, but not for
new sessions

Invalid - an address is no longer available for sending or receiving
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NDP ICMPv6 message types v -3

ICMPv6 type 133 - Router Solicitation (RS)
ICMPv6 type 134 - Router Advertisement (RA)
ICMPv6 type 135 - Neighbor Solicitation (NS)
ICMPv6 type 136 - Neighbor Advertisement (NA)
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Duplicate Address Detection (DAD)

- When a node initially assigns an IPv6 address to its interface, it
must check whether the selected address is unique

If unique, the address is configured on interface

- To verify uniqueness, the node sends a multicast Neighbor
Solicitation message with the:

- dest MAC of 33:33:<last 32bits of IPv6 mcast addr>
- dest IPv6 addr of ff02::1:ff<last 24bits of proposed IPv6 addr>
- source IPv6 of “::” (IPv6 unspecified addr)
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IPv6 autoconfiguration options
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Address ICMPvE ICMPvE Prefix Interface ID Other # of IPvE
Autoconfigura | RA (Type 134) | RA (Type 134) | Derived Derived | Configuration Addr
tion Methad Flags ICMPv6 Option|  from from Options
MFlag © Prefix Info
Flag AFlag L Flag
Link-Local
(always NA | NA | NA | NA '(?:;g‘?)' (’:‘:‘PErLiﬂf”' Manual 1
configured) i Y
2
Manual Off Off Off On Manual Manual Manual (LL, Manual)
3
SLAAC off | Off On On RA (':':"PEEJ;?: Manual (LL, IPV6,
aey IPv6 temp)
Stateful %
DHCPYE On N/R Off On | DHCPv6 | DHCPvE DHCPvB (LL,
( ) DHCP8)
3
g‘:?gfg of | on | on | on| RA gﬂr':frli{':" DHCPv6 | (LL, IPv6,
i IPv6 temp)
Combination RA y_pErliﬂ‘aﬁd' (L TP V6
Stateless & On NIR On On and and 2 DHCPvE IPvé tem;;
BhEES DHCPVE | prcpve DHCPV)
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Coloring rules

1718 8.862
1711 @.2p8
1712 1.158

1714 @_699
1715 8,958
1716 9.641
1717 9.299

1710 8.804
.'l_.??ﬂ 0.983

1723 0.278
1724 6.237
1725 @891
1726 0.005
1727 0.805
1728 6.000

1718 3.768

1721 8.476

17:46:18 006 fed@:
17;46:18.096 feB@::68ec:6151:8d5F:2da2

=5

17:46:19,255 10.105.2.100

17:46:22.106 18.165.2.1
17:46:22.355 16.105.2.160

17:46:31.896 fed0:

3

17:46:32.196 16.105.2.1

17:46:35.464 feld::62ec:6151:8d5F:2da2
17:45:35.468 feEB::ZGE:ZQfF:fé_hI!:&Z_SS
17:46:35. 472 feBd:

17:45:35.042 feBB: :68ec:6151:8d5¢:2da2

=D

17:46:36.221 Brocade( ee:epa:c3

17:46:36.458 feB; 68ec:6151:8d5F:2da2
17:46:36.459 feBB::28c: 29FF Febb:6265

17:46:36.464 feB@::68ec:6151:8d5f:2da2
17:45:36.469 feBO::68ec:6151:8d5F :2da2

17:46:36.478 16.185.2.160

fedd:: 68ec:6151:8d5F: 2daz

feg@::5

2359.255.255.258

224.8.8.5

239.255.255.250

ffez::5
224.8.8.5
Fo2::1:2

fe2::2

feB0::68ec:6151:2d5T:2daz
felfl::6ec:6151: Bd5F:2daz

LLDP Multicast

ffaz::1:2

ffo2::16
ffo2::16
248,822

fedd::68ec:6151:8d5F: 2da2

TCHPwE
ICMPvE
SSDP

O5PF
S50P
DSPF
0SPF
DHCPvE
DHCPvE
DHCPyG
ICHPYG

LLDP

DHCPvE
DHCPV
ICHMPvE
ICHMPve
TaMPv3

86 Neighbor Solicitation for feB@::08ec:h.
86 Neighbor Advertisement feB@::68ec:fl5L.

175 M-SEARCH * HTTP/1.1

78 Hello Packet

175 M-SEARCH * HTTR/1.1

9¢ Hello Packet
78 Helle Packet

152 Splicit XID: @x99ae2a CID: BOG1AAG115e_
166 Advertize XID: Bx9%aeZa CID: @88108811.
184 Advertise NID: @x99aeda CID: 882100811

I

78 Router Selicitation from 88:1c:14:82:8._

133 TTL = 128 System Mame = group@S MetIrom

198 Request XID: @x99aeda CID: BOE10DG115e
166 Reply XID: ©x9%aeZa CID: 0@01009115e87..
9@ Multicast Listener Report Message w2
98 Multicast Listener Report Message w2

54 Membership Report / Leave group 224.8__
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. Colors help you focus on specific addresses,
protocols, events, and possibly find errors
quickly




Using Wireshark to view IPv6 pkts
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IPv6 display filter families
ipvb
icmpv6o
dhcpv6
IPv6 related display filters:
http://www.wireshark.org/docs/dfref/i/ipv6.html

1_DPWCUG_IPv6-in-Wireshark Dec2016.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
du @0 NRE QRe»EFEO)Faqal

[ [ dhpvs or icmpve] é HES -
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| o,
SharkFest'25 US

IPv6 Essentials Reference Sheet

http://teachmeipv6.com/IPv6-Essentials-Reference-Sheet.pdf
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Resources

NETWORKING

. Guide to
. TCP/IP

James Pyles
laffrey L. Carrell
Ed Tittel

Scott Hoga COIE" No. 5133
ciacoprasscom Evio Vynche
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Resources

Wireshark®
PRACTICAL a )
PACKET ANALYSIS yetwork Analysis

uuuuu WIRESHARNK TO 30LYE

Second Edition
el

* Loarn inslder tips and tricks b
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Resources

Bl OREILLY N

Practical IPv6
for Windows

Administrators IB7E A reas

Planmng

G AN ADDRESS FLAN FOR THE FUTURE

APIess Tom Coffeen
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Resources

Essentlals

INTEGHATING IPYE INTO YOLR IPVS NETWORK

Silvia Hagan
Farewaord by Vint Cerf
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Resources

Understandmg .

I Pv6

IPvﬁ Fundamentals
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Imnhurnet demo

recon/exploit of an
"IPv4 only” network
using IPv6
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Disclaimer Aﬁ&_

DO NOT execute these
security assessment tools
on a network without
proper authorization !!
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- Find an exploitable system via IPv4 (target)
- Create a new admin account on target

- Download some apps and iso’s on target:
- Wireshark, VirtualBox, Wireless Network Watcher
- VyOS, Ubuntu, THC-IPv6

- Create IPv6 router VM for internal net, will allow local nodes to
acquire IPv6 addresses

- Create Linux client VMs for infiltrating and recon of internal
network via IPv6

- Use Wireshark to find internal nodes via IPv6
- Commandeer internal nodes via IPv6 for additional recon
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Thank You for Attending!
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